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written	for	students	of	Cambridge	IGCSETM	Computer	Science	(0478/0984)	and	Cambridge	O	Level	Computer	Science	(2210)	for	examination	from	2023.	It	fully	covers	the	syllabus	content,	provides	guidance	to	support	you	throughout	the	course	and	helps	you	to	prepare	for	examination.	This	book	will	help	students	to	develop	a	range	of	skills,
including	programming,	problem	solving	and	testing	and	evaluation,	as	well	as	introducing	them	to	automated	and	emerging	technologies.	Assessment	The	information	in	this	section	is	taken	from	the	Cambridge	IGCSE	and	O	Level	Computer	Science	syllabuses	(0478/0984/2210)	for	examination	from	2023.	You	should	always	refer	to	the	appropriate
syllabus	document	for	the	year	of	examination	to	confirm	the	details	and	for	more	information.	The	syllabus	document	is	available	on	the	Cambridge	International	website	at:	www.cambridgeinternational.org	There	are	two	examination	papers:	Paper	1	Computer	Systems	Paper	2	Algorithms,	Programming	and	Logic	Duration	1	hour	45	minutes	1
hours	45	minutes	Marks	75	marks	75	marks	Percentage	of	overall	marks	50%	50%	Syllabus	topics	examined	1–6	7–10	How	to	use	this	book	The	information	in	this	section	is	taken	from	the	Cambridge	IGCSE	and	O	Level	Computer	Science	syllabuses	(0478/0984/2210)	for	examination	from	2023.	You	should	always	refer	to	the	appropriate	syllabus
document	for	the	year	of	your	examination	to	confirm	the	details	and	for	more	information.	The	syllabus	document	is	available	on	the	Cambridge	International	website	at	www.cambridgeinternational.org	Organisation	The	content	is	organised	into	10	chapters,	corresponding	to	the	syllabus.	The	content	is	in	the	same	order	as	the	syllabus.	The
material	directly	relevant	to	Computer	Systems	is	in	Chapters	1–6	and	the	material	directly	relevant	to	Algorithms,	Programming	and	Logic	is	in	Chapters	7–10.	v	318281_FM_CAM_IGCSE	CO_SCI_i_x.indd	5	2/26/21	3:59	PM	INTRODUCTION	Features	Learning	outline	Each	chapter	opens	with	an	outline	of	the	subject	material	to	be	covered.	In	this
chapter,	you	will	learn	about:	★	automated	systems	–	the	use	of	sensors,	microprocessors	and	actuators	in	automated	systems	–	the	advantages	and	disadvantages	of	using	automated	systems	in	given	scenarios	★	robotics	–	what	is	meant	by	robotics	–	the	characteristics	of	a	robot	–	the	roles,	advantages	and	disadvantages	of	robots	★	artificial
intelligence	–	what	is	meant	by	artificial	intelligence	(AI)	–	the	main	characteristics	of	AI	–	the	basic	operation	and	components	of	AI	systems	to	simulate	intelligent	behaviour.	Chapter	introduction	A	short	introduction	to	the	chapter	topics	and	their	focus.	This	chapter	considers	the	hardware	found	in	many	computer	systems.	The	hardware	that	makes
up	the	computer	itself	and	the	various	input	and	output	devices	will	all	be	covered.	Activity	Short	questions	and	exercises	to	help	recap	and	confirm	knowledge	and	understanding	of	the	concepts	covered.	Activity	1.2	Convert	the	following	denary	numbers	into	binary	(using	both	methods):	a	4	1	d	1	0	0	g	1	4	4	j	2	5	5	m	4	0	9	5	b	6	7	e	1	1	1	h	1	8	9	k	3	3
0	0	0	n	1	6	4	0	0	c	8	6	f	1	2	7	i	2	0	0	l	8	8	9	o	6	2	3	0	7	Example	Worked	examples	of	technical	or	mathematical	techniques.	Example	2	A	camera	detector	has	an	array	of	2048	by	2048	pixels	and	uses	a	colour	depth	of	16.	Find	the	size	of	an	image	taken	by	this	camera	in	MiB.	1	Multiply	number	of	pixels	in	vertical	and	horizontal	directions	to	find	total
number	of	pixels	=	(2 048	×	2 048)	=	4 194 304 pixels	2	Now	multiply	number	of	pixels	by	colour	depth	=	4 194 304	×	16	=	67 108 864 bits	3	Now	divide	number	of	bits	by	8	to	find	the	number	of	bytes	in	the	file	=	(67 108 864)/8	=	8 388 608 bytes	4	Now	divide	by	1024	×	1024	to	convert	to	MiB	=	(8 388 608)/(1 048 576)	=	8 MiB.	vi
318281_FM_CAM_IGCSE	CO_SCI_i_x.indd	6	2/18/21	1:21	PM	Introduction	Find	out	more	Short	activities	that	go	a	little	beyond	the	syllabus,	for	those	students	who	have	a	deeper	interest	in	the	subject.	Find	out	more	Find	out	how	buffers	are	used	to	stream	movies	from	the	internet	to	a	device	(such	as	a	tablet).	Advice	As	well	as	library	routines,
typical	IDEs	also	contain	an	editor,	for	entering	code,	and	an	interpreter	and/or	a	compiler,	to	run	the	code.	Advice	These	provide	tips	and	background,	and	also	highlight	any	content	that	is	not	specifically	covered	in	the	syllabus.	Links	Numerous	topics	in	Computer	Science	are	connected	together.	The	Links	feature	states	where	relevant	material	is
covered	elsewhere	in	the	book.	Link	Extension	For	more	details	on	RAM,	see	Section	3.3.	Written	for	students	interested	in	further	study,	and	placed	at	the	end	of	each	chapter,	this	optional	feature	contains	details	of	more	sophisticated	topics	that	are	explored	in	the	International	A	Level	syllabus.	Extension	For	those	students	considering	the	study	of
this	subject	at	A	Level,	the	following	section	gives	some	insight	into	further	study	on	a	sub-set	of	machine	learning	called	deep	learning.	The	following	diagram	shows	an	artificial	neural	network	(with	two	hidden	layers)	–	each	circle,	called	a	unit	or	node,	is	like	an	‘artificial	neuron’:	Deep	learning	Deep	learning	structures	algorithms	in	layers	(input
layer,	output	layer	and	hidden	layer(s))	to	create	an	artificial	neural	network	made	up	of	‘units’	or	‘nodes’,	which	is	essentially	based	on	the	human	brain	(i.e.	its	interconnections	between	neurons).	Neural	network	systems	are	able	to	process	more	like	a	human	and	their	performance	improves	when	trained	with	more	and	more	data.	The	hidden	layers
are	where	data	from	the	input	layer	is	processed	into	something	that	can	be	sent	to	the	output	layer.	Artificial	neural	networks	are	excellent	at	tasks	that	computers	normally	find	hard.	For	example,	they	can	be	used	in	face	recognition:	1	2	A1	B1	A2	B2	A3	B3	A4	B4	A5	B5	1	3	Neural	networks	are	effective	at	complex	visual	processing	such	as
recognising	birds,	for	example,	by	their	shape	and	colour.	There	are	many	different	sizes,	colours	and	types	of	bird,	and	machine	learning	algorithms	struggle	to	successfully	recognise	such	a	wide	variety	of	complex	objects.	But	the	hidden	layers	in	an	artificial	neural	network	allow	a	deep	learning	algorithm	to	do	so.	vii	318281_FM_CAM_IGCSE
CO_SCI_i_x.indd	7	2/18/21	1:21	PM	INTRODUCTION	Summary	At	the	end	of	each	chapter	there	is	a	list	of	the	main	points	from	the	chapter	that	you	should	have	a	good	understanding	of.	In	this	chapter,	you	have	learnt	about:	✔	use	of	sensors,	microprocessors	and	actuators	in	automated	systems	✔	the	advantages	and	disadvantages	of	automated
systems	in	a	number	of	key	areas	✔	what	is	meant	by	robotics	✔	what	characterises	a	robot	✔	the	role	of	robots	in	a	number	of	areas	✔	the	advantages	and	disadvantages	of	robots	in	a	number	of	areas	✔	the	concept	of	artificial	learning	(AI)	✔	the	main	characteristics	of	AI	✔	expert	systems	✔	machine	learning.	Key	terms	Key	terms	are	in	red
throughout	the	book	and	are	defined	at	the	end	of	each	chapter.	Key	terms	used	throughout	this	chapter	bit	–	the	basic	computing	element	that	is	either	0	or	1,	and	is	formed	from	the	words	Binary	digit	binary	number	system	–	a	number	system	based	on	2,	in	which	only	the	digits	0	and	1	are	used	hexadecimal	number	system	–	a	number	system	based
on	the	value	16	which	uses	denary	digits	0	to	9	and	letters	A	to	F	error	codes	–	error	messages	(in	hexadecimal)	generated	by	the	computer	MAC	address	–	MAC	address	-	standing	for	Media	Access	Control,	this	address	uniquely	identifies	a	device	on	the	internet;	it	takes	the	form:	NN-NN-NN-DD-DD-DD,	where	NNNN-NN	is	the	manufacturer	code
and	DD-DD-DD	is	the	device	code	IP	address	–	IP	address	short	for	internet	protocol	address	and	identified	as	either	IPv4	or	IPv6;	the	IP	address	gives	a	unique	address	to	each	device	connected	to	the	internet,	identifying	its	location	hypertext	mark-up	language	(HTML)	–	the	language	used	to	design,	display	and	format	web	pages	viii
318281_FM_CAM_IGCSE	CO_SCI_i_x.indd	8	3/26/21	6:06	PM	Introduction	Exam-style	questions	Chapters	1–10	conclude	with	exam-style	questions,	to	help	with	preparation	for	examination.	Exam-style	questions	Exam-style	questions	1	A	software	developer	is	using	a	microphone	to	collect	various	sounds	for	his	new	game.	He	is	also	using	a	sound
editing	app.	When	collecting	sounds,	the	software	developer	can	decide	on	the	sampling	resolution	he	wishes	to	use.	a	i	What	is	meant	by	sampling	resolution?	[1]	ii	Describe	how	sampling	resolution	will	affect	how	accurate	the	stored	digitised	sound	will	be.	[3]	The	software	developer	will	include	images	in	his	new	game.	b	i	Explain	the	term	image
resolution.	[1]	ii	The	software	developer	is	using	16-colour	bitmap	images.	How	many	bits	would	be	used	to	encode	data	for	one	pixel	of	his	image?	[1]	iii	One	of	his	images	is	16	384	pixels	wide	and	512	pixels	high.	He	decides	to	save	it	as	a	256-colour	bitmap	image.	Calculate	the	size	of	the	image	file	in	gibibytes.	[3]	iv	Describe	any	file	compression
techniques	the	developer	may	use.	[3]	2	The	editor	of	a	movie	is	finalising	the	music	score.	He	will	send	the	final	version	of	his	score	to	the	movie	producer	by	email	attachment.	how	sampling	used	an	to	record	the	music	of	sound	clips.	[3]	To	succeeda	inDescribe	your	course,	you	willisneed	understanding	a	particular	b	The	music	sound	clips	need	to
undergo	some	form	of	data	pseudocode	syntax	that	will	be	used	that	will	be	used	when	studying	Algorithms,	send	them	via	email.programming	Programmingcompression	and	Logic,	before	along	the	withmusic	one	editor	of	thecan	following	high-level	Which	type	of	compression,	lossy	or	lossless,	should	use?examples	are	languages:	Python,	VB.NET	or
Java.	Within	Chapters	7	and	8,hecode	Give	a	justification	for	your	answer.	[3]	given	using	the	correct	pseudocode	syntax	and	all	three	programming	languages,	c	One	method	of	data	compression	is	known	as	run	length	each	in	a	different	text	colour	for	clarity.	encoding	(RLE).	i	What	is	meant	by	RLE?	[3]	▼	Table	8.4	Examples	of	output	statements
with	messages	ii	The	following	image	is	being	developed:	Pseudocode	and	programming	languages	Output	the	results	Language	print("Volume	of	the	cylinder	is	",	volume)	Python	uses	a	comma	Console.WriteLine("Volume	of	the	cylinder	is	"	&	volume)	VB	uses	&	System.out.println("Volume	of	the	cylinder	is	"	Show	how	RLE	would	be	used	to	produce
a	compressed	Java	uses	+file	for	+	volume);	the	above	image.	Write	down	the	data	you	would	expect	to	see	in	the	RLE	compressed	format	(you	may	assume	that	the	It	is	assumed	that	an	integrated	environment	greyaccess	squarestohave	a	code	valuedevelopment	of	0	and	the	white	squares	(IDE)	is	provided	by	your	school	forvalue	the	programming
language	in	use	but,	if	not,	full	[4]	have	a	code	of	1).	instructions	on	how	to	download	and	run	an	IDE	for	each	language	are	given	in	the	Programming,	Algorithms	and	Logic	Workbook.	41	ix	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	41	318281_FM_CAM_IGCSE	CO_SCI_i_x.indd	9	18/02/21	3:22	PM	25/02/21	8:59	PM	INTRODUCTION
Additional	support	The	Computer	Systems	Workbook	and	Programming,	Algorithms	and	Logic	Workbook	provide	additional	opportunity	for	practice.	These	write-in	workbooks	are	designed	to	be	used	throughout	the	course.	Command	words	Command	word	What	it	means	Calculate	work	out	from	given	facts,	figures	or	information	Compare
identify/comment	on	similarities	and/or	differences	Define	give	precise	meaning	Demonstrate	show	how	or	give	an	example	Describe	state	the	points	of	a	topic/give	characteristics	and	main	features	Evaluate	judge	or	calculate	the	quality,	importance,	amount	or	value	of	something	Explain	set	out	purposes	or	reasons/make	the	relationships	between
things	evident/provide	why	and/or	how	and	support	with	relevant	evidence	Give	produce	an	answer	from	a	given	source	or	recall/memory	Identify	name/select/recognise	Outline	set	out	the	main	points	Show	(that)	provide	structured	evidence	that	leads	to	a	given	result	State	express	in	clear	terms	Suggest	apply	knowledge	and	understanding	to
situations	where	there	are	a	range	of	valid	responses	in	order	to	make	proposal/put	forward	considerations	x	318281_FM_CAM_IGCSE	CO_SCI_i_x.indd	10	2/18/21	1:21	PM	SECTION	1	Computer	systems	Chapters	1	2	3	4	5	6	Data	representation	Data	transmission	Hardware	Software	The	internet	and	its	uses	Automated	and	emerging	technologies
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	1	18/02/21	3:22	PM	1	Data	representation	In	this	chapter	you	will	learn	about:	★	number	systems	–	how	and	why	computers	use	binary	to	represent	data	–	the	denary,	binary	and	hexadecimal	number	systems	–	converting	numbers	between	denary,	binary	and	hexadecimal	–	how	and	why	hexadecimal	is
used	for	data	representation	–	how	to	add	two	positive	8-bit	numbers	–	overflow	when	performing	binary	addition	–	logical	binary	shifts	on	positive	8-bit	integers	–	two’s	complement	notation	to	represent	positive	and	negative	binary	numbers	★	text,	sound	and	images	–	how	and	why	a	computer	represents	text	–	the	use	of	character	sets	including
ASCII	and	Unicode	–	how	and	why	a	computer	represents	sound	–	sound	sample	rate	and	sample	resolution	–	how	and	why	a	computer	represents	an	image	–	the	effects	of	the	resolution	and	colour	depth	on	images	★	data	storage	and	compression	–	how	data	storage	is	measured	–	calculating	the	file	size	of	an	image	and	sound	file	–	the	purpose	of	and
need	for	data	compression	–	lossy	and	lossless	compression.	This	chapter	considers	the	three	key	number	systems	used	in	computer	science,	namely	binary,	denary	and	hexadecimal.	It	also	discusses	how	these	number	systems	are	used	to	measure	the	size	of	computer	memories	and	storage	devices,	together	with	how	sound	and	images	can	be
represented	digitally.	1.1	Number	systems	1.1.1	Binary	represents	data	As	you	progress	through	this	book	you	will	begin	to	realise	how	complex	computer	systems	really	are.	By	the	time	you	reach	Chapter	10	you	should	have	a	better	understanding	of	the	fundamentals	behind	computers	themselves	and	the	software	that	controls	them.	You	will	learn
that	any	form	of	data	needs	to	be	converted	into	a	binary	format	so	that	it	can	be	processed	by	the	computer.	However,	no	matter	how	complex	the	system,	the	basic	building	block	in	all	computers	is	the	binary	number	system.	This	system	is	chosen	because	it	only	consists	of	1s	and	0s.	Since	computers	contain	millions	and	millions	of	tiny	‘switches’,
which	must	be	in	the	ON	or	OFF	position,	they	can	be	represented	by	the	binary	system.	A	switch	in	the	ON	position	is	represented	by	1;	a	switch	in	the	OFF	position	is	represented	by	0.	2	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	2	18/02/21	3:22	PM	1.1	Number	systems	Switches	used	in	a	computer	make	use	of	logic	gates	(see	Chapter	10)
and	are	used	to	store	and	process	data.	1.1.2	Binary,	denary	and	hexadecimal	systems	The	binary	system	We	are	all	familiar	with	the	denary	number	system	which	counts	in	multiples	of	10.	This	gives	us	the	well-known	headings	of	units,	10s,	100s,	1000s,	and	so	on:	(104)	(103)	(102)	(101)	(100)	10	000	1000	100	10	1	2	5	1	7	7	Denary	uses	ten
separate	digits,	0-9,	to	represent	all	values.	Denary	is	known	as	a	base	10	number	system.	The	binary	number	system	is	a	base	2	number	system.	It	is	based	on	the	number	2.	Thus,	only	the	two	‘values’	0	and	1	can	be	used	in	this	system	to	represent	all	values.	Using	the	same	method	as	denary,	this	gives	the	headings	20,	21,	22,	23,	and	so	on.	The
typical	headings	for	a	binary	number	with	eight	digits	would	be:	(27)	(26)	(25)	(24)	(23)	(22)	(21)	(20)	128	64	32	16	8	4	2	1	1	1	1	0	1	1	1	0	A	typical	binary	number	would	be:	11101110.	Converting	from	binary	to	denary	The	conversion	from	binary	to	denary	is	a	relatively	straightforward	process.	Each	time	a	1-value	appears	in	a	binary	number
column,	the	column	value	(heading)	is	added	to	a	total.	This	is	best	shown	by	three	examples	which	use	8-bit,	12-bit	and	16-bit	binary	numbers:	Example	1	Convert	the	binary	number,	11101110,	into	a	denary	number.	128	64	32	16	8	1	1	1	0	1	4	2	1	1	1	0	The	equivalent	denary	number	is	128	+	64	+	32	+	8	+	4	+	2	=	238	Example	2	Convert	the
following	binary	number,	011110001011,	into	a	denary	number.	2048	1024	512	256	128	64	0	1	1	1	1	0	32	16	8	4	2	1	0	0	1	0	1	1	The	equivalent	denary	number	is	1024	+	512	+	256	+	128	+	8	+	2	+	1	=	1931	3	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	3	18/02/21	3:22	PM	1	Data	representation	Example	3	Convert	the	following	binary	number,
0011000111100110,	into	a	denary	number.	32768	16384	8192	4096	2048	1024	512	256	128	64	32	16	8	4	2	1	0	0	1	1	0	0	0	1	1	1	1	0	0	1	1	0	As	with	the	two	examples	above,	to	convert	this	number	to	denary,	each	time	a	1	appears	in	a	column	the	column	value	is	added	to	the	total:	8192	+	4096	+	256	+	128	+	64	+	32	+	4	+	2	=	12	774	The	same
method	can	be	used	for	a	binary	number	of	any	size.	Activity	1.1	Convert	the	following	binary	numbers	into	denary:	k	0	0	0	1	a	0	0	1	1	0	0	1	1	l	0	1	0	1	b	0	1	1	1	1	1	1	1	m	1	1	1	1	c	1	0	0	1	1	0	0	1	n	0	1	1	1	d	0	1	1	1	0	1	0	0	o	0	1	1	1	e	1	1	1	1	1	1	1	1	p	0	1	1	1	f	0	0	0	0	1	1	1	1	q	0	0	1	1	g	1	0	0	0	1	1	1	1	r	1	1	0	0	h	1	0	1	1	0	0	1	1	s	1	0	0	0	i	0	1	1	1	0	0	0	0	t
0	1	1	1	j	1	1	1	0	1	1	1	0	1110	0101	0000	1100	1111	1100	1111	0011	1000	1111	0111	0100	1111	1000	1111	1111	0000	0011	1000	1111	0000	1101	1111	1000	1111	Converting	from	denary	to	binary	The	conversion	from	denary	numbers	to	binary	numbers	can	be	done	in	two	different	ways.	The	first	method	involves	successive	subtraction	of	powers	of
2	(that	is,	128,	64,	32,	16,	and	so	on);	whilst	the	second	method	involves	successive	division	by	2	until	the	value	“0”	is	reached.	This	is	best	shown	by	two	examples:	Example	1	Consider	the	conversion	of	the	denary	number,	142,	into	binary:	Method	1	The	denary	number	142	is	made	up	of	128	+	8	+	4	+	2	(that	is,	142	–	128	=	14;	14	–	8	=	6;	6	–	4	=	2;
2	–	2	=	0;	in	each	stage,	subtract	the	largest	possible	power	of	2	and	keep	doing	this	until	the	value	0	is	reached.	This	will	give	us	the	following	8-bit	binary	number:	128	64	1	0	32	16	8	4	2	1	0	0	1	1	1	0	4	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	4	18/02/21	3:22	PM	1.1	Number	systems	Method	2	This	method	involves	successive	division	by	2.
Start	with	the	denary	number,	142,	and	divide	it	by	2.	Write	the	result	of	the	division	including	the	remainder	(even	if	it	is	0)	under	the	142	(that	is,	142	÷	2	=	71	remainder	0);	then	divide	again	by	2	(that	is,	71	÷	2	=	35	remainder	1)	and	keep	dividing	until	the	result	is	zero.	Finally	write	down	all	the	remainders	in	reverse	order:	2	142	2	71
remainder:	0	2	35	remainder:	1	2	17	remainder:	1	2	8	remainder:	1	2	4	remainder:	0	2	2	remainder:	0	2	1	remainder:	0	0	remainder:	1	read	the	remainders	from	bottom	to	top	to	get	the	binary	number:	1	0	0	0	1	1	1	0	▲	Figure	1.1	We	end	up	with	an	8-bit	binary	number	which	is	the	same	as	that	found	by	Method	1.	Example	2	Consider	the	conversion
of	the	denary	number,	59,	into	binary:	Method	1	The	denary	number	59	is	made	up	of	32	+	16	+	8	+	2	+	1	(that	is,	59	–	32	=	27;	27	–	16	=	11;	11	–	8	=	3;	3	–	2	=	1;	1	–	1	=	0;	in	each	stage,	subtract	the	largest	possible	power	of	2	and	keep	doing	this	until	the	value	0	is	reached.	This	will	give	us	the	following	8-bit	binary	number:	128	64	0	0	32	16	8	4	2
1	1	1	1	1	0	1	Method	2	This	method	involves	successive	division	by	2.	Start	with	the	denary	number,	59,	and	divide	it	by	2.	Write	the	result	of	the	division	including	the	remainder	(even	if	it	is	0)	under	the	59	(that	is,	59	÷	2	=	29	remainder	1);	then	divide	again	by	2	(that	is,	29	÷	2	=	14	remainder	1)	and	keep	dividing	until	the	result	is	zero.	Finally
write	down	all	the	remainders	in	reverse	order:	2	59	2	29	remainder:	1	2	14	remainder:	1	2	7	remainder:	0	2	3	remainder:	1	2	1	remainder:	1	0	remainder:	1	write	the	remainders	from	bottom	to	top	to	get	the	binary	number:	1	1	1	0	1	1	▲	Figure	1.1b	5	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	5	18/02/21	3:22	PM	1	Data	representation	If	we
want	to	show	this	as	an	8-bit	binary	number	(as	shown	in	Method	1),	we	now	simply	add	two	0’s	from	the	left-hand	side	to	give	the	result:	0	0	1	1	1	0	1	1.	The	two	results	from	both	methods	clearly	agree.	Both	the	above	examples	use	8-bit	binary	numbers.	This	third	example	shows	how	the	method	can	still	be	used	for	any	size	of	binary	number;	in	this
case	a	16-bit	binary	number.	Example	3	Consider	the	conversion	of	the	denary	number,	35	000,	into	a	16-bit	binary	number:	Method	1	The	denary	number	35	000	is	made	up	of	32 768	+	2048	+	128	+	32	+	16	+	8	(that	is,	35 000	–	32 768	=	2232;	2232	–	2048	=	184;	184	–	128	=	56;	56	–	32	=	24;	24	–	16	=	8;	8	–	8	=	0;	in	each	stage,	subtract	the
largest	possible	power	of	2	and	keep	doing	this	until	the	value	0	is	reached.	This	will	give	us	the	following	16-bit	binary	number:	32768	16384	8192	4096	2048	1024	512	256	128	64	32	16	8	4	2	1	1	0	0	0	1	0	0	0	1	0	1	1	1	0	0	0	Method	2	This	method	involves	successive	division	by	2.	Start	with	the	denary	number,	35000,	and	divide	it	by	2.	Write	the
result	of	the	division	including	the	remainder	(even	if	it	is	0)	under	the	35 000	(that	is,	35 000	÷	2	=	17 500	remainder	0);	then	divide	again	by	2	(that	is,	17 500	÷	2	=	8750	remainder	0)	and	keep	dividing	until	the	result	is	zero.	Finally	write	down	all	the	remainders	in	reverse	order:	2	35 000	2	17 500	remainder:	0	2	8750	remainder:	0	2	4375
remainder:	0	2	2187	remainder:	1	2	1093	remainder:	1	2	546	remainder:	1	2	273	remainder:	0	2	136	remainder:	1	2	68	remainder	0	2	34	remainder	0	2	17	remainder	0	2	8	remainder	1	2	4	remainder	0	2	2	remainder	0	2	1	remainder	0	0	remainder	1	read	the	remainder	from	bottom	to	top	to	get	the	binary	number:	1	1	0	1	0	1	0	0	1	0	0	0	0	0	1	0	▲
Figure	1.1c	6	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	6	25/02/21	11:12	AM	1.1	Number	systems	Activity	1.2	Convert	the	following	denary	numbers	into	binary	(using	both	methods):	m	4	0	9	5	j	2	5	5	g	1	4	4	d	1	0	0	a	4	1	n	1	6	4	0	0	k	3	3	0	0	0	h	1	8	9	e	1	1	1	b	6	7	o	6	2	3	0	7	l	8	8	8	i	2	0	0	f	1	2	7	c	8	6	The	hexadecimal	system	The	hexadecimal
number	system	is	very	closely	related	to	the	binary	system.	Hexadecimal	(sometimes	referred	to	as	simply	‘hex’)	is	a	base	16	system	and	therefore	needs	to	use	16	different	‘digits’	to	represent	each	value.	Because	it	is	a	system	based	on	16	different	digits,	the	numbers	0	to	9	and	the	letters	A	to	F	are	used	to	represent	each	hexadecimal	(hex)	digit.	A
in	hex	=	10	in	denary,	B	=	11,	C	=	12,	D	=	13,	E	=	14	and	F	=	15.	Using	the	same	method	as	for	denary	and	binary,	this	gives	the	headings	160,	161,	162,	163,	and	so	on.	The	typical	headings	for	a	hexadecimal	number	with	five	digits	would	be:	(164)	(163)	(162)	(161)	(160)	65	536	4096	256	16	1	2	1	F	3	A	A	typical	example	of	hex	is	2	1	F	3	A.	Since
16	=	24	this	means	that	FOUR	binary	digits	are	equivalent	to	each	hexadecimal	digit.	The	following	table	summarises	the	link	between	binary,	hexadecimal	and	denary:	▼	Table	1.1	Binary	value	Hexadecimal	value	Denary	value	0000	0	 0	0001	1	 1	0010	2	 2	0011	3	 3	0100	4	 4	0101	5	 5	0110	6	 6	0111	7	 7	1000	8	 8	1001	9	 9	1010	A	10	1011	B	11
1100	C	12	1101	D	13	1110	E	14	1111	F	15	7	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	7	18/02/21	3:22	PM	1	Data	representation	Converting	from	binary	to	hexadecimal	and	from	hexadecimal	to	binary	Converting	from	binary	to	hexadecimal	is	a	fairly	easy	process.	Starting	from	the	right	and	moving	left,	split	the	binary	number	into	groups	of
4	bits.	If	the	last	group	has	less	than	4	bits,	then	simply	fill	in	with	0s	from	the	left.	Take	each	group	of	4	bits	and	convert	it	into	the	equivalent	hexadecimal	digit	using	Table	1.1.	Look	at	the	following	two	examples	to	see	how	this	works.	Example	1	101111100001	First	split	this	up	into	groups	of	4	bits:	1011	1110	0001	Then,	using	Table	1.1,	find	the
equivalent	hexadecimal	digits:	B	 E	 1	Example	2	10000111111101	First	split	this	up	into	groups	of	4	bits:	10	0001	1111	1101	The	left	group	only	contains	2	bits,	so	add	in	two	0s:	0010	0001	1111	1101	Now	use	Table	1.1	to	find	the	equivalent	hexadecimal	digits:	  	 2	1	F	 D	8	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	8	18/02/21	3:22	PM	1.1
Number	systems	Activity	1.3	Convert	the	following	binary	numbers	into	hexadecimal:	a	1	1	0	0	0	0	1	1	b	1	1	1	1	0	1	1	1	c	1	0	0	1	1	1	1	1	1	1	d	1	0	0	1	1	1	0	1	1	1	0	e	0	0	0	1	1	1	1	0	0	0	0	1	f	1	0	0	0	1	0	0	1	1	1	1	0	g	0	0	1	0	0	1	1	1	1	1	1	1	0	h	0	1	1	1	0	1	0	0	1	1	1	0	0	i	1	1	1	1	1	1	1	1	0	1	1	1	1	1	0	1	j	0	0	1	1	0	0	1	1	1	1	0	1	0	1	1	1	0	Converting	from
hexadecimal	to	binary	is	also	very	straightforward.	Using	the	data	in	Table	1.1,	simply	take	each	hexadecimal	digit	and	write	down	the	4-bit	code	which	corresponds	to	the	digit.	Example	3	4	5	A	Using	Table	1.1,	find	the	4	bit	code	for	each	digit:	0	1	0	0	0	1	0	1	1	0	1	0	Put	the	groups	together	to	form	the	binary	number:	0	1	0	0	0	1	0	1	1	0	1	0	Example
4	B	F	0	8	0	0	0	0	1	0	0	0	Again	just	use	Table	1.1:	1	0	1	1	1	1	1	1	Then	put	all	the	digits	together:	1	0	1	1	1	1	1	1	0	0	0	0	1	0	0	0	9	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	9	18/02/21	3:22	PM	1	Data	representation	Activity	1.4	Convert	the	following	hexadecimal	numbers	into	binary:	f	B	A	6	a	6	C	g	9	C	C	b	5	9	h	4	0	A	A	c	A	A	i	D	A	4	7	d	A	0	0	j	1
A	B	0	e	4	0	E	Converting	from	hexadecimal	to	denary	and	from	denary	to	hexadecimal	To	convert	hexadecimal	numbers	into	denary	involves	the	value	headings	of	each	hexadecimal	digit;	that	is,	4096,	256,	16	and	1.	Take	each	of	the	hexadecimal	digits	and	multiply	it	by	the	heading	values.	Add	all	the	resultant	totals	together	to	give	the	denary
number.	Remember	that	the	hex	digits	A	→	F	need	to	be	first	converted	to	the	values	10	→	15	before	carrying	out	the	multiplication.	This	is	best	shown	by	two	examples:	Example	1	Convert	the	hexadecimal	number,	4	5	A,	into	denary.	First	of	all	we	have	to	multiply	each	hex	digit	by	its	heading	value:	 	256	 	4	 	16	5	 	 1	 	A	(4	×	256	=	1024)	(5	×	16	=
80)	(10	×	1	=	10)	(NOTE:	A	=	10)	Then	we	have	to	add	the	three	totals	together	(1024	+	80	+	10)	to	give	the	denary	number:	1	1	1	4	Example	2	Convert	the	hexadecimal	number,	C	8	F,	into	denary.	First	of	all	we	have	to	multiply	each	hex	digit	by	its	heading	value:	 	256	C	 	16	8	1	F	(12	×	256	=	3072)	(8	×	16	=	128)	(15	×	1	=	15)	(NOTE:	C	=	12,	F	=
15)	Then	we	have	to	add	the	three	totals	together	(3072	+	128	+	15)	to	give	the	denary	number:	3	2	1	5	10	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	10	18/02/21	3:22	PM	1.1	Number	systems	Activity	1.5	Convert	the	following	hexadecimal	numbers	into	denary:	f	A	0	1	a	6	B	g	B	B	4	b	9	C	h	C	A	8	c	4	A	i	1	2	A	E	d	F	F	j	A	D	8	9	e	1	F	F	To	convert
from	denary	to	hexadecimal	involves	successive	division	by	16	until	the	value	“0”	is	reached.	This	is	best	shown	by	two	examples:	Example	1	Convert	the	denary	number,	2004,	into	hexadecimal.	This	method	involves	successive	division	by	16	until	the	value	0	is	reached.	We	start	by	dividing	the	number	2004	by	16.	The	result	of	the	division	including
the	remainder	(even	if	it	is	0)	is	written	under	2004	and	then	further	divisions	by	16	are	carried	out	(that	is,	2004	÷	16	=	125	remainder	4;	125	÷	16	=	7	remainder	13;	7	÷	16	=	0	remainder	7).	The	hexadecimal	number	is	obtained	from	the	remainders	written	in	reverse	order:	16	2004	16	125	remainder:	4	16	7	remainder:	13	0	remainder:	7	write	the
remainders	from	bottom	to	top	to	get	the	hexadecimal	number:	7	D	4	(D=13)	▲	Figure	1.2a	Example	2	Convert	the	denary	number,	8463,	into	hexadecimal.	We	start	by	dividing	the	number	8463	by	16.	The	result	of	the	division	including	the	remainder	(even	if	it	is	0)	is	written	under	8463	and	then	further	divisions	by	16	are	carried	out	(that	is,	8463
÷	16	=	528	remainder	15;	528	÷	16	=	33	remainder	0;	33	÷	16	=	2	remainder	1;	2	÷	16	=	0	remainder	2).	The	hexadecimal	number	is	obtained	from	the	remainders	written	in	reverse	order:	16	8463	16	528	remainder:	15	16	33	remainder:	0	16	2	remainder:	1	0	remainder:	2	read	the	remainder	from	bottom	to	top	to	get	the	hexadecimal	number:	2	1
0	F	(F=15)	▲	Figure	1.2b	11	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	11	18/02/21	3:22	PM	1	Data	representation	Activity	1.6	Convert	the	following	denary	numbers	into	hexadecimal:	f	1	0	0	0	a	9	8	g	2	6	3	4	b	2	2	7	h	3	7	4	3	c	4	9	0	i	4	0	0	7	d	5	1	1	j	5	0	0	0	e	8	2	6	1.1.3	Use	of	the	hexadecimal	system	As	we	have	seen,	a	computer	can	only
work	with	binary	data.	Whilst	computer	scientists	can	work	with	binary,	they	find	hexadecimal	to	be	more	convenient	to	use.	This	is	because	one	hex	digit	represents	four	binary	digits.	A	complex	binary	number,	such	as	1101001010101111	can	be	written	in	hex	as	D2AF.	The	hex	number	is	far	easier	for	humans	to	remember,	copy	and	work	with.	This
section	reviews	four	uses	of	the	hexadecimal	system:	»	error	codes	»	MAC	addresses	»	IPv6	addresses	»	HTML	colour	codes	The	information	in	this	section	gives	the	reader	sufficient	grounding	in	each	topic	at	this	level.	Further	material	can	be	found	by	searching	the	internet,	but	be	careful	that	you	don’t	go	off	at	a	tangent.	Error	codes	Error	codes
are	often	shown	as	hexadecimal	values.	These	numbers	refer	to	the	memory	location	of	the	error	and	are	usually	automatically	generated	by	the	computer.	The	programmer	needs	to	know	how	to	interpret	the	hexadecimal	error	codes.	Examples	of	error	codes	from	a	Windows	system	are	shown	below:	Find	out	more	Another	method	used	to	trace
errors	during	program	development	is	to	use	memory	dumps,	where	the	memory	contents	are	printed	out	either	on	screen	or	using	a	printer.	Find	examples	of	memory	dumps	and	find	out	why	these	are	a	very	useful	tool	for	program	developers.	▲	Figure	1.3	Example	of	error	codes	12	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	12	18/02/21	3:22
PM	1.1	Number	systems	Media	Access	Control	(MAC)	addresses	Media	Access	Control	(MAC)	address	refers	to	a	number	which	uniquely	identifies	a	device	on	a	network.	The	MAC	address	refers	to	the	network	interface	card	(NIC)	which	is	part	of	the	device.	The	MAC	address	is	rarely	changed	so	that	a	particular	device	can	always	be	identified	no
matter	where	it	is.	A	MAC	address	is	usually	made	up	of	48	bits	which	are	shown	as	6	groups	of	two	hexadecimal	digits	(although	64-bit	addresses	also	exist):	NN	–	NN	–	NN	–	DD	–	DD	–	DD	or	NN:NN:NN:DD:DD:DD	where	the	first	half	(NN	–	NN	–	NN)	is	the	identity	number	of	the	manufacturer	of	the	device	and	the	second	half	(DD	–	DD	–	DD)	is	the
serial	number	of	the	device.	For	example:	Link	Refer	to	Chapter	3	for	more	detail	on	MAC	addresses.	Find	out	more	Try	to	find	the	MAC	addresses	of	some	of	your	own	devices	(e.g.	mobile	phone	and	tablet)	and	those	found	in	the	school.	Link	Refer	to	Chapter	3	for	more	detail	on	IP	addresses.	00	–	1C	–	B3	–	4F	–	25	–	FE	is	the	MAC	address	of	a
device	produced	by	the	Apple	Corporation	(code:	001CB3)	with	a	serial	number	of:	4F25FE.	Very	often	lowercase	hexadecimal	letters	are	used	in	the	MAC	address:	00-1c-b3-4f-25-fe.	Other	manufacturer	identification	numbers	include:	00	–	14	–	22	which	identifies	devices	made	by	Dell	00	–	40	–	96	which	identifies	devices	made	by	Cisco	00	–	a0	–	c9
which	identifies	devices	made	by	Intel,	and	so	on.	Internet	Protocol	(IP)	addresses	Each	device	connected	to	a	network	is	given	an	address	known	as	the	Internet	Protocol	(IP)	address.	An	IPv4	address	is	a	32-bit	number	written	in	denary	or	hexadecimal	form:	e.g.	109.108.158.1	(or	77.76.9e.01	in	hex).	IPv4	has	recently	been	improved	upon	by	the
adoption	of	IPv6.	An	IPv6	address	is	a	128-bit	number	broken	down	into	16-bit	chunks,	represented	by	a	hexadecimal	number.	For	example:	a8fb:7a88:fff0:0fff:3d21:2085:66fb:f0fa	Note	IPv6	uses	a	colon	(:)	rather	than	a	decimal	point	(.)	as	used	in	IPv4.	Find	out	more	Try	to	find	the	IPv4	and	IPv6	addresses	of	some	of	your	own	devices	(e.g.	mobile
phone	and	tablet)	and	those	found	in	the	school.	HyperText	Mark-up	Language	(HTML)	colour	codes	HyperText	Mark-up	Language	(HTML)	is	used	when	writing	and	developing	web	pages.	HTML	isn’t	a	programming	language	but	is	simply	a	mark-up	language.	A	mark-up	language	is	used	in	the	processing,	definition	and	presentation	of	text	(for
example,	specifying	the	colour	of	the	text).	HTML	uses	which	are	used	to	bracket	a	piece	of	text	for	example,	and	surround	a	top-level	heading.	Whatever	is	between	the	two	tags	has	been	defined	as	heading	level	1.	Here	is	a	short	example	of	HTML	code:	13	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	13	18/02/21	3:22	PM	1	Data	representation
This	is	a	red	heading	This	is	a	green	heading	This	is	a	blue	heading	▲	Figure	1.4	HTML	is	often	used	to	represent	colours	of	text	on	the	computer	screen.	All	colours	can	be	made	up	of	different	combinations	of	the	three	primary	colours	(red,	green	and	blue).	The	different	intensity	of	each	colour	(red,	green	and	blue)	is	determined	by	its	hexadecimal
value.	This	means	different	hexadecimal	values	represent	different	colours.	For	example:	»	#	FF	00	00	represents	primary	colour	red	»	#	00	FF	00	represents	primary	colour	green	»	#	00	00	FF	represents	primary	colour	blue	»	#	FF	00	FF	represents	fuchsia	»	#	FF	80	00	represents	orange	»	#	B1	89	04	represents	a	tan	colour,	and	so	on	producing
almost	any	colour	the	user	wants.	The	following	diagrams	show	the	various	colours	that	can	be	selected	by	altering	the	hex	‘intensity’	of	red,	green	and	blue	primary	colours.	The	colour	‘FF9966’	has	been	chosen	as	an	example:	FF	99	66	▲	Figure	1.5	Examples	of	HTML	hex	colour	codes	The	#	symbol	always	precedes	hexadecimal	values	in	HTML
code.	The	colour	codes	are	always	six	hexadecimal	digits	representing	the	red,	green	and	blue	components.	There	are	a	possible	256	values	for	red,	256	values	for	green	and	256	values	for	blue	giving	a	total	of	256	×	256	×	256	(i.e.	16	777	216)	possible	colours.	14	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	14	18/02/21	3:22	PM	1.1	Number
systems	Activity	1.7	1	Using	software	on	your	computer	(for	example,	text	colour	option	in	Word),	find	out	what	colours	would	be	represented	by	the	following	RGB	denary	value	combinations:	c	Red	12	b	Red	201	a	Red	53	Green	111	Green	122	Green	55	Blue	81	Blue	204	Blue	139	2	Convert	each	of	the	above	denary	numbers	into	hexadecimal.	1.1.4
Addition	of	binary	numbers	This	section	will	look	at	the	addition	of	two	8-bit	positive	binary	numbers.	Note	the	following	key	facts	when	carrying	out	addition	of	two	binary	digits:	binary	addition	carry	sum	0+0	0	0	0+1	0	1	1+0	0	1	1+1	1	0	This	can	then	be	extended	to	consider	the	addition	of	three	binary	digits:	binary	digit	carry	sum	0+0+0	0	0
0+0+1	0	1	0+1+0	0	1	0+1+1	1	0	1+0+0	0	1	1+0+1	1	0	1+1+0	1	0	1+1+1	1	1	For	comparison:	if	we	add	7	and	9	in	denary	the	result	is:	carry	=	1	and	sum	=	6;	if	we	add	7,	9	and	8	the	result	is:	carry	=	2	and	sum	=	4,	and	so	on.	Advice	Here’s	a	quick	recap	on	the	role	of	carry	and	sum.	If	we	want	to	add	the	numbers	97	and	64	in	decimal,	we:	l	add
the	numbers	in	the	right	hand	column	first	l	if	the	sum	is	greater	than	9	then	we	carry	a	value	to	the	next	column	l	we	continue	moving	left,	adding	any	carry	values	to	each	column	until	we	are	finished.	For	instance:	9	7	+	64	1	1	CARRY	VALUES	1	6	1	SUM	VALUES	Adding	in	binary	follows	the	same	rules	except	that	we	carry	whenever	the	sum	is
greater	than	1.	15	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	15	18/02/21	3:22	PM	1	Data	representation	Example	1	Add	00100111	+	01001010	We	will	set	this	out	showing	carry	and	sum	values:	+	column	1:	1	+	0	=	1	no	carry	column	2:	1	+	1	=	0	carry	1	column	3:	1	+	0	+	1	=	0	carry	1	column	4:	0	+	1	+	1	=	0	carry	1	column	5:	0	+	0	+	1	=	1
no	carry	column	6:	1	+	0	=	1	no	carry	column	7:	0	+	1	=	1	no	carry	column	8:	0	+	0	=	0	no	carry	00100111	01001010	111	carry	values	01110001	sum	values	Answer:	01110001	Example	2	a	Convert	126	and	62	into	binary.	b	Add	the	two	binary	values	in	part	a	and	check	the	result	matches	the	addition	of	the	two	denary	numbers	a	126	=	0	1	1	1	1	1	1
0	and	62	=	0	0	1	1	1	1	1	0	column	1:	0	+	0	=	0	no	carry	column	2:	1	+	1	=	0	carry	1	b	01111110	+	00111110	111111	carry	values	10111100	sum	values	column	3:	1	+	1	+	1	=	1	carry	1	column	4:	1	+	1	+	1	=	1	carry	1	column	5:	1	+	1	+	1	=	1	carry	1	column	6:	1	+	1	+	1	=	1	carry	1	column	7:	1	+	0	+	1	=	0	carry	1	column	8:	0	+	0	+	1	=	1	no	carry
Answer:	10111100	1	0	1	1	1	1	0	0	has	the	equivalent	denary	value	of	128	+	32	+	16	+	8	+	4	=	188	which	is	the	same	as	126	+	62.	Activity	1.8	Carry	out	the	following	binary	additions:	a	0	0	0	1	1	1	0	1	+	0	1	1	0	0	1	1	0	b	0	0	1	0	0	1	1	1	+	0	0	1	1	1	1	1	1	c	0	0	1	0	1	1	1	0	+	0	1	0	0	1	1	0	1	d	0	1	1	1	0	1	1	1	+	0	0	1	1	1	1	1	1	e	0	0	1	1	1	1	0	0	+	0	0	1	1	0	0	1
1	f	g	h	i	j	00111100+01111011	00111111+00111111	00110001+00111111	01111111+01111111	10100010+00111011	Activity	1.9	Convert	the	following	denary	numbers	into	binary	and	then	carry	out	the	binary	addition	of	the	two	numbers	and	check	your	answer	against	the	equivalent	denary	sum:	j	2	1	1	+	3	5	g	1	9	+	1	3	9	d	5	1	+	1	7	1	a	9	8	+	1	5
h	2	0	3	+	3	0	e	8	2	+	6	9	b	2	9	+	8	8	i	6	6	+	1	6	6	f	1	0	0	+	1	4	0	c	4	9	+	1	0	0	16	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	16	18/02/21	3:22	PM	1.1	Number	systems	Overflow	Now	consider	the	following	example:	Example	3	Add	0	1	1	0	1	1	1	0	and	1	1	0	1	1	1	1	0	(using	8	bits)	+	9	bit	th	01101110	11011110	)	1)0	1	0	0	1	1	0	0	1	111111	carry
sum	This	addition	has	generated	a	9th	bit.	The	8	bits	of	the	answer	are	0	1	0	0	1	1	0	0	–	this	gives	the	denary	value	(64	+	8	+	4)	of	76	which	is	incorrect	because	the	denary	value	of	the	addition	is	110	+	222	=	332.	The	maximum	denary	value	of	an	8-bit	binary	number	is	255	(which	is	28	–	1).	The	generation	of	a	9th	bit	is	a	clear	indication	that	the
sum	has	exceeded	this	value.	This	is	known	as	an	overflow	error	and	in	this	case	is	an	indication	that	a	number	is	too	big	to	be	stored	in	the	computer	using	8	bits.	The	greater	the	number	of	bits	which	can	be	used	to	represent	a	number	then	the	larger	the	number	that	can	be	stored.	For	example,	a	16-bit	register	would	allow	a	maximum	denary	value
of	65	535	(i.e.	216	–	1)	to	be	stored,	a	32-bit	register	would	allow	a	maximum	denary	value	of	4	294	967	295	(i.e.	232	–	1),	and	so	on.	Activity	1.10	1	Convert	the	following	pairs	of	denary	numbers	to	8-bit	binary	numbers	and	then	add	the	binary	numbers.	Comment	on	your	answers	in	each	case:	a	89	+	175	b	168	+	99	c	88	+	215	2	Carry	out	the
following	16-bit	binary	additions	and	comment	on	your	answers:	a	0111	1111	1111	0001	+	0101	1111	0011	1001	b	1110	1110	0000	1011	+	1111	1101	1101	1001	1.1.5	Logical	binary	shifts	Computers	can	carry	out	a	logical	shift	on	a	sequence	of	binary	numbers.	The	logical	shift	means	moving	the	binary	number	to	the	left	or	to	the	right.	Each	shift
left	is	equivalent	to	multiplying	the	binary	number	by	2	and	each	shift	right	is	equivalent	to	dividing	the	binary	number	by	2.	As	bits	are	shifted,	any	empty	positions	are	replaced	with	a	zero	–	see	examples	below.	There	is	clearly	a	limit	to	the	number	of	shifts	which	can	be	carried	out	if	the	binary	number	is	stored	in	an	8-bit	register.	Eventually	after	a
number	of	shifts	the	register	would	only	contain	zeros.	For	example,	if	we	shift	01110000	(denary	value	112)	five	places	left	(the	equivalent	to	multiplying	by	25,	i.e.	32),	in	an	8-bit	register	we	would	end	up	with	00000000.	This	makes	it	seem	as	though	112	×	32	=	0!	This	would	result	in	the	generation	of	an	error	message.	17
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	17	18/02/21	3:22	PM	1	Data	representation	Example	1	The	denary	number	21	is	00010101	in	binary.	If	we	put	this	into	an	8-bit	register:	The	left-most	bit	is	often	referred	to	as	the	MOST	SIGNIFICANT	BIT	The	left-most	bit	is	now	lost	following	a	left	shift	128	64	32	16	8	4	2	1	0	0	0	1	0	1	0	1	If	we	now
shift	the	bits	in	this	register	one	place	to	the	left,	we	obtain:	128	64	32	16	8	4	2	1	0	0	1	0	1	0	1	0	Note	how	the	empty	right-most	bit	position	is	now	filled	with	a	0	The	value	of	the	binary	bits	is	now	21	×	21	i.e.	42.	We	can	see	this	is	correct	if	we	calculate	the	denary	value	of	the	new	binary	number	101010	(i.e.	32	+	8	+	2).	Suppose	we	now	shift	the
original	number	two	places	left:	128	64	32	16	8	4	2	1	0	1	0	1	0	1	0	0	The	binary	number	1010100	is	84	in	denary	–	this	is	21	×	22.	And	now	suppose	we	shift	the	original	number	three	places	left:	1	0	1	0	1	0	0	0	The	binary	number	10101000	is	168	in	denary	–	this	is	21	×	23.	So,	let	us	consider	what	happens	if	we	shift	the	original	binary	number
00010101	four	places	left:	Losing	1	bit	following	a	shift	operation	will	cause	an	error	128	64	32	16	8	4	2	1	0	1	0	1	0	0	0	0	The	left-most	1-bit	has	been	lost.	In	our	8-bit	register	the	result	of	21	×	24	is	80	which	is	clearly	incorrect.	This	error	is	because	we	have	exceeded	the	maximum	number	of	left	shifts	possible	using	this	register.	Example	2	The
denary	number	200	is	11001000	in	binary.	Putting	this	into	an	8-bit	register	gives:	128	64	32	16	8	4	2	1	1	1	0	0	1	0	0	0	If	we	now	shift	the	bits	in	this	register	one	place	to	the	right:	Note	how	the	leftmost	bit	position	is	now	filled	with	a	0	128	64	32	16	8	4	2	1	0	1	1	0	0	1	0	0	The	right-most	bit	is	often	referred	to	as	the	LEAST	SIGNIFICANT	BIT	18
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	18	18/02/21	3:22	PM	1.1	Number	systems	The	value	of	the	binary	bits	is	now	200	÷	21	i.e.	100.	We	can	see	this	is	correct	by	converting	the	new	binary	number	01100100	to	denary	(64	+	32	+	4).	Suppose	we	now	shift	the	original	number	two	places	to	the	right:	128	64	32	16	8	4	2	1	0	0	1	1	0	0	1	0	The
binary	number	00110010	is	50	in	denary	–	this	is	200	÷	22.	And	suppose	we	now	shift	the	original	number	three	places	to	the	right:	Notice	the	1-bit	from	the	rightmost	bit	position	is	now	lost	causing	an	error	128	64	32	16	8	4	2	1	0	0	0	1	1	0	0	1	The	binary	number	00011001	is	25	in	denary	–	this	is	200	÷	23.	Now	let	us	consider	what	happens	if	we
shift	four	places	right:	128	64	32	16	8	4	2	1	0	0	0	0	1	1	0	0	The	right-most	1-bit	has	been	lost.	In	our	8-bit	register	the	result	of	200	÷	24	is	12,	which	is	clearly	incorrect.	This	error	is	because	we	have	therefore	exceeded	the	maximum	number	of	right	shifts	possible	using	this	8-bit	register.	Example	3	a	Write	24	as	an	8-bit	register.	b	Show	the	result	of
a	logical	shift	2	places	to	the	left.	c	Show	the	result	of	a	logical	shift	3	places	to	the	right.	a	128	64	32	16	8	4	2	1	b	c	0	0	0	1	1	0	0	0	128	64	32	16	8	4	2	1	0	1	1	0	0	0	0	0	128	64	32	16	8	4	2	1	0	0	0	0	0	0	1	1	2		24	×	2	=	96	3		24	÷	2	=	3	Example	4	a	b	c	d	Convert	19	and	17	into	binary.	Carry	out	the	binary	addition	of	the	two	numbers.	Shift	your	result
from	part	b	two	places	left	and	comment	on	the	result.	Shift	your	result	from	part	b	three	places	right	and	comment	on	the	result.	64	32	16	8	4	2	1	a	128	0	0	0	1	0	0	1	1	19	0	0	0	1	0	0	0	1	17	19	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	19	18/02/21	3:22	PM	1	Data	representation	b	00010011	+	00010001	  1	carry	11	sum	00100100	c	d	128	64	32
16	8	4	2	1	1	0	0	1	0	0	0	0	128	64	32	16	8	4	2	1	0	0	0	0	0	1	0	0	In	c	the	result	is	36	×	22	=	144	(which	is	correct).	In	d	the	result	of	the	right	shift	gives	a	value	of	4,	which	is	incorrect	since	36	÷	23	is	not	4;	therefore,	the	number	of	possible	right	shifts	has	been	exceeded.	You	can	also	see	that	a	1	has	been	lost	from	the	original	binary	number,	which	is
another	sign	that	there	have	been	too	many	right	shifts.	Activity	1.11	1	a	Write	down	the	denary	value	of	the	following	binary	number.	0	1	1	0	1	0	0	0	b	Shift	the	binary	number	three	places	to	the	right	and	comment	on	your	result.	c	Write	down	the	denary	value	of	the	following	binary	number.	0	d	2	a	b	c	d	e	f	0	0	0	1	1	1	1	Shift	the	binary	number	four
places	to	the	left	and	comment	on	your	result.	Convert	29	and	51	to	8-bit	binary	numbers.	Add	the	two	binary	numbers	in	part	a.	Shift	the	result	in	part	b	three	places	to	the	right.	Convert	75	to	an	8-bit	binary	number.	Add	the	two	binary	numbers	from	parts	c	and	d.	Shift	your	result	from	part	e	one	place	to	the	left.	1.1.6	Two’s	complement	(binary
numbers)	Up	until	now,	we	have	assumed	all	binary	numbers	are	positive	integers.	To	allow	the	possibility	of	representing	negative	integers	we	make	use	of	two’s	complement.	In	this	section	we	will	again	assume	8-bit	registers	are	being	used.	Only	one	minor	change	to	the	binary	headings	needs	to	be	introduced	here:	–128	64	32	16	8	4	2	1	20
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	20	18/02/21	3:22	PM	1.1	Number	systems	In	two’s	complement	the	left-most	bit	is	changed	to	a	negative	value.	For	instance,	for	an	8-bit	number,	the	value	128	is	now	changed	to	−128,	but	all	the	other	headings	remain	the	same.	This	means	the	new	range	of	possible	numbers	is:	−128	(10000000)	to
+127	(01111111).	It	is	important	to	realise	when	applying	two’s	complement	to	a	binary	number	that	the	left-most	bit	always	determines	the	sign	of	the	binary	number.	A	1-value	in	the	left-most	bit	indicates	a	negative	number	and	a	0-value	in	the	leftmost	bit	indicates	a	positive	number	(for	example,	00110011	represents	51	and	11001111	represents
−49).	Writing	positive	binary	numbers	in	two’s	complement	format	Example	1	The	following	two	examples	show	how	we	can	write	the	following	positive	binary	numbers	in	the	two’s	complement	format	19	and	4:	−128	64	32	16	8	4	2	1	0	0	0	1	0	0	1	1	0	0	0	0	0	1	0	0	As	you	will	notice,	for	positive	binary	numbers,	it	is	no	different	to	what	was	done	in
Section	1.1.2.	Converting	positive	denary	numbers	to	binary	numbers	in	the	two’s	complement	format	If	we	wish	to	convert	a	positive	denary	number	to	the	two’s	complement	format,	we	do	exactly	the	same	as	in	Section	1.1.2:	Example	2	Convert	a	38	b	125	to	8-bit	binary	numbers	using	the	two’s	complement	format.	a	Since	this	number	is	positive,
we	must	have	a	zero	in	the	–128	column.	It	is	then	a	simple	case	of	putting	1-values	into	their	correct	positions	to	make	up	the	value	of	38:	−128	64	32	16	8	4	2	1	0	0	1	0	0	1	1	0	b	Again,	since	this	is	a	positive	number,	we	must	have	a	zero	in	the	–128	column.	As	in	part	a,	we	then	place	1-values	in	the	appropriate	columns	to	make	up	the	value	of	125:
−128	64	32	16	8	4	2	1	0	1	1	1	1	1	0	1	21	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	21	18/02/21	3:22	PM	1	Data	representation	Converting	positive	binary	numbers	in	the	two’s	complement	format	to	positive	denary	numbers	Example	3	Convert	01101110	in	two’s	complement	binary	into	denary:	−128	64	32	16	8	4	2	1	0	1	1	0	1	1	1	0	As	in
Section	1.1.2,	each	time	a	1	appears	in	a	column,	the	column	value	is	added	to	the	total.	For	example,	the	binary	number	(01101110)	above	has	the	following	denary	value:	64	+	32	+	8	+	4	+2	=	110.	Example	4	Convert	00111111	in	two’s	complement	binary	into	denary:	−128	64	32	16	8	4	2	1	0	0	1	1	1	1	1	1	As	above,	each	time	a	1	appears	in	a
column,	the	column	value	is	added	to	the	total.	For	example,	the	binary	number	(00111111)	above	has	the	following	denary	value:	32	+	16	+	8	+	4	+2	+	1	=	63.	Activity	1.12	1	Convert	the	following	positive	denary	numbers	into	8-bit	binary	numbers	in	the	two’s	complement	format:	a	39	c	88	e	111	g	77	i	49	b	66	d	102	f	125	h	20	j	56	2	Convert	the
following	binary	numbers	(written	in	two’s	complement	format)	into	positive	denary	numbers:	−128	64	32	16	8	4	2	1	a	0	1	0	1	0	1	0	1	b	0	0	1	1	0	0	1	1	c	0	1	0	0	1	1	0	0	d	0	1	1	1	1	1	1	0	e	0	0	0	0	1	1	1	1	f	0	1	1	1	1	1	0	1	g	0	1	0	0	0	0	0	1	h	0	0	0	1	1	1	1	0	i	0	1	1	1	0	0	0	1	j	0	1	1	1	1	0	0	0	22	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	22	18/02/21
3:22	PM	1.1	Number	systems	Writing	negative	binary	numbers	in	two’s	complement	format	and	converting	to	denary	Example	1	The	following	three	examples	show	how	we	can	write	negative	binary	numbers	in	the	two’s	complement	format:	−128	64	32	16	8	4	2	1	1	0	0	1	0	0	1	1	By	following	our	normal	rules,	each	time	a	1	appears	in	a	column,	the
column	value	is	added	to	the	total.	So,	we	can	see	that	in	denary	this	is:	−128	+	16	+	2	+	1	=	−109.	−128	64	32	16	8	4	2	1	1	1	1	0	0	1	0	0	Similarly,	in	denary	this	number	is	−128	+	64	+	32	+	4	=	−28.	−128	64	32	16	8	4	2	1	1	1	1	1	0	1	0	1	This	number	is	equivalent	to	−128	+	64	+	32	+	16	+	4	+	1	=	−11.	Note	that	a	two’s	complement	number	with
a	1-value	in	the	−128	column	must	represent	a	negative	binary	number.	Converting	negative	denary	numbers	into	binary	numbers	in	two’s	complement	format	Consider	the	number	+67	in	8-bit	(two’s	complement)	binary	format:	−128	64	32	16	8	4	2	1	0	1	0	0	0	0	1	1	Method	1	Now	let’s	consider	the	number	−67.	One	method	of	finding	the	binary
equivalent	to	−67	is	to	simply	put	1s	in	their	correct	places:	−128	64	32	16	8	4	2	1	1	0	1	1	1	1	0	1	−128	+	32	+	16	+	8	+	4	+	1	=	−67	Method	2	However,	looking	at	the	two	binary	numbers	above,	there	is	another	possible	way	to	find	the	binary	representation	of	a	negative	denary	number:	first	write	the	number	as	a	positive	binary	value	–	in	this	case
67:	01000011	we	then	invert	each	binary	value,	which	means	swap	the	1s	and	0s	around:	10111100	then	add	1	to	that	number:	this	gives	us	the	binary	for	−67:	1	10111101	23	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	23	18/02/21	3:22	PM	1	Data	representation	Example	2	Convert	−79	into	an	8-bit	binary	number	using	two’s	complement
format.	Method	1	As	it	is	a	negative	number,	we	need	a	1-value	in	the	−128	column.	−79	is	the	same	as	−128	+	49	We	can	make	up	49	from	32	+	16	+	1;	giving:	−128	64	32	16	8	4	2	1	1	0	1	1	0	0	0	1	Method	2	write	79	in	binary:	01001111	invert	the	binary	digits:	10110000	add	1	to	the	inverted	number	1	thus	giving	−79:	10110001	−128	64	32	16	8
4	2	1	1	0	1	1	0	0	0	1	It	is	a	good	idea	to	practise	both	methods.	When	applying	two’s	complement,	it	isn’t	always	necessary	for	a	binary	number	to	have	8	bits:	Example	3	The	following	4-bit	binary	number	represents	denary	number	6:	−8	4	2	1	0	1	1	0	Applying	two’s	complement	(1	0	0	1	+	1)	would	give:	−8	4	2	1	1	0	1	0	in	other	words:	−6	24
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	24	18/02/21	3:22	PM	1.2	Text,	sound	and	images	Example	4	The	following	12-bit	binary	number	represents	denary	number	1676:	−2048	1024	512	0	1	1	256	128	64	32	16	8	4	2	1	0	1	0	0	0	1	1	0	0	Applying	two’s	complement	(1	0	0	1	0	1	1	1	0	0	1	1	+	1)	would	give:	−2048	1024	512	1	0	0	256	128	64	32
16	8	4	2	1	1	0	1	1	1	0	1	0	0	In	other	words:	−1676	Activity	1.13	Convert	the	following	negative	denary	numbers	into	binary	numbers	using	the	two’s	complement	format:	a	−18	c	−47	e	−88	g	−100	i	−16	b	−31	d	−63	f	−92	h	−1	j	−127	Activity	1.14	Convert	the	following	negative	binary	numbers	(written	in	two’s	complement	format)	into	negative
denary	numbers:	a	1	1	0	0	1	1	0	1	b	1	0	1	1	1	1	1	0	c	1	1	1	0	1	1	1	1	d	1	0	0	0	0	1	1	1	e	1	0	1	0	0	0	0	0	f	1	1	1	1	1	0	0	1	g	1	0	1	0	1	1	1	1	h	1	1	1	1	1	1	1	1	i	1	0	0	0	0	0	0	1	j	1	1	1	1	0	1	1	0	1.2	Text,	sound	and	images	1.2.1	Character	sets	–	ASCII	code	and	Unicode	The	ASCII	code	system	(American	Standard	Code	for	Information	Interchange)	was	set	up	in
1963	for	use	in	communication	systems	and	computer	systems.	A	newer	version	of	the	code	was	published	in	1986.	The	standard	ASCII	code	character	set	consists	of	7-bit	codes	(0	to	127	in	denary	or	00	to	7F	in	25	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	25	18/02/21	3:22	PM	1	Data	representation	hexadecimal)	that	represent	the	letters,
numbers	and	characters	found	on	a	standard	keyboard,	together	with	32	control	codes	(that	use	codes	0	to	31	(denary)	or	00	to	19	(hexadecimal)).	Table	1.2	shows	part	of	the	standard	ASCII	code	table	(only	the	control	codes	have	been	removed).	▼	Table	1.2	Part	of	the	ASCII	code	table	Dec	Hex	Char	Dec	Hex	Char	Dec	Hex	Char	32	20	64	40	@	96	60
`	33	21	!	65	41	A	97	61	a	34	22	“	66	42	B	98	62	b	35	23	#	67	43	C	99	63	c	36	24	$	68	44	D	100	64	d	37	25	%	69	45	E	101	65	e	38	26	&	70	46	F	102	66	f	39	27	‘	71	47	G	103	67	g	40	28	(	72	48	H	104	68	h	41	29	)	73	49	I	105	69	i	42	2A	*	74	4A	J	106	6A	j	43	2B	+	75	4B	K	107	6B	k	44	2C	,	76	4C	L	108	6C	l	45	2D	-	77	4D	M	109	6D	m	46	2E	.	78	4E	N	110
6E	n	47	2F	/	79	4F	O	111	6F	o	48	30	0	80	50	P	112	70	p	49	31	1	81	51	Q	113	71	q	50	32	2	82	52	R	114	72	r	51	33	3	83	53	S	115	73	s	52	34	4	84	54	T	116	74	t	53	35	5	85	55	U	117	75	u	54	36	6	86	56	V	118	76	v	55	37	7	87	57	W	119	77	w	56	38	8	88	58	X	120	78	x	57	39	9	89	59	Y	121	79	y	58	3A	:	90	5A	Z	122	7A	z	59	3B	;	91	5B	[	123	7B	{	60	3C	94	5E
^	126	7E	~	63	3F	?	95	5F	_	127	7F	26	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	26	18/02/21	3:22	PM	1.2	Text,	sound	and	images	Consider	the	uppercase	and	lowercase	codes	in	binary	of	characters.	For	example,	‘a’	1	1	0	0	0	0	1	hex	61	(lower	case)	‘A’	1	0	0	0	0	0	1	hex	41	(upper	case)	‘y’	1	1	1	1	0	0	1	hex	79	(lower	case)	‘Y’	1	0	1	1	0	0	1	hex
59	(upper	case)	The	above	examples	show	that	the	sixth	bit	changes	from	1	to	0	when	comparing	the	lowercase	and	uppercase	of	a	character.	This	makes	the	conversion	between	the	two	an	easy	operation.	It	is	also	noticeable	that	the	character	sets	(e.g.	a	to	z,	0	to	9,	etc.)	are	grouped	together	in	sequence,	which	speeds	up	usability.	Extended	ASCII
uses	8-bit	codes	(0	to	255	in	denary	or	0	to	FF	in	hexadecimal).	This	gives	another	128	codes	to	allow	for	characters	in	non-English	alphabets	and	for	some	graphical	characters	to	be	included:	▲	Figure	1.6	Extended	ASCII	code	table	27	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	27	18/02/21	3:22	PM	1	Data	representation	ASCII	code	has	a
number	of	disadvantages.	The	main	disadvantage	is	that	it	does	not	represent	characters	in	non-Western	languages,	for	example	Chinese	characters.	As	can	be	seen	in	Figure	1.6	where	DOS	and	Windows	use	different	characters	for	some	ASCII	codes.	For	this	reason,	different	methods	of	coding	have	been	developed	over	the	years.	One	coding
system	is	called	Unicode.	Unicode	can	represent	all	languages	of	the	world,	thus	supporting	many	operating	systems,	search	engines	and	internet	browsers	used	globally.	There	is	overlap	with	standard	ASCII	code,	since	the	first	128	(English)	characters	are	the	same,	but	Unicode	can	support	several	thousand	different	characters	in	total.	As	can	be
seen	in	Table	1.2	and	Figure	1.6,	ASCII	uses	one	byte	to	represent	a	character,	whereas	Unicode	will	support	up	to	four	bytes	per	character.	The	Unicode	consortium	was	set	up	in	1991.	Version	1.0	was	published	with	five	goals;	these	were	to:	Find	out	more	DOS	appears	in	the	ASCII	extended	code	table.	Find	out	what	is	meant	by	DOS	and	why	it
needs	to	have	an	ASCII	code	value.	»	create	a	universal	standard	that	covered	all	languages	and	all	writing	systems	»	produce	a	more	efficient	coding	system	than	ASCII	»	adopt	uniform	encoding	where	each	character	is	encoded	as	16-bit	or	32-bit	code	»	create	unambiguous	encoding	where	each	16-bit	and	32-bit	value	always	represents	the	same
character	»	reserve	part	of	the	code	for	private	use	to	enable	a	user	to	assign	codes	for	their	own	characters	and	symbols	(useful	for	Chinese	and	Japanese	character	sets,	for	example).	A	sample	of	Unicode	characters	are	shown	in	Figure	1.7.	As	can	be	seen	from	the	figure,	characters	used	in	languages	such	as	Russian,	Romanian	and	Croatian	can
now	be	represented	in	a	computer).	▲	Figure	1.7	Sample	of	Unicode	characters	28	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	28	18/02/21	3:22	PM	1.2	Text,	sound	and	images	1.2.2	Representation	of	sound	Soundwaves	are	vibrations	in	the	air.	The	human	ear	senses	these	vibrations	and	interprets	them	as	sound.	Each	sound	wave	has	a
frequency,	wavelength	and	amplitude.	The	amplitude	specifies	the	loudness	of	the	sound.	Amplitude	High	Frequency	Wave	Time	Period	Amplitude	Low	Frequency	Wave	Time	Period	▲	Figure	1.8	High	and	low	frequency	wave	signals	Sound	waves	vary	continuously.	This	means	that	sound	is	analogue.	Computers	cannot	work	with	analogue	data,	so
sound	waves	need	to	be	sampled	in	order	to	be	stored	in	a	computer.	Sampling	means	measuring	the	amplitude	of	the	sound	wave.	This	is	done	using	an	analogue	to	digital	converter	(ADC).	Sound	amplitude	To	convert	the	analogue	data	to	digital,	the	sound	waves	are	sampled	at	regular	time	intervals.	The	amplitude	of	the	sound	cannot	be	measured
precisely,	so	approximate	values	are	stored.	10	9	8	7	6	5	4	3	2	1	0	0	1	2	3	4	5	6	7	8	9	10	11	12	13	14	15	16	17	18	19	20	Time	intervals	▲	Figure	1.9	A	sound	wave	being	sampled	Figure	1.9	shows	a	sound	wave.	The	x-axis	shows	the	time	intervals	when	the	sound	was	sampled	(1	to	21),	and	the	y-axis	shows	the	amplitude	of	the	sampled	sound	to	10.	At
time	interval	1,	the	approximate	amplitude	is	10;	at	time	interval	2,	the	approximate	amplitude	is	4,	and	so	on	for	all	20	time	intervals.	Because	the	amplitude	range	in	Figure	1.9	is	0	to	10,	then	4	binary	bits	can	be	used	to	represent	each	amplitude	value	(for	example,	9	would	be	represented	by	the	29	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd
29	18/02/21	3:22	PM	1	Data	representation	binary	value	1001).	Increasing	the	number	of	possible	values	used	to	represent	sound	amplitude	also	increases	the	accuracy	of	the	sampled	sound	(for	example,	using	a	range	of	0	to	127	gives	a	much	more	accurate	representation	of	the	sound	sample	than	using	a	range	of,	for	example,	0	to	10).	The	number
of	bits	per	sample	is	known	as	the	sampling	resolution	(also	known	as	the	bit	depth).	So,	in	our	example,	the	sampling	resolution	is	4	bits.	Sampling	rate	is	the	number	of	sound	samples	taken	per	second.	This	is	measured	in	hertz	(Hz),	where	1 Hz	means	‘one	sample	per	second’.	So	how	is	sampling	used	to	record	a	sound	clip?	»	the	amplitude	of	the
sound	wave	is	first	determined	at	set	time	intervals	(the	sampling	rate)	»	this	gives	an	approximate	representation	of	the	sound	wave	»	each	sample	of	the	sound	wave	is	then	encoded	as	a	series	of	binary	digits.	Using	a	higher	sampling	rate	or	larger	resolution	will	result	in	a	more	faithful	representation	of	the	original	sound	source.	However,	the
higher	the	sampling	rate	and/or	sampling	resolution,	the	greater	the	file	size.	▼	Table	1.3	The	benefits	and	drawbacks	of	using	a	larger	sampling	resolution	when	recording	sound	Benefits	Drawbacks	larger	dynamic	range	produces	larger	file	size	better	sound	quality	takes	longer	to	transmit/download	music	files	less	sound	distortion	requires	greater
processing	power	Link	CDs	have	a	16-bit	sampling	resolution	and	a	44.1 kHz	sample	rate	–	that	is	44 100	samples	every	second.	This	gives	high-quality	sound	reproduction.	See	Section	1.3	for	a	calculation	of	file	sizes.	1.2.3	Representation	of	(bitmap)	images	Bitmap	images	are	made	up	of	pixels	(picture	elements);	an	image	is	made	up	of	a	two-
dimensional	matrix	of	pixels.	Pixels	can	take	different	shapes	such	as:	▲	Figure	1.10	Each	pixel	can	be	represented	as	a	binary	number,	and	so	a	bitmap	image	is	stored	in	a	computer	as	a	series	of	binary	numbers,	so	that:	»	a	black	and	white	image	only	requires	1	bit	per	pixel	–	this	means	that	each	pixel	can	be	one	of	two	colours,	corresponding	to
either	1	or	0	»	if	each	pixel	is	represented	by	2	bits,	then	each	pixel	can	be	one	of	four	colours	(22	=	4),	corresponding	to	00,	01,	10,	or	11	»	if	each	pixel	is	represented	by	3	bits	then	each	pixel	can	be	one	of	eight	colours	(23	=	8),	corresponding	to	000,	001,	010,	011,	100,	101,	110,	111.	The	number	of	bits	used	to	represent	each	colour	is	called	the
colour	depth.	An	8	bit	colour	depth	means	that	each	pixel	can	be	one	of	256	colours	(because	30	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	30	18/02/21	3:22	PM	1.2	Text,	sound	and	images	28	=	256).	Modern	computers	have	a	24	bit	colour	depth,	which	means	over	16	million	different	colours	can	be	represented	With	x	pixels,	2x	colours	can	be
represented	as	a	generalisation.	Increasing	colour	depth	also	increases	the	size	of	the	file	when	storing	an	image.	Image	resolution	refers	to	the	number	of	pixels	that	make	up	an	image;	for	example,	an	image	could	contain	4096	×	3072	pixels	(12	582	912	pixels	in	total).	The	resolution	can	be	varied	on	many	cameras	before	taking,	for	example,	a
digital	photograph.	Photographs	with	a	lower	resolution	have	less	detail	than	those	with	a	higher	resolution.	For	example,	look	at	Figure	1.11:	A	B	C	D	E	▲	Figure	1.11	Five	images	of	the	same	car	wheel	using	different	resolutions	Image	‘A’	has	the	highest	resolution	and	‘E’	has	the	lowest	resolution.	‘E’	has	become	pixelated	(‘fuzzy’).	This	is	because
there	are	fewer	pixels	in	‘E’	to	represent	the	image.	The	main	drawback	of	using	high	resolution	images	is	the	increase	in	file	size.	As	the	number	of	pixels	used	to	represent	the	image	is	increased,	the	size	of	the	file	will	also	increase.	This	impacts	on	how	many	images	can	be	stored	on,	for	example,	a	hard	drive.	It	also	impacts	on	the	time	to
download	an	image	from	the	internet	or	the	time	to	transfer	images	from	device	to	device.	A	certain	amount	of	reduction	in	resolution	of	an	image	is	possible	before	the	loss	of	quality	becomes	noticeable.	Activity	1.15	1	Explain	each	of	the	following	terms:	i	colour	depth	ii	ASCII	code	and	Extended	ASCII	code	iii	Unicode	iv	sampling	rate	v	bitmap
image	2	A	colour	image	is	made	up	of	red,	green	and	blue	colour	combinations.	8	bits	are	used	to	represent	each	of	the	colour	components.	i	How	many	possible	variations	of	red	are	there?	ii	How	many	possible	variations	of	green	are	there?	iii	How	many	possible	variations	of	blue	are	there?	iv	How	many	different	colours	can	be	made	by	varying	the
red,	green	and	blue	values?	3	Describe	the	effect	of	increasing	resolution	and	sampling	rate	on	the	size	of	a	file	being	stored	in	a	computer.	31	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	31	18/02/21	3:22	PM	1	Data	representation	1.3	Data	storage	and	file	compression	1.3.1	Measurement	of	data	storage	A	bit	is	the	basic	unit	of	all	computing
memory	storage	terms	and	is	either	1	or	0.	The	word	comes	from	binary	digit.	The	byte	is	the	smallest	unit	of	memory	in	a	computer.	1	byte	is	8	bits.	A	4-bit	number	is	called	a	nibble	–	half	a	byte.	1	byte	of	memory	wouldn’t	allow	you	to	store	very	much	information	so	memory	size	is	measured	in	the	multiples	shown	in	Table	1.4:	▼	Table	1.4	Memory
size	using	denary	values	Name	of	memory	size	Equivalent	denary	value	1 kilobyte	(1 KB)	1 megabyte	(1 MB)	1 gigabyte	(1 GB)	1 000	bytes	1 000 000	bytes	1 000 000 000	bytes	1 terabyte	(1 TB)	1 000 000 000 000	bytes	1 petabyte	(1 PB)	1 000 000 000 000 000	bytes	1 exabyte	(1 EB)	1 000 000 000 000 000 000	bytes	The	above	system	of	numbering	now	only
refers	to	some	storage	devices	but	is	technically	inaccurate.	It	is	based	on	the	SI	(base	10)	system	of	units	where	1	kilo	is	equal	to	1000.	A	1 TB	hard	disk	drive	would	allow	the	storage	of	1	×	1012	bytes	according	to	this	system.	However,	since	memory	size	is	actually	measured	in	terms	of	powers	of	2,	another	system	has	been	adopted	by	the	IEC
(International	Electrotechnical	Commission)	that	is	based	on	the	binary	system	(Table	1.5):	▼	Table	1.5	IEC	memory	size	system	Name	of	memory	size	Advice	Only	the	IEC	system	is	covered	in	the	syllabus.	Number	of	bytes	Equivalent	denary	value	1 kibibyte	(1 KiB)	2	1 mebibyte	(1 MiB)	2	20	1 048 576	bytes	1 gibibyte	(1 GiB)	2	30	1 073 741 824	bytes
40	10	1 024	bytes	1 tebibyte	(1 TiB)	2	1 099 511 627 776	bytes	1 pebibyte	(1 PiB)	250	1 125 899 906 842 624	bytes	1 exbibyte	(1 EiB)	2	1 152 921 504 606 846 976	bytes	60	This	system	is	more	accurate.	Internal	memories	(such	as	RAM	and	ROM)	should	be	measured	using	the	IEC	system.	A	64 GiB	RAM	could,	therefore,	store	64	×	230	bytes	of	data	(68 
719 476 736	bytes).	32	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	32	18/02/21	3:22	PM	1.3	Data	storage	and	file	compression	1.3.2	Calculation	of	file	size	In	this	section	we	will	look	at	the	calculation	of	the	file	size	required	to	hold	a	bitmap	image	and	a	sound	sample.	The	file	size	of	an	image	is	calculated	as:	image	resolution	(in	pixels)	×	colour
depth	(in	bits)	The	size	of	a	mono	sound	file	is	calculated	as:	sample	rate	(in	Hz)	×	sample	resolution	(in	bits)	×	length	of	sample	(in	seconds)	For	a	stereo	sound	file,	you	would	then	multiply	the	result	by	two.	Example	1	A	photograph	is	1024	×	1080	pixels	and	uses	a	colour	depth	of	32	bits.	How	many	photographs	of	this	size	would	fit	onto	a	memory
stick	of	64 GiB?	1	Multiply	number	of	pixels	in	vertical	and	horizontal	directions	to	find	total	number	of	pixels	=	(1024	×	1080)	=	1 105 920 pixels	2	Now	multiply	number	of	pixels	by	colour	depth	then	divide	by	8	to	give	the	number	of	bytes	=	1 105 920	×	32	=	35 389 440/8	bytes	=	4 423 680	bytes	3	64	GiB	=	64	×	1024	×	1024	×	1024	=	68 719 476 



736	bytes	4	Finally	divide	the	memory	stick	size	by	the	files	size	=	68 719 476 736/4 423 680	=	15 534	photos.	Example	2	A	camera	detector	has	an	array	of	2048	by	2048	pixels	and	uses	a	colour	depth	of	16.	Find	the	size	of	an	image	taken	by	this	camera	in	MiB.	1	Multiply	number	of	pixels	in	vertical	and	horizontal	directions	to	find	total	number	of
pixels	=	(2 048	×	2 048)	=	4 194 304 pixels	2	Now	multiply	number	of	pixels	by	colour	depth	=	4 194 304	×	16	=	67 108 864 bits	3	Now	divide	number	of	bits	by	8	to	find	the	number	of	bytes	in	the	file	=	(67 108 864)/8	=	8 388 608 bytes	4	Now	divide	by	1024	×	1024	to	convert	to	MiB	=	(8 388 608)/(1 048 576)	=	8 MiB.	Example	3	An	audio	CD	has	a
sample	rate	of	44 100	and	a	sample	resolution	of	16 bits.	The	music	being	sampled	uses	two	channels	to	allow	for	stereo	recording.	Calculate	the	file	size	for	a	60-minute	recording.	1	Size	of	file	=	sample	rate	(in	Hz)	×	sample	resolution	(in	bits)	×	length	of	sample	(in	seconds)	2	3	4	5	Size	of	sample	=	(44 100	×	16	×	(60	×	60))	=	2 540 160 000 bits
Multiply	by	2	since	there	are	two	channels	being	used	=	5 080 320 000 bits	Divide	by	8	to	find	number	of	bytes	=	(5 080 320 000)/8	=	635 040 000	Divide	by	1024	×	1024	to	convert	to	MiB	=	635	040	000	/	1	048	576	=	605 MiB.	33	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	33	18/02/21	3:22	PM	1	Data	representation	Activity	1.16	1	A	camera
detector	has	an	array	of	1920	by	1536	pixels.	A	colour	depth	of	16 bits	is	used.	Calculate	the	size	of	a	photograph	taken	by	this	camera,	giving	your	answer	in	MiB.	2	Photographs	have	been	taken	by	a	smartphone	which	uses	a	detector	with	a	1024	×	1536	pixel	array.	The	software	uses	a	colour	depth	of	24 bits.	How	many	photographs	could	be	stored
on	a	16 GiB	memory	card?	3	Audio	is	being	sampled	at	the	rate	of	44.1	kHz	using	8	bits.	Two	channels	are	being	used.	Calculate:	a	the	size	of	a	one	second	sample,	in	bits	b	the	size	of	a	30-second	audio	recording	in	MiB.	4	The	typical	song	stored	on	a	music	CD	is	3 minutes	and	30 seconds.	Assuming	each	song	is	sampled	at	44.1 kHz	(44 100	samples
per	second)	and	16 bits	are	used	per	sample.	Each	song	utilises	two	channels.	Calculate	how	many	typical	songs	could	be	stored	on	a	740 MiB	CD.	1.3.3	Data	compression	The	calculations	in	Section	1.3.2	show	that	sound	and	image	files	can	be	very	large.	It	is	therefore	necessary	to	reduce	(or	compress)	the	size	of	a	file	for	the	following	reasons:	»	to
save	storage	space	on	devices	such	as	the	hard	disk	drive/solid	state	drive	»	to	reduce	the	time	taken	to	stream	a	music	or	video	file	»	to	reduce	the	time	taken	to	upload,	download	or	transfer	a	file	across	a	network	»	the	download/upload	process	uses	up	network	bandwidth	–	this	is	the	maximum	rate	of	transfer	of	data	across	a	network,	measured	in
bits	per	second.	This	occurs	whenever	a	file	is	downloaded,	for	example,	from	a	server.	Compressed	files	contain	fewer	bits	of	data	than	uncompressed	files	and	therefore	use	less	bandwidth,	which	results	in	a	faster	data	transfer	rate.	»	reduced	file	size	also	reduces	costs.	For	example,	when	using	cloud	storage,	the	cost	is	based	on	the	size	of	the
files	stored.	Also	an	internet	service	provider	(ISP)	may	charge	a	user	based	on	the	amount	of	data	downloaded.	1.3.4	Lossy	and	lossless	file	compression	File	compression	can	either	be	lossless	or	lossy.	Lossy	file	compression	With	this	technique,	the	file	compression	algorithm	eliminates	unnecessary	data	from	the	file.	This	means	the	original	file
cannot	be	reconstructed	once	it	has	been	compressed.	Lossy	file	compression	results	in	some	loss	of	detail	when	compared	to	the	original	file.	The	algorithms	used	in	the	lossy	technique	have	to	decide	which	parts	of	the	file	need	to	be	retained	and	which	parts	can	be	discarded.	For	example,	when	applying	a	lossy	file	compression	algorithm	to:	»	an
image,	it	may	reduce	the	resolution	and/or	the	bit/colour	depth	»	a	sound	file,	it	may	reduce	the	sampling	rate	and/or	the	resolution.	34	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	34	18/02/21	3:22	PM	1.3	Data	storage	and	file	compression	Lossy	files	are	smaller	than	lossless	files	which	is	of	great	benefit	when	considering	storage	and	data
transfer	rate	requirements.	Common	lossy	file	compression	algorithms	are:	»	MPEG-3	(MP3)	and	MPEG-4	(MP4)	»	JPEG.	MPEG-3	(MP3)	and	MPEG-4	(MP4)	MP3	files	are	used	for	playing	music	on	computers	or	mobile	phones.	This	compression	technology	will	reduce	the	size	of	a	normal	music	file	by	about	90%.	While	MP3	music	files	can	never
match	the	sound	quality	found	on	a	DVD	or	CD,	the	quality	is	satisfactory	for	most	general	purposes.	But	how	can	the	original	music	file	be	reduced	by	90%	while	still	retaining	most	of	the	music	quality?	Essentially	the	algorithm	removes	sounds	that	the	human	ear	can’t	hear	properly.	For	example:	»	removal	of	sounds	outside	the	human	ear	range	»
if	two	sounds	are	played	at	the	same	time,	only	the	louder	one	can	be	heard	by	the	ear,	so	the	softer	sound	is	eliminated.	This	is	called	perceptual	music	shaping.	MP4	files	are	slightly	different	to	MP3	files.	This	format	allows	the	storage	of	multimedia	files	rather	than	just	sound	–	music,	videos,	photos	and	animation	can	all	be	stored	in	the	MP4
format.	As	with	MP3,	this	is	a	lossy	file	compression	format,	but	it	still	retains	an	acceptable	quality	of	sound	and	video.	Movies,	for	example,	could	be	streamed	over	the	internet	using	the	MP4	format	without	losing	any	real	discernible	quality.	JPEG	When	a	camera	takes	a	photograph,	it	produces	a	raw	bitmap	file	which	can	be	very	large	in	size.
These	files	are	temporary	in	nature.	JPEG	is	a	lossy	file	compression	algorithm	used	for	bitmap	images.	As	with	MP3,	once	the	image	is	subjected	to	the	JPEG	compression	algorithm,	a	new	file	is	formed	and	the	original	file	can	no	longer	be	constructed.	The	JPEG	file	reduction	process	is	based	on	two	key	concepts:	»	human	eyes	don’t	detect
differences	in	colour	shades	quite	as	well	as	they	detect	differences	in	image	brightness	(the	eye	is	less	sensitive	to	colour	variations	than	it	is	to	variations	in	brightness)	»	by	separating	pixel	colour	from	brightness,	images	can	be	split	into	8	×	8	pixel	blocks,	for	example,	which	then	allows	certain	‘information’	to	be	discarded	from	the	image	without
causing	any	real	noticeable	deterioration	in	quality.	Lossless	file	compression	With	this	technique,	all	the	data	from	the	original	uncompressed	file	can	be	reconstructed.	This	is	particularly	important	for	files	where	any	loss	of	data	would	be	disastrous	(e.g.	when	transferring	a	large	and	complex	spreadsheet	or	when	downloading	a	large	computer
application).	35	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	35	18/02/21	3:22	PM	1	Data	representation	Lossless	file	compression	is	designed	so	that	none	of	the	original	detail	from	the	file	is	lost.	Run-length	encoding	(RLE)	can	be	used	for	lossless	compression	of	a	number	of	different	file	formats:	»	it	is	a	form	of	lossless/reversible	file
compression	»	it	reduces	the	size	of	a	string	of	adjacent,	identical	data	(e.g.	repeated	colours	in	an	image)	»	a	repeating	string	is	encoded	into	two	values:	–	the	first	value	represents	the	number	of	identical	data	items	(e.g.	characters)	in	the	run	–	the	second	value	represents	the	code	of	the	data	item	(such	as	ASCII	code	if	it	is	a	keyboard	character)	»
RLE	is	only	effective	where	there	is	a	long	run	of	repeated	units/bits.	Using	RLE	on	text	data	Consider	the	following	text	string:	‘aaaaabbbbccddddd’.	Assuming	each	character	requires	1 byte	then	this	string	needs	16 bytes.	If	we	assume	ASCII	code	is	being	used,	then	the	string	can	be	coded	as	follows:	a	a	a	a	A	b	05	97	b	b	b	c	04	98	c	d	d	02	99	d	d	d
05	100	This	means	we	have	five	characters	with	ASCII	code	97,	four	characters	with	ASCII	code	98,	two	characters	with	ASCII	code	99	and	five	characters	with	ASCII	code	100.	Assuming	each	number	in	the	second	row	requires	1	byte	of	memory,	the	RLE	code	will	need	8	bytes.	This	is	half	the	original	file	size.	One	issue	occurs	with	a	string	such	as
‘cdcdcdcdcd’	where	RLE	compression	isn’t	very	effective.	To	cope	with	this,	we	use	a	flag.	A	flag	preceding	data	indicates	that	what	follows	are	the	number	of	repeating	units	(for	example,	255	05	97	where	255	is	the	flag	and	the	other	two	numbers	indicate	that	there	are	five	items	with	ASCII	code	97).	When	a	flag	is	not	used,	the	next	byte(s)	are
taken	with	their	face	value	and	a	run	of	1	(for	example,	01	99	means	one	character	with	ASCII	code	99	follows).	Consider	this	example:	String	Code	aaaaaaaa	bbbbbbbbbb	08	97	10	98	c	01	99	d	c	d	c	d	01	100	01	99	01	100	01	99	01	100	eeeeeeee	08	101	The	original	string	contains	32	characters	and	would	occupy	32	bytes	of	storage.	The	coded
version	contains	18	values	and	would	require	18	bytes	of	storage.	Introducing	a	flag	(255	in	this	case)	produces:	255	08	97	••	255	10	98	••	99	100	99	100	99	100	••	255	08	101	This	has	15	values	and	would,	therefore,	require	15	bytes	of	storage.	This	is	a	reduction	in	file	size	of	about	53%	when	compared	to	the	original	string.	36
318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	36	18/02/21	3:22	PM	1.3	Data	storage	and	file	compression	Using	RLE	with	images	Example	1:	Black	and	white	image	Figure	1.12	shows	the	letter	‘F’	in	a	grid	where	each	square	requires	1	byte	of	storage.	A	white	square	has	a	value	1	and	a	black	square	a	value	of	0:	11111111	10000001	10111111
10111111	10000011	10111111	10111111	10111111	In	compressed	RLE	format	this	becomes:	9W	6B	2W	1B	7W	1B	7W	5B	3W	1B	7W	1B	7W	1B	6W	Using	W	=	1	and	B	=	0	we	get:	91	60	21	10	71	10	71	50	31	10	71	10	71	10	61	▲	Figure	1.12	Using	RLE	with	a	black	and	white	image	The	8	×	8	grid	would	need	64 bytes;	the	compressed	RLE	format	has
30	values,	and	therefore	needs	only	30 bytes	to	store	the	image.	Example	2:	Coloured	images	Figure	1.13	shows	an	object	in	four	colours.	Each	colour	is	made	up	of	red,	green	and	blue	(RGB)	according	to	the	code	on	the	right.	Square	colour	Red	Green	components	Blue	0	0	0	255	255	255	0	255	0	255	0	0	▲	Figure	1.13	Using	RLE	with	a	coloured
image	This	produces	the	following	data:	2	0	0	0	4	0	255	0	3	0	0	0	6	255	255	255	1	0	0	0	2	0	255	0	4	255	0	0	4	0	255	0	1	255	255	255	2	255	0	0	1	255	255	255	4	0	255	0	4	255	0	0	4	0	255	0	4	255	255	255	2	0	255	0	1	0	0	0	2	255	255	255	2	255	0	0	2	255	255	255	3	0	0	0	4	0	255	0	2	0	0	0.	The	original	image	(8	×	8	square)	would	need	3 bytes	per	square
(to	include	all	three	RGB	values).	Therefore,	the	uncompressed	file	for	this	image	is	8	×	8	×	3	=	192 bytes.	The	RLE	code	has	92	values,	which	means	the	compressed	file	will	be	92 bytes	in	size.	This	gives	a	file	reduction	of	about	52%.	It	should	be	noted	that	the	file	reductions	in	reality	will	not	be	as	large	as	this	due	to	other	data	which	needs	to	be
stored	with	the	compressed	file	(e.g.	a	file	header).	37	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	37	25/02/21	11:14	AM	1	Data	representation	Extension	For	those	students	considering	the	study	of	this	subject	at	A	Level,	the	following	section	gives	some	insight	into	further	study	on	data	representation.	Uses	of	BCD	The	most	obvious	use	of	BCD
is	in	the	representation	of	digits	on	a	calculator	or	clock	display.	For	example:	180.3	The	following	two	exercises	are	designed	to	help	students	thinking	of	furthering	their	study	in	Computer	Science	at	A	Level	standard.	The	two	topics	here	are	not	covered	in	the	syllabus	and	merely	show	how	some	of	the	topics	in	this	chapter	can	be	extended	to	this
next	level.	The	two	topics	extend	uses	of	the	binary	number	system	and	using	two’s	complement	format	to	do	binary	addition.	Each	denary	digit	will	have	a	BCD	equivalent	value	which	makes	it	easy	to	convert	from	computer	output	to	denary	display.	Questions	to	try	1	Convert	the	following	denary	numbers	into	BCD	format:	a	2	7	1	b	5	0	0	6	c	7	9	9	0
2	Convert	the	following	BCD	numbers	into	denary	numbers:	a	1	0	0	1	0	0	1	1	0	1	1	1	b	0	1	1	1	0	1	1	1	0	1	1	0	0	0	1	0	Topic	1:	Binary	Coded	Decimal	(BCD)	The	Binary	Coded	Decimal	(BCD)	system	uses	a	4-bit	code	to	represent	each	denary	digit,	i.e.:	0	0	0	0	=	0	0101=5	0	0	0	1	=	1	0110=6	0	0	1	0	=	2	0111=7	0	0	1	1	=	3	1000=8	0	1	0	0	=	4	1001=9
Topic	2:	Subtraction	using	two’s	complement	notation	To	carry	out	subtraction	in	binary,	we	convert	the	number	being	subtracted	into	its	negative	equivalent	using	two’s	complementation	and	then	add	the	two	numbers.	Therefore,	the	denary	number,	3	1	6	5,	would	be	0	0	1	1	0	0	0	1	0	1	1	0	0	1	0	1	in	BCD	format.	Example	1	Carry	out	the	subtraction
95	–	68	in	binary.	First	convert	the	two	numbers	into	binary:	95	=	 0	 1	0	1	1	1	 1	1	      68	=	0	 1	0	0	 0	1	0	 0	Now	find	the	two’s	complement	of	68:	   	 1	 	0	1	1	1	0	 1	1	+	    	 1	   −68	=	 1	0	 1	1	1	1	  0	 0	 	Then	add	95	and	−68:	 	−128	 	64	 	32	 	16	8	4	2	1	0	1	0	1	1	1	1	1	1	0	1	1	1	1	0	0	0	0	0	1	1	0	1	1	+	 	=	1	The	additional	ninth	bit	is	simply	ignored	leaving
the	binary	number:	0	0	0	1	1	0	1	1	(denary	equivalent	of	27	which	is	the	correct	result	of	the	subtraction).	38	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	38	18/02/21	3:22	PM	1.3	Data	storage	and	file	compression	Example	2	Carry	out	the	subtraction	49	–	80	in	binary.	First	convert	the	two	numbers	into	binary:	49	=	0	0	1	1	0	0	0	1	   	80	=	0	1	0	1
0	0	0	0	Now	find	the	two’s	complement	of	68:	1	0	1	0	1	1	1	1	+	   	 	 	1	    	−80	=	1	0	1	1	0	0	0	0	Now	add	49	and	−80:	 	−128	 	64	 	32	 	16	0	0	1	1	+	8	4	2	1	0	0	0	1	0	0	0	0	0	0	0	1	+	1	0	1	1	1	1	0	=	=	1	This	gives	us	1	1	1	0	0	0	0	1	which	is	−31	in	denary;	the	correct	answer.	Questions	to	try	1	Carry	out	the	following	binary	additions	and	subtractions
using	the	8-bit	column	weightings:	−128 	64 	32 	16 	8 	a	0	0	1	1	1	0	0	1	+	0	0	1	0	1	0	0	1	b	0	1	0	0	1	0	1	1	+	0	0	1	0	0	0	1	1	c	0	1	0	1	1	0	0	0	+	0	0	1	0	1	0	0	0	4 	2 	1	d	e	f	g	h	i	j	01110011+00111110	00001111+00011100	01100011−00110000	01111111−01011010	00110100−01000100	00000011−01100100	11011111−11000011	In	this
chapter,	you	have	learnt	how	to:	✔	use	the	binary	and	hexadecimal	number	systems	✔	convert	numbers	between	the	binary,	denary	and	hexadecimal	numbers	systems	✔	add	together	two	binary	numbers	✔	carry	out	a	logical	shift	✔	store	negative	binary	numbers	using	two’s	complement	✔	interpret	ASCII	and	Unicode	character	tables	✔	understand
the	way	a	computer	stores	image	and	sound	files	✔	represent	the	size	of	a	computer	memory	using	KiB,	GiB,	and	so	on	✔	calculate	the	size	of	an	image	and	sound	file	taking	into	account	a	number	of	factors	✔	understand	the	effect	of	sampling	rates	and	resolution	on	the	size	of	a	sound	file	✔	understand	the	effect	of	resolution	and	colour	depth	on	the
size	of	an	image	file	✔	understand	the	advantages	and	disadvantages	of	reducing	the	size	of	a	file	✔	apply	lossless	and	lossy	file	reduction	techniques.	39	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	39	18/02/21	3:22	PM	1	Data	representation	Key	terms	used	throughout	this	chapter	bit	–	the	basic	computing	element	that	is	either	0	or	1,	and	is
formed	from	the	words	Binary	digit	binary	number	system	–	a	number	system	based	on	2	and	can	only	use	the	values	0	and	1	hexadecimal	number	system	–	a	number	system	based	on	the	value	16	which	uses	denary	digits	0	to	9	and	letters	A	to	F	error	code	–	an	error	message	generated	by	the	computer	MAC	address	–	standing	for	Media	Access
Control,	this	address	(given	in	hexadecimal)	uniquely	identifies	a	device	on	the	internet;	it	takes	the	form:	NN-NN-NN-DD-DD-DD,	where	NN-NN-NN	is	the	manufacturer	code	and	DD-DD-DD	is	the	device	code	NN-NN-NN-DD-DD-DD	IP	address	–	Internet	Protocol	identified	either	as	IPv4	or	IPv6;	it	gives	a	unique	address	to	each	device	connected	to	a
network	identifying	their	location	HTML	–	HyperText	Mark-up	Language	is	used	in	the	design	of	web	pages	and	to	write,	for	example,	http(s)	protocols;	in	the	context	of	this	chapter,	colours	used	in	web	pages	are	assigned	a	hexadecimal	code	based	on	red,	green	and	blue	colours	overflow	error	–	the	result	of	carrying	out	a	calculation	that	produces	a
value	that	is	too	large	for	the	computer’s	allocated	word	size	(8-bit,	16-bit,	32-bit,	and	so	on)	logical	shift	–	an	operation	that	shifts	bits	to	the	left	or	right	in	a	register;	any	bits	shifted	out	of	a	register	(left	or	right)	are	replaced	with	zeroes	two’s	complement	–	a	method	of	representing	negative	numbers	in	binary;	when	applied	to	an	8-bit	system,	the
left-most	bit	(most	significant	bit)	is	given	the	value	–128	ASCII	code	–	a	character	set	for	all	the	characters	on	a	standard	keyboard	and	control	codes	character	set	–	a	list	of	characters	that	have	been	defined	by	computer	hardware	and	software.	The	character	set	is	necessary	so	that	the	computer	can	understand	human	characters	Unicode	–	a
character	set	which	represents	all	the	languages	of	the	world	(the	first	128	characters	are	the	same	as	ASCII	code)	sampling	resolution	–	the	number	of	bits	used	to	represent	sound	amplitude	in	digital	sound	recording	(also	known	as	bit	depth)	bit	depth	–	the	number	of	bits	used	to	represent	the	smallest	unit	in	a	sound	file	colour	depth	–	the	number
of	bits	used	to	represent	the	colours	of	a	pixel	sampling	rate	–	the	number	of	sound	samples	taken	per	second	in	digital	sound	recording	bitmap	image	–	an	image	made	up	of	pixels	pixel	–	derived	from	the	term	'picture	element',	this	is	the	smallest	element	used	to	make	up	an	image	on	a	display	image	resolution	–	the	number	of	pixels	in	the	X–Y
direction	of	an	image,	for	example,	4096	×	3192	pixels	pixelated	(image)	–	this	is	the	result	of	zooming	into	a	bitmap	image;	on	zooming	out	the	pixel	density	can	be	diminished	to	such	a	degree	that	the	actual	pixels	themselves	can	be	seen	pixel	density	–	number	of	pixels	per	square	inch	compression	–	reduction	of	the	size	of	a	file	by	removing
repeated	or	redundant	pieces	of	data;	this	can	be	lossy	or	lossless	bandwidth	–	the	maximum	rate	of	transfer	of	data	across	a	network,	measured	in	kilobits	per	second	(kbps)	or	megabits	per	second	(Mbps)	lossy	(file	compression)	–	a	file	compression	method	in	which	parts	of	the	original	file	cannot	be	recovered	during	the	decompression	process	for
example,	JPEG,	mp3	lossless	(file	compression)	–	a	file	compression	method	that	allows	the	original	file	to	be	fully	restored	during	the	decompression	process,	for	example,	run	length	encoding	(RLE)	audio	compression	–	a	method	used	to	reduce	the	size	of	a	sound	file	using	perceptual	music	shaping	MP3	–	a	lossy	file	compression	method	used	for
music	files	MP4	–	a	lossy	file	compression	method	used	for	multimedia	files	JPEG	–	from	Joint	Photographic	Expert	Group;	a	form	of	lossy	file	compression	used	with	image	files	which	relies	on	the	inability	of	the	human	eye	to	distinguish	certain	colour	changes	and	hues	run	length	encoding	(RLE)	–	a	lossless	file	compression	technique	used	to	reduce
the	size	of	text	and	photo	files	in	particular	40	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	40	3/26/21	12:21	PM	Exam-style	questions	Exam-style	questions	1	A	software	developer	is	using	a	microphone	to	collect	various	sounds	for	his	new	game.	He	is	also	using	a	sound	editing	app.	When	collecting	sounds,	the	software	developer	can	decide	on
the	sampling	resolution	he	wishes	to	use.	a	i	What	is	meant	by	sampling	resolution? [1]	ii	Describe	how	sampling	resolution	will	affect	how	accurate	the	stored	digitised	sound	will	be.	[3]	The	software	developer	will	include	images	in	his	new	game.	b	i	Explain	the	term	image	resolution.[1]	ii	The	software	developer	is	using	16-colour	bitmap	images.
How	many	bits	would	be	used	to	encode	data	for	one	pixel	of	his	image? 	[1]	iii	One	of	his	images	is	16	384	pixels	wide	and	512	pixels	high.	He	decides	to	save	it	as	a	256-colour	bitmap	image.	[3]	Calculate	the	size	of	the	image	file	in	gibibytes.	iv	Describe	any	file	compression	techniques	the	developer	may	use.	[3]	2	The	editor	of	a	movie	is	finalising
the	music	score.	He	will	send	the	final	version	of	his	score	to	the	movie	producer	by	email	attachment.	a	Describe	how	sampling	is	used	to	record	the	music	sound	clips.	b	The	music	sound	clips	need	to	undergo	some	form	of	data	compression	before	the	music	editor	can	send	them	via	email.	Which	type	of	compression,	lossy	or	lossless,	should	he	use?
Give	a	justification	for	your	answer.	c	One	method	of	data	compression	is	known	as	run	length	encoding	(RLE).	i	What	is	meant	by	RLE? 	ii	The	following	image	is	being	developed:	Show	how	RLE	would	be	used	to	produce	a	compressed	file	for	the	above	image.	Write	down	the	data	you	would	expect	to	see	in	the	RLE	compressed	format	(you	may
assume	that	the	grey	squares	have	a	code	value	of	0	and	the	white	squares	have	a	code	value	of	1).	[3]	[3]	[3]	[4]	41	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	41	18/02/21	3:22	PM	1	Data	representation	3	An	8-bit	binary	register	contains	the	value:	0	0	1	1	0	1	1	0	a	Write	down	the	denary	value	of	this	register.	[1]	b	The	contents	of	this	register
undergo	a	logical	shift	one	place	to	the	right.	i	Show	the	result	of	this	right	shift.	ii	Write	down	the	denary	value	following	this	right	shift.	[2]	c	The	contents	of	this	register,	at	the	start	of	the	question,	now	undergo	a	logical	shift	two	places	to	the	left.	i	Show	the	contents	of	the	register	after	this	left	shift	operation.[1]	ii	State,	with	reasons,	the	effect	of
this	shift	on	the	denary	value	in	part	a.[2]	4	a	Convert	the	following	denary	numbers	into	8-bit	binary	numbers:	i	123   ii 55   iii 180	[3]	b	Carry	out	the	following	additions	using	your	binary	values	from	part	a:	[4]	i	123	+	55   	ii 	123	+	180	c	i	Write	down	the	two’s	complement	value	of:	0	1	1	1	0	1	0	0	[2]	ii	Write	down	the	binary	value	of
−112	using	two’s	complement	notation.[1]	iii	Write	down	the	denary	value	of	the	following	binary	number,	which	is	using	two’s	complement	notation:	[1]	1	0	1	1	1	0	0	1	d	i	Convert	the	following	denary	number	into	an	8-bit	binary	number	using	two’s	complement	notation:	104.	ii	Use	two’s	complement	notation	to	find	the	8-bit	binary	value	of	−104.[2]
5	A	bitmap	image	has	the	following	resolution:	1140	×	1080	pixels.	The	image	uses	a	colour	depth	of	24	bits.	a	Explain	the	term	pixel.[1]	b	Explain	the	term	colour	depth.[1]	c	Calculate	how	many	of	these	images	could	be	stored	on	a	32-GiB	memory	stick.	[3]	d	Describe	how	it	would	be	possible	to	increase	the	number	of	[3]	these	images	which	could
be	stored	on	this	memory	stick.	6	a	Nancy	has	captured	images	of	her	holiday	with	her	camera.	The	captured	images	are	stored	as	digital	photo	files	on	her	camera.	Explain	how	the	captured	images	are	converted	to	digital	photo	files.[4]	b	Nancy	wants	to	email	photos	to	Nadia.	Many	of	the	photos	are	very	large	files,	so	Nancy	needs	to	reduce	their
file	size	as	much	as	possible.	Identify	which	type	of	file	compression	would	be	most	suitable	for	Nancy	to	use.	Explain	your	choice.	[4]	Cambridge	IGCSE	Computer	Science	0478,	Paper	12	Q2,	May/June	2018	42	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	42	18/02/21	3:22	PM	Exam-style	questions	7	A	stopwatch	uses	six	digits	to	store	hours,
minutes	and	seconds.	The	stopwatch	stopped	at:	02	:	31	:	58	Hours	Minutes	Seconds	An	8-bit	register	is	used	to	store	each	pair	of	digits.	a	Write	the	8-bit	binary	numbers	that	are	currently	stored	for	the	Hours,	Minutes	and	Seconds.	Hours	Minutes	Seconds	[3]	b	The	stopwatch	is	started	again	and	then	stopped.	When	the	watch	is	stopped,	the	8-bit
binary	registers	show:	Hours:	0	0	0	0	0	1	0	1	Minutes:	0	0	0	1	1	0	1	0	Seconds:	0	0	1	1	0	1	1	1	Write	the	denary	values	that	will	now	be	shown	on	the	stopwatch.	:	Hours	 :	Minutes	Seconds		[3]	Cambridge	IGCSE	Computer	Science	0478,	Paper	12	Q3,	May/June	2018	8	A	memory	stick	is	advertised	as	having	a	capacity	of	64	GiB.	a	How	many
photographs	of	size	10	KiB	could	be	stored	on	this	memory	stick? 	b	John	wants	to	store	400	photographs	in	a	folder	on	his	solid	state	drive	(SSD).	Each	photograph	is	10	KiB	in	size.	i	Name	one	way	of	reducing	the	size	of	this	file.	ii	Give	two	advantages	of	reducing	the	size	of	his	photography	files.	iii	Give	one	disadvantage	of	reducing	files	using	the
method	named	in	part	b	i.		c	The	original	photographs	were	stored	as	bitmap	images.	i	Explain	why	3	bytes	of	data	would	be	needed	to	store	each	pixel	in	the	bitmap	image.	ii	Calculate	how	many	different	pixel	colours	could	be	formed	if	one	of	the	bytes	gives	the	intensity	of	the	red	colour,	one	of	the	bytes	gives	the	intensity	of	the	green	colour	and
one	of	the	bytes	gives	the	intensity	of	the	blue	colour.	[2]	[1]	[2]	[1]	[2]	[3]	43	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	43	18/02/21	3:22	PM	1	Data	representation	9	Six	calculations	are	shown	on	the	left	and	eleven	denary	values	are	shown	on	the	right.	By	drawing	arrows,	connect	each	calculation	to	its	correct	denary	value.	10	An	8-bit
register	uses	two’s	complement	notation.	What	is	the	denary	value	of:	00101101?	Convert	the	following	into	GiB:	16	20	59	055	800	320	bytes	28	If	2	x	=	1	048	576	bytes	45	What	is	the	value	of	x?	46	Give	the	denary	equivalent	of	the	following	hexadecimal	number:	55	3F	What	is	the	denary	result	of	the	following	binary	addition:	57	00010011
+00011011	Find	the	hexadecimal	value	of	the	following	denary	number:	60	63	40		80	[6]	44	318281_C01_CAM_IGCSE	CO_SCI_001_044.indd	44	18/02/21	3:22	PM	2	Data	transmission	In	this	chapter	you	will	learn	about:	★	types	and	methods	of	data	transmission	–	how	data	is	broken	up	into	data	packets	before	transmission	–	the	structure	of	data
packets	(header,	payload	and	trailer)	–	packet	switching	(including	the	role	of	the	router	in	the	process)	–	methods	of	data	transmission	(serial,	parallel,	simplex,	half-duplex	and	full-duplex)	–	the	Universal	Serial	Bus	(USB)	★	methods	of	error	detection	–	why	error	checking	methods	are	needed	–	error	checking	methods	following	data	transmission:	–
parity	checks	–	checksum	–	echo	check	–	use	of	check	digits	to	detect	data	entry	errors	–	use	of	automatic	repeat	requests	(ARQs)	to	detect	errors	★	encryption	–	the	need	for	and	the	purpose	of	encryption	–	symmetric	and	asymmetric	encryption	–	use	of	public	and	private	keys.	Data	is	frequently	transferred	from	one	device	to	another.	The	two
devices	could	be	in	the	same	building	or	thousands	of	kilometres	away.	Irrespective	of	the	distance	travelled,	the	transmission	of	data	needs	to	be	considered	with	respect	to:	l	how	the	data	is	transmitted	l	how	can	errors	following	transmission	be	detected	and	can	the	data	be	recovered	l	the	role	of	encryption	to	make	sure	data	that	falls	into	the
wrong	hands	can’t	be	used	It	is	also	important	to	consider	ways	of	checking	for	errors	in	data	once	it	has	been	entered	into	a	computer.	2.1	Types	and	methods	of	data	transmission	Data	packets	are	usually	referred	to	simply	as	‘packets’	2.1.1	Data	packets	Data	sent	over	long	distances	is	usually	broken	up	into	data	packets	(sometimes	called
datagrams).	The	packets	of	data	are	usually	quite	small,	typically	64 KiB,	which	are	much	easier	to	control	than	a	long	continuous	stream	of	data.	The	idea	of	splitting	up	data	in	this	way	means	each	packet	can	be	sent	along	a	different	route	to	its	destination.	This	would	clearly	be	of	great	benefit	if	a	particular	transmission	route	was	out	of	action	or
very	busy.	The	only	obvious	drawback	of	45	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	45	18/02/21	3:48	PM	2	Data	transmission	splitting	data	into	packets	is	the	need	to	reassemble	the	data	when	it	reaches	its	destination.	Packet	structure	A	typical	packet	is	split	up	into:	»	a	packet	header	»	the	payload	»	a	trailer.	Header	IP	address	of	the
source	device	(sender)	IP	address	of	the	destination	device	(receiver)	Sequence	number	of	the	packet	(allowing	correct	reassembly)	Payload	Size	of	the	packet	(in	bytes)	The	actual	data	in	the	packets	(~64	KiB)	–	the	payload	Trailer	Method	of	identifying	the	end	of	the	packet	Some	form	of	error	checking	to	ensure	packet	arrives	error-free	▲	Figure
2.1	Packet	structure	For	each	packet,	the	packet	header	consists	of:	»	the	IP	address	of	the	sending	device	»	the	IP	address	of	the	receiving	device	»	the	sequence	number	of	the	packet	(this	is	to	ensure	that	all	the	packets	can	be	reassembled	into	the	correct	order	once	they	reach	the	destination)	»	packet	size	(this	is	to	ensure	the	receiving	station
can	check	if	all	of	the	packets	have	arrived	intact).	(Note:	the	header	often	also	contains	another	value	indicating	how	many	packets	there	are	in	total	for	this	transmission.)	For	each	packet,	the	payload	consists	of	the	actual	data	being	sent	in	the	packet	(this	is	usually	about	64 KiB).	For	each	packet,	the	packet	trailer	consists	of:	»	some	way	of
identifying	the	end	of	the	packet;	this	is	essential	to	allow	each	packet	to	be	separated	from	each	other	as	they	travel	from	sending	to	receiving	station	»	an	error	checking	method;	cyclic	redundancy	checks	(CRCs)	are	used	to	check	data	packets:	–	this	involves	the	sending	computer	adding	up	all	the	1-bits	in	the	payload	and	storing	this	as	a	hex	value
in	the	trailer	before	it	is	sent	–	once	the	packet	arrives,	the	receiving	computer	recalculates	the	number	of	1-bits	in	the	payload	–	the	computer	then	checks	this	value	against	the	one	sent	in	the	trailer	–	if	the	two	values	match,	then	no	transmission	errors	have	occurred;	otherwise	the	packet	needs	to	be	re-sent.	46	318281_C02_CAM_IGCSE
CO_SCI_045_074.indd	46	18/02/21	3:48	PM	2.1	Types	and	methods	of	data	transmission	Packet	switching	Let	us	now	consider	what	happens	when	a	photograph,	for	example,	is	sent	from	computer	‘A’	to	computer	‘B’.	The	photograph	will	be	split	up	into	a	number	of	packets	before	it	is	sent.	There	will	be	several	possible	routes	for	the	packets,
between	computer	‘A’	(sender)	and	computer	‘B’	(receiver).	Each	stage	in	the	route	contains	a	router.	A	router	receives	a	data	packet	and,	based	on	the	information	in	the	header,	decides	where	to	send	it	next.	For	example:	Computer	‘B’	Note:	R1	to	R10	represent	the	routers	(nodes)	in	the	network	between	‘A’	and	‘B’	Computer	‘A’	R1	R3	R2	R4
Router	‘B’	R5	Router	‘A’	R7	R6	R10	R8	R9	▲	Figure	2.2	Typical	network	showing	possible	routes	between	‘A’	and	‘B’	Packet	switching	is	a	method	of	data	transmission	in	which	a	message	is	broken	up	into	a	number	of	packets.	Each	packet	can	then	be	sent	independently	from	start	point	to	end	point.	At	the	destination,	the	packets	will	need	to	be
reassembled	into	their	correct	order	(using	the	information	sent	in	the	header).	At	each	stage	in	the	transmission,	there	are	nodes	that	contain	a	router.	Each	router	will	determine	which	route	the	packet	needs	to	take,	in	order	to	reach	its	destination	(the	destination	IP	address	is	used	in	this	part	of	the	process).	Suppose	our	photograph	(Figure	2.3)
has	been	split	up	into	five	packets	that	have	been	sent	in	the	following	order:	▲	Figure	2.3	»	each	packet	will	follow	its	own	path	(route)	»	routers	will	determine	the	route	of	each	packet	»	routing	selection	depends	on	the	number	of	packets	waiting	to	be	processed	at	each	node	»	the	shortest	possible	path	available	is	always	selected	–	this	may	not
always	be	the	shortest	path	that	could	be	taken,	since	certain	parts	of	the	route	may	be	too	busy	or	not	suitable	»	unfortunately,	packets	can	reach	the	destination	in	a	different	order	to	that	in	which	they	were	sent.	Figure	2.5	shows	one	possible	scenario.	Notice	the	different	paths	taken	by	each	packet	from	computer	‘A’	to	computer	‘B’.	Also	notice
that	the	packets	have	arrived	in	a	different	order	compared	to	the	way	they	were	sent,	namely:	▲	Figure	2.4	47	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	47	25/02/21	11:16	AM	2	Data	transmission	Computer	‘B’	will	now	have	to	reassemble	the	packets	into	the	original	sequence.	Computer	‘B’	Computer	‘A’	R1	R3	R2	R4	Router	‘B’	R5	Router	‘A’
R7	R6	R10	R8	R9	▲	Figure	2.5	Typical	network	showing	possible	paths	taken	by	each	packet	The	benefits	of	packet	switching	are:	Find	out	more	Another	method	of	sending	packets	is	called	circuit	switching.	Find	out	how	this	differs	to	packet	switching,	and	then	re-draw	Figure	2.5	showing	the	route	the	packets	take	when	using	circuit	switching.	»
there	is	no	need	to	tie	up	a	single	communication	line	»	it	is	possible	to	overcome	failed,	busy	or	faulty	lines	by	simply	re-routing	packets	»	it	is	relatively	easy	to	expand	package	usage	»	a	high	data	transmission	rate	is	possible.	The	drawbacks	of	packet	switching	include:	»	packets	can	be	lost	and	need	to	be	re-sent	»	the	method	is	more	prone	to
errors	with	real-time	streaming	(for	example,	a	live	sporting	event	being	transmitted	over	the	internet)	»	there	is	a	delay	at	the	destination	whilst	the	packets	are	being	re-ordered.	Sometimes	it	is	possible	for	packets	to	get	lost	because	they	keep	‘bouncing’	around	from	router	to	router	and	never	actually	reach	their	destination.	Eventually	the
network	would	just	grind	to	a	halt	as	the	number	of	lost	packets	mount	up,	clogging	up	the	system.	To	overcome	this,	a	method	called	hopping	is	used.	A	hop	number	is	added	to	the	header	of	each	packet,	and	this	number	is	reduced	by	1	every	time	it	leaves	a	router	(Figure	2.6).	Hop	number:	Advice	Hopping	is	not	included	on	the	syllabus	but	is
included	here	for	completeness	(to	help	understand	how	packets	can	get	lost).	Router	3	Router	5	Router	8	Router	11	Router	15	Router	21	10	9	8	7	6	5	▲	Figure	2.6	Hop	numbers	between	routers	Each	packet	has	a	maximum	hop	number	to	start	with.	Once	a	hop	number	reaches	zero,	and	the	packet	hasn’t	reached	its	destination,	then	the	packet	is
deleted	when	it	reaches	the	next	router.	The	missing	packets	will	then	be	flagged	by	the	receiving	computer	and	a	request	to	re-send	these	packets	will	be	made.	48	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	48	25/02/21	11:18	AM	2.1	Types	and	methods	of	data	transmission	Activity	2.1	1	Suppose	a	video	conference	is	taking	place	between
delegates	in	two	different	countries.	Packet	switching	is	being	used	to	send	video	and	sound	data	between	the	delegates:	Delegate	2	in	India	Delegate	1	in	USA	Video	and	sound	sent	between	delegates	using	packet	switching	▲	Figure	2.7	Describe:	i	any	potential	problems	with	sound	and	video	quality	ii	how	these	problems	could	be	caused.	2	Explain
how	packet	switching	could	be	used	to	download	a	large	web	page	from	a	website.	3	a	The	trailer	in	a	packet	will	use	one	form	of	error	checking.	Explain	what	is	meant	by	a	cyclic	redundancy	check.	b	The	payload	contains	the	following	data:	11110000	10000011	00110011	00111111	11111110	11100011	Use	this	data	to	show	how	the	receiving
computer	can	verify	that	the	received	payload	was	error-free.	4	a	Explain	how	it	is	possible	for	packets	to	be	lost	during	their	transmission	across	a	network.	b	Describe	how	it	is	possible	for	a	system	to	deal	with	lost	packets	and	prevent	them	from	slowing	down	the	transmission	process.	c	Explain	why	you	think	packet	switching	might	improve	data
security.	2.1.2	Data	transmission	Data	transmission	can	be	either	over	a	short	distance	(for	example,	computer	to	printer)	or	over	longer	distances	(for	example,	from	one	computer	to	another	in	a	global	network).	Essentially,	three	factors	need	to	be	considered	when	transmitting	data:	»	the	direction	of	data	transmission	(for	example,	can	data
transmit	in	one	direction	only,	or	in	both	directions)	»	the	method	of	transmission	(for	example,	how	many	bits	can	be	sent	at	the	same	time)	»	how	will	data	be	synchronised	(that	is,	how	to	make	sure	the	received	data	is	in	the	correct	order).	These	factors	are	usually	considered	by	a	communication	protocol.	49	318281_C02_CAM_IGCSE
CO_SCI_045_074.indd	49	18/02/21	3:48	PM	2	Data	transmission	Simplex,	half-duplex	and	full-duplex	Transmission	mode	Simplex	mode	Half-duplex	mode	Full-duplex	mode	▲	Figure	2.8	Transmission	modes	Simplex	data	transmission	Simplex	mode	occurs	when	data	can	be	sent	in	ONE	DIRECTION	ONLY	(for	example,	from	sender	to	receiver).	An
example	of	this	would	be	sending	data	from	a	computer	to	a	printer.	Half-duplex	data	transmission	Half-duplex	mode	occurs	when	data	is	sent	in	BOTH	DIRECTIONS	but	NOT	AT	THE	SAME	TIME	(for	example,	data	can	be	sent	from	‘A’	to	‘B’	and	from	‘B’	to	‘A’	along	the	same	transmission	line,	but	they	can’t	both	be	done	at	the	same	time).	An
example	of	this	would	be	a	walkie-talkie	where	a	message	can	be	sent	in	one	direction	only	at	a	time;	but	messages	can	be	both	received	and	sent.	Full-duplex	data	transmission	Full-duplex	mode	occurs	when	data	can	be	sent	in	BOTH	DIRECTIONS	AT	THE	SAME	TIME	(for	example,	data	can	be	sent	from	‘A’	to	‘B’	and	from	‘B’	to	‘A’	along	the	same
transmission	line	simultaneously).	An	example	of	this	would	be	a	broadband	internet	connection.	Serial	and	parallel	data	transmission	Types	of	data	transmission	Serial	data	transmission	Parallel	data	transmission	▲	Figure	2.9	Types	of	data	transmission	Serial	data	transmission	occurs	when	data	is	sent	ONE	BIT	AT	A	TIME	over	a	SINGLE
WIRE/CHANNEL.	Bits	are	sent	one	after	the	other	as	a	single	stream.	Sender	10011011	Receiver	▲	Figure	2.10	Serial	data	transmission	(Note:	Serial	data	transmission	can	be	simplex,	half-duplex	or	full-duplex.)	Serial	data	transmission	works	well	over	long	distances.	However,	the	data	is	transmitted	at	a	slower	rate	than	parallel	data	transmission.
Because	only	one	channel/wire	is	used,	data	will	arrive	at	its	destination	fully	synchronised	(i.e.	in	the	correct	order).	An	example	of	its	use	is	when	connecting	a	computer	to	a	printer	via	a	USB	connection	(see	Section	2.1.3).	50	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	50	18/02/21	3:48	PM	2.1	Types	and	methods	of	data	transmission	Parallel
data	transmission	occurs	when	SEVERAL	BITS	OF	DATA	(usually	one	byte)	are	sent	down	SEVERAL	CHANNELS/WIRES	all	at	the	same	time.	Each	channel/wire	transmits	one	bit:	1	0	0	1	Sender	1	Receiver	0	1	1	▲	Figure	2.11	Parallel	data	transmission	(Note:	Parallel	data	transmission	can	be	simplex,	half-duplex	or	full-duplex.)	Link	For	more	on	data
transmission	within	the	CPU	refer	to	Chapter	3.	Parallel	data	transmission	works	well	over	short	distances.	Over	longer	distances	(for	example,	over	20 metres),	data	can	become	skewed	(that	is,	the	data	can	arrive	unsynchronised)	and	bits	can	arrive	out	of	order.	The	longer	the	wire,	the	worse	this	can	become.	It	is,	however,	a	faster	method	of	data
transmission	than	serial.	The	internal	circuits	in	a	computer	use	parallel	data	transmission	since	the	distance	travelled	between	components	is	very	short	and	high-speed	transmission	is	essential.	Activity	2.2	1	Explain	what	is	meant	by:	i	serial,	half-duplex	data	transmission	ii	parallel,	full-duplex	data	transmission	iii	serial,	simplex	data	transmission.	2
Which	types	of	data	transmission	are	being	described:	i	data	is	sent	one	bit	at	a	time	in	one	direction	only	ii	data	is	being	sent	8 bits	at	a	time	in	one	direction	only	iii	data	is	being	sent	16 bits	at	a	time	in	both	directions	simultaneously	iv	data	is	sent	one	bit	at	a	time	in	both	directions	simultaneously	v	data	is	sent	16 bits	at	a	time	in	one	direction	only?
51	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	51	18/02/21	3:48	PM	2	Data	transmission	Table	2.1	shows	the	comparison	between	serial	and	parallel	data	transmission.	▼	Table	2.1	Comparison	of	serial	and	parallel	data	transmission	methods	Serial	Parallel	less	risk	of	external	interference	than	with	parallel	(due	to	fewer	wires)	faster	rate	of	data
transmission	than	serial	more	reliable	transmission	over	longer	distances	works	well	over	shorter	distances	(for	example,	used	in	internal	pathways	on	computer	circuit	boards)	transmitted	bits	won’t	have	the	risk	of	being	skewed	(that	is,	out	of	synchronisation)	since	several	channels/wires	used	to	transmit	data,	the	bits	can	arrive	out	of
synchronisation	(skewed)	used	if	the	amount	of	data	being	sent	is	relatively	small	since	preferred	method	when	speed	is	important	transmission	rate	is	slower	than	parallel	(for	example,	USB	uses	this	method	of	data	transmission)	used	to	send	data	over	long	distances	(for	example,	telephone	lines)	if	data	is	time-sensitive,	parallel	is	the	most
appropriate	transmission	method	less	expensive	than	parallel	due	to	fewer	hardware	requirements	parallel	ports	require	more	hardware,	making	them	more	expensive	to	implement	than	serial	ports	easier	to	program	input/output	operations	when	parallel	used	2.1.3	Universal	serial	bus	(USB)	Link	Also	refer	to	Section	4.1	on	software	drivers
regarding	devices	plugged	into	USB	ports.	As	the	name	suggests,	the	universal	serial	bus	(USB)	is	a	form	of	serial	data	transmission.	USB	is	now	the	most	common	type	of	input/output	port	found	on	computers	and	has	led	to	a	standardisation	method	for	the	transfer	of	data	between	devices	and	a	computer.	It	is	important	to	note	that	USB	allows	both
half-duplex	and	full-duplex	data	transmission.	Red	(+	5	V)	White	(Data	+)	Green	(Data	−)	Shield	–	no	connection	at	USB	device	Black	(Ground)	▲	Figure	2.12	Typical	USB	cable	As	Figure	2.12	shows,	the	USB	cable	consists	of	a	four-wired	shielded	cable,	with	two	wires	for	power	(red	and	black).	The	other	two	wires	(white	and	green)	are	for	data
transmission.	When	a	device	is	plugged	into	a	computer	using	one	of	the	USB	ports:	»	the	computer	automatically	detects	that	a	device	is	present	(this	is	due	to	a	small	change	in	the	voltage	on	the	data	signal	wires	in	the	USB	cable)	»	the	device	is	automatically	recognised,	and	the	appropriate	device	driver	software	is	loaded	up	so	that	the	computer
and	device	can	communicate	effectively	»	if	a	new	device	is	detected,	the	computer	will	look	for	the	device	driver	that	matches	the	device;	if	this	is	not	available,	the	user	is	prompted	to	download	the	appropriate	driver	software	(some	systems	do	this	automatically	and	the	user	will	see	a	notice	asking	for	permission	to	connect	to	the	device	website).
52	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	52	25/02/21	11:27	AM	2.1	Types	and	methods	of	data	transmission	We	will	now	consider	the	benefits	and	drawbacks	of	using	the	USB	system:	▼	Table	2.2	Benefits	and	drawbacks	of	USB	systems	Benefits	Drawbacks	devices	plugged	into	the	computer	are	automatically	detected	and	device	drivers
are	automatically	loaded	up	standard	USB	only	supports	a	maximum	cable	length	of	5 m;	beyond	that,	USB	hubs	are	needed	to	extend	the	cable	length	connections	can	only	fit	one	way	preventing	incorrect	connections	being	made	it	has	become	an	industry	standard,	which	means	considerable	support	is	available	can	support	different	data
transmission	rates	(from	1.5 Mbps	to	5 Gbps)	no	need	for	external	power	source	since	cable	supplies	+5 V	power	USB	protocol	notifies	the	transmitter	to	re-	transmit	data	if	any	errors	are	detected;	this	leads	to	error-free	data	transmission	it	is	relatively	easy	to	add	more	USB	ports	if	necessary,	by	using	USB	hubs	USB	is	backward	compatible	(that	is,
older	versions	are	still	supported)	even	though	USB	is	backward	compatible,	very	early	USB	standards	(V1)	may	not	always	be	supported	by	the	latest	computers	even	the	latest	version	3	(V3)	and	version	4	(V4)	USB-C	systems	have	a	data	transfer	rate	which	is	slow	compared	to,	for	example,	Ethernet	connections	(Note:	USB	V2	has	a	maximum	data
transfer	rate	of	480 Mbps.)	A	new	type	of	USB	connector,	referred	to	as	USB-C,	is	now	becoming	more	common	in	laptops	and	tablets/phones.	This	is	a	24-pin	symmetrical	connector	which	means	it	will	fit	into	a	USB-C	port	either	way	round.	It	is	much	smaller	and	thinner	than	older	USB	connectors,	offers	100	watt	(20	volt)	power	connectivity,	which
means	full-sized	devices	can	now	be	charged	and	it	can	carry	data	at	10	gigabits	per	second	(10	Gbps);	this	means	it	can	now	support	4K	video	delivery.	USB-C	is	backward	compatible	(to	USB	2.0	and	3.0)	provided	a	suitable	adaptor	is	used,	and	is	expected	to	become	the	new	industry	standard	(universal)	format.	Activity	2.3	Ten	statements	are
shown	on	the	left	in	the	table.	Each	of	these	statements	is	either	True	or	False.	For	each	statement,	tick	(✓)	the	appropriate	column	to	indicate	which	statements	are	true	and	which	are	false.	Statement		True	False	Packets	have	a	header	which	contains	the	IP	address	of	the	sender	and	the	receiver	Packets	don’t	require	any	form	of	error	checking
USBs	use	a	protocol	that	allows	for	error-free	data	transmission	between	device	and	computer	Serial	data	transmission	suffers	from	data	skewing	The	longest	cable	length	supported	by	USB	is	5 metres	or	less	Simplex	data	transmission	occurs	when	data	is	transmitted	one	bit	at	a	time	Full-duplex	data	transmission	involves	sending	8 bits	of	data	at	a
time	USB	uses	serial	data	transfer	Packet	switching	prevents	loss	of	any	data	packets	USB	connections	can	transfer	data	using	half-duplex	or	full-duplex	53	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	53	18/02/21	3:48	PM	2	Data	transmission	2.2	Methods	of	error	detection	2.2.1	The	need	to	check	for	errors	When	data	is	transmitted,	there	is
always	a	risk	that	it	may	be	corrupted,	lost	or	even	gained.	Errors	can	occur	during	data	transmission	due	to:	»	interference	(all	types	of	cable	can	suffer	from	electrical	interference,	which	can	cause	data	to	be	corrupted	or	even	lost)	»	problems	during	packet	switching	(this	can	lead	to	data	loss	–	or	it	is	even	possible	to	gain	data!)	»	skewing	of	data
(this	occurs	during	parallel	data	transmission	and	can	cause	data	corruption	if	the	bits	arrive	out	of	synchronisation).	Checking	for	errors	is	important	since	computers	are	unable	to	understand	text,	for	example,	if	the	words	are	not	recognised	by	its	built-in	dictionary.	Look	at	the	following	example	of	some	corrupted	text:	Can	you	raed	tihs?	“I
cnduo’t	bvleiee	taht	I	culod	aulaclty	uesdtannrd	waht	I	was	rdnaieg.	Unisg	the	icndeblire	pweor	of	the	hmuan	mnid,	aocdcrnig	to	rseecrah	at	Cmabridge	Uinervtisy,	it	dseno’t	mttaer	in	waht	oderr	the	lterets	in	a	wrod	are,	the	olny	irpoamtnt	tihng	is	taht	the	frsit	and	lsat	ltteer	be	in	the	rhgit	pclae.	The	rset	can	be	a	taotl	mses	and	you	can	sitll	raed	it
whoutit	a	pboerlm.	Tihs	is	bucseae	the	huamn	mnid	deos	not	raed	ervey	ltteer	by	istlef,	but	the	wrod	as	a	wlohe.	Aaznmig,	huh?	Yeah	and	I	awlyas	tghhuot	slelinpg	was	ipmorantt!	See	if	yuor	fdreins	can	raed	tihs	too”	(from	an	unknown	source	at	Cambridge	University)	▲	Figure	2.13	Example	of	data	corruption	on	a	message	Whilst	you	probably	had
little	problem	understanding	this	text,	a	computer	would	be	unable	to	make	any	sense	of	it.	Data	corruption	is	therefore	a	very	real	problem	to	a	computer.	Figure	2.13	could	be	the	result	of	some	data	corruption	following	transmission	which	would	make	the	text	unintelligible	to	a	computer.	This	is	why	error	checking	is	such	an	important	part	of
computer	technology.	The	following	section	considers	a	number	of	ways	that	can	be	used	to	check	for	errors,	so	that	you	don’t	end	up	with	text	as	shown	in	Figure	2.13	above!	There	are	a	number	of	ways	data	can	be	checked	for	errors	following	transmission:	»	parity	checks	»	checksum	»	echo	check.	54	318281_C02_CAM_IGCSE
CO_SCI_045_074.indd	54	18/02/21	3:48	PM	2.2	Methods	of	error	detection	2.2.2	Parity	checks,	checksum	and	echo	checks	Parity	checks	Parity	checking	is	one	method	used	to	check	whether	data	has	been	changed	or	corrupted	following	data	transmission.	This	method	is	based	on	the	number	of	1-bits	in	a	byte	of	data.	The	parity	can	be	either	called
EVEN	(that	is,	an	even	number	of	1-bits	in	the	byte)	or	ODD	(that	is,	an	odd	number	of	1-bits	in	the	byte).	One	of	the	bits	in	the	byte	(usually	the	most	significant	bit	or	left-most	bit)	is	reserved	for	a	parity	bit.	The	parity	bit	is	set	according	to	whether	the	parity	being	used	is	even	or	odd.	For	example,	consider	the	byte:	1	1	0	1	1	0	0	parity	bit	Advice
Note	for	the	7	bit	number	1110000,	the	even	parity	bit	would	be	1	and	the	odd	parity	bit	would	be	0.	The	parity	bit	can	be	set	as	a	1	or	a	0	for	either	choice	of	parity	–	it	just	depends	on	how	many	1s	are	in	the	byte.	In	this	example,	if	the	byte	is	using	even	parity,	then	the	parity	bit	needs	to	be	set	to	0,	since	there	is	already	an	even	number	of	1-bits	in
the	byte	(four	1-bits).	We	thus	get:	0	1	1	0	1	1	0	0	parity	bit	In	this	example,	if	the	byte	is	using	odd	parity,	then	the	parity	bit	needs	to	be	set	to	1,	since	we	need	to	have	an	odd	number	of	1-bits	in	the	byte.	We	thus	get:	1	1	1	0	1	1	0	0	parity	bit	Before	data	is	transferred,	an	agreement	is	made	between	sender	and	receiver	regarding	which	type	of
parity	is	being	used.	Parity	checks	are	therefore	being	used	as	a	type	of	transmission	protocol.	Activity	2.4	Find	the	parity	bits	for	each	of	the	following	bytes:	1	1	0	1	1	0	1	even	parity	being	used	0	0	0	1	1	1	1	even	parity	being	used	0	1	1	1	0	0	0	even	parity	being	used	1	1	1	0	1	0	0	odd	parity	being	used	1	0	1	1	0	1	1	odd	parity	being	used	1	1	1	1	1	1	0
even	parity	being	used	1	1	1	1	1	1	0	odd	parity	being	used	1	1	0	1	0	0	0	odd	parity	being	used	0	0	0	0	1	1	1	even	parity	being	used	1	1	1	1	1	1	1	odd	parity	being	used	55	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	55	18/02/21	3:48	PM	2	Data	transmission	If	a	byte	has	been	transmitted	from	‘A’	to	‘B’,	and	if	even	parity	is	used,	an	error	would	be
flagged	if	the	byte	now	had	an	odd	number	of	1-bits	at	the	receiver’s	end.	For	example	(assuming	even	parity	is	being	used):	0	byte	being	sent:	1	0	1	1	1	0	0	0	0	1	1	0	0	parity	bit	0	byte	being	received:	1	parity	bit	In	this	case,	the	byte	received	has	three	1-bits,	which	means	it	now	has	odd	parity;	while	the	sender’s	byte	was	using	even	parity	(four	1-
bits).	This	means	an	error	has	occurred	during	the	transmission	of	the	byte.	The	error	is	detected	by	the	recipient’s	computer	re-calculating	the	parity	of	the	byte	sent.	If	even	parity	had	been	agreed	between	sender	and	receiver,	then	a	change	in	parity	in	the	received	byte	indicates	that	a	transmission	error	has	occurred.	Activity	2.5	1	Which	of	the
following	received	bytes	indicate	an	error	has	occurred	following	data	transmission?	1	1	1	0	1	1	0	1	even	parity	being	used	0	1	0	0	1	1	1	1	even	parity	being	used	0	0	1	1	1	0	0	0	even	parity	being	used	1	1	1	1	0	1	0	0	odd	parity	being	used	1	1	0	1	1	0	1	1	odd	parity	being	used	1	1	1	1	1	1	1	1	odd	parity	being	used	0	0	0	0	0	0	0	0	even	parity	being	used	1
1	1	0	0	0	0	0	odd	parity	being	used	0	1	0	1	0	1	0	1	even	parity	being	used	1	1	1	0	0	0	1	1	odd	parity	being	used	2	In	each	case,	in	question	1,	where	an	error	occurred,	can	you	work	out	which	bit	in	the	byte	was	changed	during	data	transmission?	If	two	of	the	bits	change	value	following	data	transmission,	it	may	be	impossible	to	locate	the	error	using
parity	checking.	Let	us	imagine	we	are	transmitting	the	following	byte,	using	even	parity:	0	1	0	1	1	1	0	0	Suppose	more	than	one	bit	has	been	modified	during	data	transmission.	This	means	the	byte	could	have	reached	the	destination	as	any	of	the	following:	0	1	1	1	1	1	0	1	six	1-bits	56	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	56	18/02/21	3:48
PM	2.2	Methods	of	error	detection	0	1	0	1	0	0	0	0	two	1-bits	0	1	0	1	0	1	1	0	four	1-bits	In	all	these	cases,	the	byte	has	clearly	been	corrupted,	but	the	bytes	have	retained	even	parity.	Therefore,	no	error	would	be	flagged	in	spite	of	the	obvious	errors	in	transmission.	Clearly	it	will	be	necessary	to	have	other	ways	to	complement	parity	when	it	comes	to
error	checking	to	ensure	errors	are	never	missed.	One	such	method	is	called	checksum	–	see	the	next	section.	You	should	have	concluded	that	any	of	the	bits	in	question	2	(Activity	2.5)	could	have	been	changed	where	there	was	a	transmission	error.	Therefore,	even	though	an	error	has	been	flagged,	it	is	impossible	to	know	exactly	which	bit	is	in
error.	One	of	the	ways	round	this	problem	is	to	use	parity	blocks.	In	this	method,	a	block	of	data	is	sent	and	the	number	of	1-bits	are	totalled	horizontally	and	vertically	(in	other	words,	a	parity	check	is	done	in	both	horizontal	and	vertical	directions).	As	the	following	example	shows,	this	method	not	only	identifies	that	an	error	has	occurred	but	also
indicates	where	the	error	is.	Example	1	In	this	example,	nine	bytes	of	data	have	been	transmitted.	Agreement	has	been	made	that	even	parity	will	be	used.	Another	byte,	known	as	the	parity	byte,	has	also	been	sent.	This	byte	consists	entirely	of	the	parity	bits	produced	by	the	vertical	parity	check.	The	parity	byte	also	indicates	the	end	of	the	block	of
data.	Table	2.3	shows	how	the	data	arrived	at	the	receiving	end.	It	is	now	necessary	to	check	the	parity	of	each	byte	horizontally	(bytes	1	to	9)	and	vertically	(columns	1	to	8).	Each	row	and	column	where	the	parity	has	changed	from	even	to	odd	should	be	flagged:	▼	Table	2.3	Parity	block	showing	nine	bytes	and	parity	byte	Parity	bit	Bit	2	Bit	3	Bit	4
Bit	5	Bit	6	Bit	7	Bit	8	Byte	1	1	1	1	1	0	1	1	0	Byte	2	1	0	0	1	0	1	0	1	Byte	3	0	1	1	1	1	1	1	0	Byte	4	1	0	0	0	0	0	1	0	Byte	5	0	1	1	0	1	0	0	1	Byte	6	1	0	0	0	1	0	0	0	Byte	7	1	0	1	0	1	1	1	1	Byte	8	0	0	0	1	1	0	1	0	Byte	9	0	0	0	1	0	0	1	0	Parity	byte	1	1	0	1	0	0	0	1	A	careful	study	of	Table	2.3	shows	the	following:	»	byte	8	(row	8)	now	has	incorrect	parity	(there	are	three
1-bits)	»	bit	5	(column	5)	also	now	has	incorrect	parity	(there	are	five	1-bits).	First	of	all,	the	table	shows	that	an	error	has	occurred	following	data	transmission	(there	has	been	a	change	in	parity	in	one	of	the	bytes).	57	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	57	18/02/21	3:48	PM	2	Data	transmission	Secondly,	at	the	intersection	of	row	8	and
column	5,	the	position	of	the	incorrect	bit	value	(which	caused	the	error)	can	be	found.	The	1-bit	at	this	intersection	should	be	a	0-bit;	this	means	that	byte	8	should	have	been:	0	0	0	1	0	0	1	0	which	would	also	correct	column	5	giving	an	even	vertical	parity	(now	has	four	1-bits).	This	byte	could	therefore	be	corrected	automatically	as	shown	above,	or
an	error	message	could	be	relayed	back	to	the	sender	asking	them	to	re-transmit	the	block	of	data.	Activity	2.6	1	The	following	block	of	data	was	received	after	transmission	from	a	remote	computer;	odd	parity	was	being	used	by	both	sender	and	receiver.	One	of	the	bits	has	been	changed	during	the	transmission	stage.	Locate	where	this	error	is	and
suggest	a	corrected	byte	value:	Parity	bit	Bit	2	Bit	3	Bit	4	Bit	5	Bit	6	Bit	7	Bit	8	Byte	1	0	1	1	0	0	0	1	0	Byte	2	1	0	1	1	1	1	1	1	Byte	3	1	0	0	1	1	0	0	0	Byte	4	0	1	1	0	1	0	1	0	Byte	5	1	1	1	0	0	1	1	0	Byte	6	1	0	0	0	0	1	0	1	Byte	7	0	1	1	1	0	0	0	0	Byte	8	0	0	0	0	0	0	0	1	Byte	9	0	1	1	1	1	0	1	0	Parity	byte	1	0	1	1	1	1	0	0	2	The	following	block	of	data	was	received	after
transmission	from	a	remote	computer.	Even	parity	was	being	used	by	both	sender	and	receiver.	One	of	the	bytes	has	been	changed	during	the	transmission	stage.	Locate	where	this	error	is	and	suggest	a	corrected	byte	value.	Parity	bit	Bit	2	Bit	3	Bit	4	Bit	5	Bit	6	Bit	7	Bit	8	Byte	1	1	1	0	0	0	0	0	0	Byte	2	0	0	1	1	1	1	0	0	Byte	3	0	1	0	0	0	1	1	1	Byte	4	1	0	1
0	1	1	1	1	Byte	5	0	0	0	1	0	0	0	1	Byte	6	0	0	1	1	1	1	1	1	Byte	7	1	0	1	1	0	1	0	0	Byte	8	0	1	0	1	0	0	0	1	Byte	9	1	1	1	0	0	1	0	0	Parity	byte	0	0	1	1	1	0	0	1	58	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	58	18/02/21	3:48	PM	2.2	Methods	of	error	detection	Checksum	A	checksum	is	a	method	used	to	check	if	data	has	been	changed	or	corrupted	following
data	transmission.	Data	is	sent	in	blocks,	and	an	additional	value,	called	the	checksum,	is	sent	at	the	end	of	the	block	of	data.	The	checksum	process	is	as	follows:	»	when	a	block	of	data	is	about	to	be	transmitted,	the	checksum	is	calculated	from	the	block	of	data	»	the	calculation	is	done	using	an	agreed	algorithm	(this	algorithm	has	been	agreed	by
sender	and	receiver)	»	the	checksum	is	then	transmitted	with	the	block	of	data	»	at	the	receiving	end,	the	checksum	is	recalculated	by	the	computer	using	the	block	of	data	(the	agreed	algorithm	is	used	to	find	the	checksum)	»	the	re-calculated	checksum	is	then	compared	to	the	checksum	sent	with	the	data	block	»	if	the	two	checksums	are	the	same,
then	no	transmission	errors	have	occurred;	otherwise	a	request	is	made	to	re-send	the	block	of	data.	Echo	check	With	echo	check,	when	data	is	sent	to	another	device,	this	data	is	sent	back	again	to	the	sender.	The	sender’s	computer	compares	the	two	sets	of	data	to	check	if	any	errors	occurred	during	the	transmission	process.	As	you	will	have	no
doubt	worked	out,	this	isn’t	very	reliable.	If	the	two	sets	of	data	are	different,	it	isn’t	known	whether	the	error	occurred	when	sending	the	data	in	the	first	place,	or	if	the	error	occurred	when	sending	the	data	back	for	checking.	However,	if	no	errors	occurred,	then	it	is	another	way	to	check	that	the	data	was	transmitted	correctly.	In	summary:	»	a
copy	of	the	data	is	sent	back	to	the	sender	»	the	returned	data	is	compared	with	the	original	data	by	the	sender’s	computer	»	if	there	are	no	differences,	then	the	data	was	sent	without	error	»	if	the	two	sets	of	data	are	different,	then	an	error	occurred	at	some	stage	during	the	data	transmission.	Data	is	sent	Sender	Data	returned	to	sender	Receiver
Data	is	re-sent	if	any	errors	found	▲	Figure	2.14	Echo	check	diagram	2.2.3	Check	digits	A	check	digit	is	the	final	digit	included	in	a	code;	it	is	calculated	from	all	the	other	digits	in	the	code.	Check	digits	are	used	for	barcodes	on	products,	such	as	International	Standard	Book	Numbers	(ISBN)	and	Vehicle	Identification	Numbers	59
318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	59	18/02/21	3:48	PM	2	Data	transmission	(VIN).	Check	digits	are	used	to	identify	errors	in	data	entry	caused	by	mis-typing	or	mis-scanning	a	barcode.	They	can	usually	detect	the	following	types	of	error:	»	an	incorrect	digit	entered,	for	example	5327	entered	instead	of	5307	»	transposition	errors
where	two	numbers	have	changed	order,	for	example	5037	instead	of	5307	»	omitted	or	extra	digits,	for	example	537	instead	of	5307	or	53107	instead	of	5307	»	phonetic	errors,	for	example	13	(thirteen),	instead	of	30	(thirty).	I	S	B	N	97	8	-0	-34	0-	98	3	8	2	-9	9	780340	983829	▲	Figure	2.15	Sample	barcode	(ISBN	13	code	with	check	digit)	There	are	a
number	of	different	methods	used	to	generate	a	check	digit.	Two	common	methods	will	be	considered	here:	»	ISBN	13	»	Modulo-11	Example	1:	ISBN	13	The	check	digit	in	ISBN	13	is	the	thirteenth	digit	in	the	number.	We	will	now	consider	two	different	calculations.	The	first	calculation	is	the	generation	of	the	check	digit.	The	second	calculation	is	a
verification	of	the	check	digit	(that	is,	a	recalculation).	Calculation	1	–	Generation	of	the	check	digit	from	the	other	12	digits	in	a	number	The	following	algorithm	generates	the	check	digit	from	the	12	other	digits:	1	add	all	the	odd	numbered	digits	together	2	add	all	the	even	numbered	digits	together	and	multiply	the	result	by	3	3	add	the	results	from
1	and	2	together	and	divide	by	10	4	take	the	remainder,	if	it	is	zero	then	use	this	value,	otherwise	subtract	the	remainder	from	10	to	find	the	check	digit.	Using	the	ISBN	9	7	8	0	3	4	0	9	8	3	8	2	(note	this	is	the	same	ISBN	as	in	Figure	2.15):	Odd	digits	9	7	8	0	3	4	0	9	8	3	8	2	Even	digits	▲	Figure	2.16	ISBN	(no	check	digit)	1	2	3	4	9	+	8	+	3	+	0	+	8	+	8
=	36	3	×	(7	+	0	+	4	+	9	+	3	+	2)	=	75	(36	+	75)/10	=	111/10	=	11	remainder	1	10	–	1	=	9	the	check	digit	60	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	60	18/02/21	3:48	PM	2.2	Methods	of	error	detection	So	we	end	up	with	the	following	thirteen-digit	number	(which	matches	the	number	shown	in	Figure	2.15):	Odd	digits	9	7	8	0	3	4	0	9	8	3	8	2
9	Check	digit	Even	digits	▲	Figure	2.17	ISBN	(including	the	check	digit)	Advice	You	will	not	need	to	remember	the	steps	shown	in	these	algorithms;	the	steps	will	be	given	to	you,	but	it	is	important	that	you	understand	how	to	use	an	algorithm	to	calculate	or	verify	check	digits.	Calculation	2	–	Re-calculation	of	the	check	digit	from	the	thirteen-digit
number	(which	now	includes	the	check	digit)	To	check	that	an	ISBN	13-digit	code	is	correct,	including	its	check	digit,	a	similar	process	is	followed:	1	add	all	the	odd	numbered	digits	together,	including	the	check	digit	2	add	all	the	even	number	of	digits	together	and	multiply	the	result	by	3	3	add	the	results	from	1	and	2	together	and	divide	by	10	4	the
number	is	correct	if	the	remainder	is	zero.	Using	the	ISBN	9	7	8	0	3	4	0	9	8	3	8	2	9	(including	its	check	digit)	from	Figure	2.17:	1	9	+	8	+	3	+	0	+	8	+	8	+	9	=	45	2	3	×	(7	+	0	+	4	+	9	+	3	+	2)	=	75	3	(45	+	75)/10	=	120/10	=	12	remainder	0	4	remainder	is	0,	therefore	number	is	correct.	Example	2:	Modulo-11	The	modulo-11	method	can	have	varying
lengths	of	number	which	makes	it	suitable	for	many	applications,	such	as	product	codes	or	VINs.	The	first	calculation	is	the	generation	of	the	check	digit.	The	second	calculation	is	a	verification	of	the	check	digit	(that	is,	a	recalculation).	Calculation	1	–	Generation	of	the	check	digit	from	the	other	digits	in	a	number	(In	this	example,	we	will	assume	the
original	number	contained	only	7	digits.)	The	following	algorithm	generates	the	check	digit	from	the	other	7	digits:	1	each	digit	in	the	number	is	given	a	weighting	of	8,	7,	6,	5,	4,	3	or	2	starting	from	the	left	(weightings	start	from	8	since	the	number	will	become	eight-digit	when	the	check	digit	is	added)	2	the	digit	is	multiplied	by	its	weighting	and
then	each	value	is	added	to	make	a	total	3	the	total	is	divided	by	11	4	the	remainder	is	then	subtracted	from	11	to	find	the	check	digit	(note	if	the	remainder	is	10	then	the	check	digit	‘X’	is	used).	The	example	to	be	used	has	the	following	seven-digit	number:	1	7-digit	number:	4	1	5	6	7	1	0	weighting	values:	8	7	6	5	4	3	2	2	3	4	sum:	(8	×	4)	+	(7	×	1)	+
(6	×	5)	+	(5	×	6)	+	(4	×	7)	+	(3	×	1)	+	(2	×	0)	=	32	 +	7	+	30	+	30	+	28	+	3	+	0	total	=	130	divide	total	by	11:	130/11	=	11	remainder	9	subtract	remainder	from	11:	11	–	9	=	2	(check	digit)	So	we	end	up	with	the	following	eight-digit:	4	1	5	6	7	1	0	2	61	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	61	18/02/21	3:48	PM	2	Data	transmission
Calculation	2	–	Re-calculation	of	the	check	digit	from	the	eight-digit	number	(which	now	includes	the	check	digit)	To	check	that	the	eight-digit	number	is	correct,	including	its	check	digit,	a	similar	process	is	followed:	1	each	digit	in	the	number	is	given	a	weighting	of	8,	7,	6,	5,	4,	3,	2	or	1	starting	from	the	left	2	the	digit	is	multiplied	by	its	weighting
and	then	each	value	is	added	to	make	a	total	3	the	total	is	divided	by	11	4	the	number	is	correct	if	the	remainder	is	zero	Using	the	8-digit	number:	4	1	5	6	7	1	0	2	1	weighting	values:	8	7	6	5	4	3	2	1	2	sum:	(8	×	4)	+	(7	×	1)	+	(6	×	5)	+	(5	×	6)	+	(4	×	7)	+	(3	×	1)	+	(2	×	0)	+	(1	×	2)	=	32	+	7	+	30	+	30	+	28	  +	3	+	0	 +	2	total	=	132	3	divide	total	by	11:
132/11	=	12	remainder	0	4	remainder	is	0,	therefore	number	is	correct	Activity	2.7	1	Using	the	algorithm	for	ISBN-13	calculate	the	check	digit	for:	978151045759	2	Find	the	check	digits	for	the	following	numbers	using	both	modulo-11	and	ISBN	13	methods:	i	2	1	3	1	1	1	0	0	0	4	2	8	ii	9	0	9	8	1	2	1	2	3	5	4	4	2.2.4	Automatic	Repeat	Requests	(ARQs)	We
have	already	considered	parity	checks	and	echo	checks	as	methods	to	verify	that	data	has	arrived	at	its	destination	unchanged.	An	Automatic	Repeat	Request	(ARQ)	is	a	third	way	used	to	check	data	following	data	transmission.	This	method	can	best	be	summarised	as	follows:	»	ARQ	uses	positive	and	negative	acknowledgements	(messages	sent	to	the
receiver	indicating	that	data	has/has	not	been	received	correctly)	and	timeout	(this	is	the	time	interval	allowed	to	elapse	before	an	acknowledgement	is	received)	»	the	receiving	device	receives	an	error	detection	code	as	part	of	the	data	transmission	(this	is	typically	a	Cyclic	Redundancy	Check	–	refer	to	Section	2.1.1);	this	is	used	to	detect	whether
the	received	data	contains	any	transmission	errors	»	if	no	error	is	detected,	a	positive	acknowledgement	is	sent	back	to	the	sending	device	»	however,	if	an	error	is	detected,	the	receiving	device	now	sends	a	negative	acknowledgement	to	the	sending	device	and	requests	re-transmission	of	the	data	»	a	time-out	is	used	by	the	sending	device	by	waiting
a	pre-determined	amount	of	time	….	»	...	and	if	no	acknowledgement	of	any	type	has	been	received	by	the	sending	device	within	this	time	limit,	it	automatically	re-sends	the	data	until	a	positive	acknowledgement	is	received	….	»	...	or	until	a	pre-determined	number	of	re-transmissions	has	taken	place	»	ARQ	is	often	used	by	mobile	phone	networks	to
guarantee	data	integrity.	62	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	62	18/02/21	3:48	PM	2.3	Symmetric	and	asymmetric	encryption	2.3	Symmetric	and	asymmetric	encryption	2.3.1	The	purpose	of	encryption	When	data	is	transmitted	over	any	public	network	(wired	or	wireless),	there	is	always	a	risk	of	it	being	intercepted	by,	for	example,	a
hacker.	Under	these	circumstances,	a	hacker	is	often	referred	to	as	an	eavesdropper.	Using	encryption	helps	to	minimise	this	risk.	Encryption	alters	data	into	a	form	that	is	unreadable	by	anybody	for	whom	the	data	is	not	intended.	It	cannot	prevent	the	data	being	intercepted,	but	it	stops	it	from	making	any	sense	to	the	eavesdropper.	This	is
particularly	important	if	the	data	is	sensitive	or	confidential	(for	example,	credit	card/bank	details,	medical	history	or	legal	documents).	Link	For	more	on	cyber	security	see	Chapter	5.	Plaintext	and	ciphertext	The	original	data	being	sent	is	known	as	plaintext.	Once	it	has	gone	through	an	encryption	algorithm,	it	produces	ciphertext:	Ciphertext
Plaintext	Ciphertext	Plaintext	Decryption	algorithm	Encryption	algorithm	Internet	Encryption	key	Decryption	key	▲	Figure	2.18	Plaintext	and	ciphertext	2.3.2	Symmetric	and	asymmetric	encryption	Symmetric	encryption	Symmetric	encryption	uses	an	encryption	key;	the	same	key	is	used	to	encrypt	and	decrypt	the	encoded	message.	First	of	all,
consider	a	simple	system	that	uses	a	10-digit	denary	encryption	key	(this	gives	1	×	1010	possible	codes);	and	a	decryption	key.	Suppose	our	encryption	key	is:	4291362856	which	means	every	letter	in	a	word	is	shifted	across	the	alphabet	+4,	+2,	+9,	+1,	and	so	on,	places.	For	example,	here	is	the	message	COMPUTER	SCIENCE	IS	EXCITING
(plaintext	on	the	top	line	of	Figure	2.19)	before	and	after	applying	the	encryption	key	(forming	the	ciphertext	shown	on	the	bottom	line	of	Figure	2.19):	C	O	M	P	U	T	E	R	S	C	I	E	N	C	E	I	S	E	X	C	I	T	I	N	G	4	2	9	1	3	6	2	8	5	6	4	2	9	1	3	6	2	8	5	6	4	2	9	1	3	G	Q	V	Q	X	Z	G	Z	X	I	M	G	W	D	H	O	U	M	C	I	M	V	R	O	J	▲	Figure	2.19	Plaintext	into	ciphertext	using	10-
digit	encryption	key	63	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	63	25/02/21	11:21	AM	2	Data	transmission	To	get	back	to	the	original	message,	it	will	be	necessary	to	apply	the	same	decryption	key;	that	is,	4	2	9	1	3	6	2	8	5	6.	But	in	this	case,	the	decryption	process	would	be	the	reverse	of	encryption	and	each	letter	would	be	shifted	–4,	–2,	–
9,	–1,	and	so	on.	For	example,	‘G’	‘C’,	‘Q’	‘O’,	‘V’	‘M’,	‘Q’	‘P’,	and	so	on.	However,	modern	computers	could	‘crack’	this	encryption	key	in	a	matter	of	seconds.	To	try	to	combat	this,	we	now	use	256-bit	binary	encryption	keys	that	give	2256	(approximately,	1.2	×	1077)	possible	combinations.	(Even	this	may	not	be	enough	as	we	head	towards	quantum
computers.)	Find	out	more	One	of	the	ways	of	mitigating	the	risk	of	symmetric	keys	falling	into	the	wrong	hands	(known	as	the	key	distribution	problem)	is	to	use	a	system	based	on	modulo-11,	where	both	sender	and	receiver	can	calculate	the	encryption	key	without	it	actually	being	exchanged	in	any	way.	Find	out	how	this	system	works.	The	real
difficulty	is	keeping	the	encryption	key	a	secret	(for	example,	it	needs	to	be	sent	in	an	email	or	a	text	message	which	can	be	intercepted).	Therefore,	the	issue	of	security	is	always	the	main	drawback	of	symmetrical	encryption,	since	a	single	encryption	key	is	required	for	both	sender	and	recipient.	Asymmetric	encryption	Asymmetric	encryption	was
developed	to	overcome	the	security	problems	associated	with	symmetric	encryption.	It	makes	use	of	two	keys	called	the	public	key	and	the	private	key:	»	public	key	(made	available	to	everybody)	»	private	key	(only	known	to	the	computer	user).	Both	types	of	key	are	needed	to	encrypt	and	decrypt	messages.	We	will	use	an	example	to	explain	how	this
works;	suppose	Tom	and	Jane	work	for	the	same	company	and	Tom	wishes	to	send	a	confidential	document	to	Jane:	1	Jane	uses	an	algorithm	to	generate	a	matching	pair	of	keys	(private	and	public)	that	they	must	keep	stored	on	their	computers;	the	matching	pairs	of	keys	are	mathematically	linked	but	can’t	be	derived	from	each	other.	2	Jane	now
sends	her	public	key	to	Tom.	Tom	Public	key	Jane	sends	Tom	her	public	key	Jane	Public	key	Private	key	▲	Figure	2.20	Jane	sends	Tom	her	public	key	3	Tom	now	uses	Jane’s	public	key	(	)	to	encrypt	the	document	he	wishes	to	send	to	her.	He	then	sends	his	encrypted	document	(ciphertext)	back	to	Jane.	Tom	Public	key	Tom	sends	Jane	an	encrypted
document	Jane	Public	key	Private	key	▲	Figure	2.21	Encrypted	document	sent	from	Tom	to	Jane	4	Jane	uses	her	matching	private	key	(	)	to	unlock	Tom’s	document	and	decrypt	it;	this	works	because	the	public	key	used	to	encrypt	the	document	and	the	private	key	used	to	decrypt	it	are	a	matching	pair	generated	on	Jane’s	computer.	(Jane	can’t	use	the
public	key	to	decrypt	the	message.)	64	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	64	18/02/21	3:48	PM	2.3	Symmetric	and	asymmetric	encryption	Activity	2.8	1	At	the	moment	Jane	can	only	receive	encrypted	documents	from	Tom.	Describe	what	would	need	to	happen	for	Jane	to	be	able	to	send	encrypted	documents	back	to	Tom.	2	Explain	why
this	method	is	much	more	secure	than	symmetric	encryption.	Jane	can	also	exchange	her	public	key	with	any	number	of	people	working	in	the	company,	so	she	is	able	to	receive	encrypted	messages	(which	have	been	encrypted	using	her	public	key	)	and	she	can	then	decrypt	them	using	her	matching	private	key:	Tom	Susan	Mike	Public	key	Public	key
Public	key	Megan	Public	key	Jane	Public	key	Private	key	▲	Figure	2.22	The	sharing	of	Jane’s	public	key	However,	if	a	two-way	communication	is	required	between	all	five	workers,	then	they	all	need	to	generate	their	own	matching	public	and	private	keys.	Once	this	is	done,	all	users	then	need	to	swap	public	keys	so	that	they	can	send	encrypted
documents/files/messages	between	each	other.	Each	worker	will	then	use	their	own	private	key	to	decrypt	information	being	sent	to	them.	Find	out	more	1	Using	Figure	2.22	as	your	template,	draw	a	new	diagram	showing	the	public	keys	and	private	keys	that	need	to	be	swapped	if	Jane	wishes	to	have	a	two-way	exchange	of	encrypted	documents
between	Tom,	Susan,	Mike	and	Megan.	2	Consider	the	complexity,	if	all	five	people	want	to	have	secure	two-way	communication	between	each	other	(and	not	just	with	Jane).	This	would	mean	each	of	the	five	workers	sharing	their	own	public	keys	with	each	of	the	other	workers.	Activity	2.9	For	each	of	the	following	ten	questions,	choose	which	of	the
five	options	corresponds	to	the	correct	response.	a	What	is	meant	by	the	term	ciphertext	when	used	in	encryption?	A 	an	encryption	or	decryption	algorithm	B 	an	encrypted	message	C 	a	type	of	session	key	D 	another	name	for	plaintext	E 	text	following	an	encryption	algorithm	65	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	65	25/02/21	11:22
AM	2	Data	transmission	b	When	carrying	out	asymmetric	encryption,	which	of	the	following	users	would	keep	the	private	key?	D 	all	recipients	of	the	message	A 	the	sender	E 	none	of	the	above	B 	the	receiver	C 	both	sender	and	receiver	c	In	encryption,	which	of	the	following	is	the	term	used	to	describe	the	message	before	it	is	encrypted?	D 
ciphertext	A 	simpletext	E 	firsttext	B 	plaintext	C 	notext	d	Which	of	the	following	is	the	biggest	disadvantage	of	using	symmetric	encryption?	A 	it	is	very	complex	and	time	consuming	B 	it	is	rarely	used	anymore	C 	the	value	of	the	key	reads	the	same	in	both	directions	D 	it	only	works	on	computers	with	older	operating	systems	E 	there	is	a
security	problem	when	transmitting	the	encryption	key	e	Which	of	the	following	is	the	correct	name	for	a	form	of	encryption	in	which	both	the	sender	and	the	recipient	use	the	same	key	to	encrypt	and	decrypt?	D 	same	key	encryption	A 	symmetric	key	encryption	E 	block	cipher	encryption	B 	asymmetric	key	encryption	C 	public	key	encryption	f
What	of	the	following	is	the	final	number	in	a	code,	which	is	calculated	from	all	the	numbers	in	the	code;	its	purpose	is	to	find	errors	in	data	entry?	D 	parity	bit	A 	parity	check	E 	check	digit	B 	checksum	C 	cyclic	redundancy	check	g	Which	of	the	following	is	a	form	of	error	detection	that	makes	use	of	a	system	of	acknowledgements	and	timeouts?
D 	parity	bit	A 	automatic	repeat	request	E 	cyclic	redundancy	check	B 	echo	check	C 	check	digit	h	Which	of	the	following	methods	uses	an	extra	bit	added	to	a	byte	to	ensure	it	contains	an	even	number	of	1s	or	odd	number	of	1s?	D 	check	digit	A 	cyclic	redundancy	check	E 	echo	check	B 	parity	check	C 	checksum	i	Which	of	the	following	uses	a
calculated	value	which	is	sent	after	a	block	of	data;	the	receiving	computer	also	calculates	the	value	from	the	block	of	data	and	compares	the	values?	D 	checksum	A 	parity	check	E 	automatic	repeat	request	B 	check	digit	C 	packet	switching	66	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	66	18/02/21	3:48	PM	2.3	Symmetric	and	asymmetric
encryption	j	Which	of	the	following	describes	the	check	where	the	receiving	computer	sends	back	a	copy	of	the	data	to	the	sending	computer	to	allow	it	to	compare	the	data?	D 	parity	check	A 	echo	check	E 	check	digit	B 	automatic	repeat	request	C 	checksum	Extension	For	those	students	considering	the	study	of	this	subject	at	A	Level,	the
following	section	gives	some	insight	into	further	study	on	encryption.	Quantum	cryptography	exploits	the	laws	of	quantum	mechanics	to	improve	on	the	security	of	data.	Quantum	cryptography	is	based	on	the	use	of	particles	of	light	called	photons	(with	energy	calculated	according	to	the	formula:	E	=	hf)	and	their	physical	quantum	properties	to
produce	a	virtually	unbreakable	encryption	system.	This	helps	protect	the	security	of	data	being	transmitted	over	fibre	optic	cables.	The	technology	is	based	on	the	laws	of	physics,	rather	than	mathematics	which	is	how	the	current	cryptography	methods	already	covered	in	this	chapter	work.	One	of	the	uses	of	quantum	cryptography	is	when	sending
encryption	keys	across	a	network	–	this	uses	a	Quantum	Key	Distribution	(QKD)	protocol	(one	of	the	most	common	is	called	BB84).	QKD	uses	quantum	mechanics	to	ensure	a	secure	transmission	of	encryption	keys.	They	use	a	Qubit	(Quantum	bit)	which	is	the	basic	unit	of	quantum	‘data’.	Unlike	normal	binary	(which	uses	discrete	0s	and	1s),	the	state
of	a	Qubit	is	both	0	and	1	until	the	photon	is	measured.	A	photon	normally	vibrates	or	oscillates	in	all	different	directions.	Polarisation	restricts	these	vibrations	to	particular	directions.	The	following	diagram	shows	how	a	photon	can	be	polarised	in	one	of	two	bases	–	the	rectilinear	(up/down	and	side-to-side)	basis	and	the	diagonal	basis.	Do	not	worry



too	much	about	what	a	basis	is	–	you	can	just	think	of	them	as	two	different	ways	of	preparing	and	measuring	the	photon.	Photon	oscillating	in	its	various	directions	Diagonal	basis	The	effect	of	four	polarisers	on	a	photon	showing	the	resultant	polarised	photon	Rectilinear	basis	▲	Figure	2.23	Quantum	cryptography	67	318281_C02_CAM_IGCSE
CO_SCI_045_074.indd	67	18/02/21	3:48	PM	2	Data	transmission	So	how	do	we	use	quantum	cryptography	to	send	an	encryption	key	from	‘A’	to	‘B’	using	the	QKD	protocol?	To	understand	this	we	need	to	note	that:	»	Photons	can	be	polarised	in	one	of	two	bases	–	rectilinear	or	diagonal.	»	In	the	rectilinear	basis,	1	can	be	represented	by 	and	0	by	.	In
the	diagonal	basis	1	is	and	0	is	.	»	A	photon	that	is	polarised	in	the	rectilinear	basis	will	always	give	the	same	result	when	measured	in	the	rectilinear	basis.	So,	if	a	photon	is	polarised	as	‘1’	in	the	rectilinear	basis	(	)	it	will	always	be	measured	in	the	rectilinear	basis	to	have	the	polarisation	.	»	Similarly,	a	photon	that	is	polarised	in	the	diagonal	basis
will	always	give	the	same	result	when	measured	in	the	diagonal	basis.	So,	if	a	photon	is	polarised	as	‘1’	in	the	diagonal	basis	(	)	it	will	always	be	measured	in	the	diagonal	basis	to	have	the	polarisation	.	»	However,	if	a	photon	is	polarised	in	the	rectilinear	basis	but	measured	in	the	diagonal	basis	then	information	about	the	original	polarisation	is	lost.
The	result	of	the	measurement	has	a	50-50	chance	of	being	or	because	in	the	diagonal	basis	the	photon	is	in	both	1	and	0	states	at	the	same	time!	This	measurement	tells	the	receiver	nothing	about	the	photon’s	original	polarisation	in	the	rectilinear	basis.	»	Similarly,	if	a	photon	is	polarised	in	the	diagonal	basis	but	measured	in	the	rectilinear	basis
then	information	about	the	original	polarisation	is	lost.	The	result	of	the	measurement	has	a	50-50	chance	of	being	or	because	in	the	rectilinear	basis	the	photon	is	in	both	1	and	0	states	at	the	same	time!	This	tells	the	receiver	nothing	about	the	photon’s	original	polarisation	in	the	diagonal	basis.	1	So,	the	sender	polarises	each	photon	using	a	basis
that	is	selected	at	random.	2	The	receiver	measures	each	photon	using	a	basis	that	is	selected	at	random.	3	The	sender	and	receiver	publicly	exchange	which	basis	they	used	for	each	photon.	Only	when	the	sender	and	receiver	use	the	same	basis	for	measurement	can	they	be	sure	that	are	both	reading	a	1	or	0.	When	they	used	the	same	basis	the
receiver	knows	they	have	measured	a	‘1’	or	‘0’	correctly.	In	this	chapter,	you	have	learnt	about:	✔	the	use	of	data	packets	when	sending	data	over	networks	✔	packet	switching	✔	types	of	data	transmission	(serial,	parallel,	simplex,	half-duplex	and	full-duplex)	✔	the	universal	serial	bus	(USB)	✔	how	errors	during	transmission	can	occur	and	how	to
recognise	them	and	recover	from	them	(using	parity	check,	checksum	and	echo	check)	✔	the	use	of	check	digits	to	identify	errors	following	data	entry	✔	how	automatic	repeat	requests	are	used	to	find	errors	in	transmitted	data	✔	why	encryption	of	data	is	used	✔	symmetric	and	asymmetric	encryption	✔	the	use	of	public	keys	and	private	keys	in
asymmetric	encryption.	68	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	68	18/02/21	3:48	PM	2.3	Symmetric	and	asymmetric	encryption	Key	terms	used	throughout	this	chapter	data	packet	–	a	small	part	of	a	message/data	that	is	transmitted	over	a	network;	after	transmission	all	the	data	packets	are	reassembled	to	form	the	original	message/data
packet	header	–	the	part	of	the	data	packet	that	contains	the	IP	addresses	of	the	sender	and	receiver,	and	includes	the	packet	number	which	allows	reassembly	of	the	data	packets	packet	trailer	–	the	part	of	a	data	packet	that	indicates	the	end	of	the	data	packet	and	cyclic	redundancy	check	error	check	cyclic	redundancy	check	(CRC)	–	an	error
checking	method	in	which	all	the	1-bits	in	the	data	packet	payload	are	added	and	the	total	is	stored	in	the	packet	trailer;	the	same	calculation	is	repeated	at	the	receiving	station	payload	–	the	actual	data	being	carried	in	a	data	packet	node	–	stages	in	a	network	that	can	receive	and	transmit	data	packets;	routers	are	nodes	in	communication	networks
packet	switching	–	a	method	of	transmission	in	which	a	message	is	broken	into	many	data	packets	which	can	then	be	sent	along	pathways	independently	of	each	other	router	–	a	device	that	enables	data	packets	to	be	moved	between	different	networks,	for	example	to	join	a	LAN	to	a	WAN	real	time	streaming	–	the	transmission	of	data	over	a	network
for	live	events	where	the	data	is	sent	as	soon	as	it	is	received	or	generated	hopping/hop	number	–	a	number	in	a	data	packet	header	used	to	stop	data	packets	that	never	reach	their	destination	from	‘clogging	up’	the	data	paths/routes	simplex	–	data	that	can	be	sent	on	one	direction	only	half-duplex	–	data	that	can	be	sent	in	both	directions	but	not	at
the	same	time	full-duplex	–	data	that	can	be	sent	in	both	directions	at	the	same	time	(simultaneously)	serial	data	transmission	–	sending	data	down	one	channel/wire	one	bit	at	a	time	parallel	data	transmission	–	sending	data	down	several	channels/wires	several	bits	at	a	time	(usually	1	byte)	skewed	(data)	–	data	that	arrives	at	the	destination	with	the
bits	no	longer	synchronised	universal	serial	bus	(USB)	–	a	type	of	serial	data	transmission	which	has	become	the	industry	standard	for	connecting	computers	to	devices	via	a	USB	port	parity	check	–	a	method	used	to	check	if	data	has	been	transferred	correctly;	it	makes	use	of	even	parity	(an	even	number	of	1-bits)	or	odd	parity	(an	odd	number	of	1-
bits)	parity	bit	–	a	bit	(either	0	or	1)	added	to	a	byte	of	data	in	the	most	significant	bit	position;	this	ensures	that	the	byte	follows	the	correct	even	parity	or	odd	parity	protocol	parity	block	–	a	horizontal	and	vertical	parity	check	on	a	block	of	data	being	transmitted	parity	byte	–	an	extra	byte	of	data	sent	at	the	end	of	a	parity	block;	it	is	composed	of	the
parity	bits	generated	from	a	vertical	parity	check	of	the	data	block	checksum	–	a	verification	method	used	to	check	if	data	transferred	has	been	altered	or	corrupted;	calculated	from	the	block	of	data	of	data	being	sent;	the	checksum	value	is	sent	after	each	data	block	69	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	69	18/02/21	3:48	PM	2	Data
transmission	automatic	repeat	request	(ARQ)	–	a	method	of	checking	transmitted	data	for	errors;	it	makes	use	of	acknowledgement	and	timeout	to	automatically	request	re-sending	of	data	if	the	time	interval	before	positive	acknowledgement	is	too	long	acknowledgement	–	a	message	sent	to	the	receiver	indicating	that	data	has	been	received	correctly
(used	in	the	ARQ	error	detection	method)	timeout	–	the	time	interval	allowed	to	elapse	before	an	acknowledgement	is	received	(in	the	ARQ	error	detection	method)	echo	check	–	a	method	used	to	check	if	data	has	been	transferred	correctly;	data	is	sent	to	a	receiver	and	then	immediately	sent	back	to	the	sender;	the	sender	then	checks	if	the	received
data	matches	the	sent	data	check	digit	–	an	additional	digit	appended	to	a	number	to	check	if	the	entered	number	is	error-free;	check	digit	is	a	data	entry	check	and	not	a	data	transmission	check	eavesdropper	–	another	name	for	a	hacker	who	intercepts	data	being	transmitted	on	a	wired	or	wireless	network	encryption	–	the	process	of	making	data
meaningless	using	encryption	keys;	without	the	correct	decryption	key	the	data	cannot	be	decoded	(unscrambled)	plaintext	–	the	original	text/message	before	it	is	put	through	an	encryption	algorithm	ciphertext	–	encrypted	data	that	is	the	result	of	putting	a	plaintext	message	through	an	encryption	algorithm	encryption	algorithm	–	a	complex	piece	of
software	that	takes	plaintext	and	generates	an	encrypted	string	known	as	ciphertext	symmetric	encryption	–	a	type	of	encryption	in	which	the	same	encryption	key	is	used	both	to	encrypt	and	decrypt	a	message	asymmetric	encryption	–	a	type	of	encryption	that	uses	public	keys	and	private	keys	to	ensure	data	is	secure	public	key	–	a	type	of	encryption
key	that	is	known	to	all	users	private	key	–	a	type	of	encryption	key	which	is	known	only	to	the	single	computer/user	quantum	computer	–	a	computer	that	can	perform	very	fast	calculations;	it	can	perform	calculations	that	are	based	on	probability	rather	than	simple	0	or	1	values;	this	gives	a	quantum	computer	the	potential	to	process	considerably
more	data	than	existing	computers	70	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	70	18/02/21	3:48	PM	Exam-style	questions	Exam-style	questions	1	A	company	owns	a	number	of	vending	machines.	Data	is	sent	from	each	of	these	machines	at	the	end	of	the	day.	The	data	contains	amount	of	money	taken,	products	sold	and	any	error
conditions/reports.	a	The	company	uses	both	echo	checking	and	automatic	repeat	requests	(ARQs).	i	Describe	how	echo	checks	work.	Explain	whether	this	is	a	suitable	error	checking	method	in	this	application.	[2]	ii	Describe	how	automatic	repeat	request	(ARQ)	works.	[3]	b	Checksum	and	check	digit	are	two	terms	often	confused	by	students.
Describe	three	differences	of	the	two	techniques.	[3]	2	Explain	each	of	the	following	computer	terms:	i	packet	switching	ii	cyclic	redundancy	check	iii	data	skewing	iv	universal	serial	bus	v	parity	bit.	[10]	3	Eight	descriptions	are	given	in	the	following	table.	The	table	columns	are	labelled	checksum,	parity	check	and	ARQ.	Tick	(✓)	the	appropriate
column	which	correctly	matches	each	description	to	the	error-checking	technique.	For	each	description,	it	is	possible	to	match	1,	2,	3	or	none	of	the	error-checking	methods.	Description	[8]	Checksum	Parity	check	ARQ	✓	✓	✓	extra	bit	sent	with	each	byte	of	data	makes	use	of	timeout	and	acknowledgement	if	an	error	is	found,	a	request	is	made	to	re-
send	the	data	check	on	whether	a	data	packet	has	been	changed	following	transmission	re-calculation	made	on	any	additional	data	values	sent	to	the	recipient	data	is	transmitted	in	blocks	or	packets	a	method	that	can	determine	which	bit	in	a	data	stream	has	been	changed	additional	value	sent	at	the	end	of	a	block	of	data	to	be	used	to	check	if	any
data	transmission	errors	occurred	4	a	Four	statements	about	automatic	repeat	requests	(ARQs)	are	given	below,	but	they	are	not	in	the	correct	order.	Put	the	statements	into	their	correct	sequence.	i	the	sending	computer	waits	for	a	period	of	time	to	see	if	the	receiving	computer	acknowledges	receipt	of	the	data	ii	after	a	set	time	period,	a	timeout
occurs	which	automatically	triggers	the	re-sending	of	the	data	71	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	71	18/02/21	3:48	PM	2	Data	transmission	iii	the	sending	computer	transmits	a	block	of	data	to	the	receiving	computer	iv	this	continues	until	the	receiving	computer	sends	an	acknowledgement	that	the	data	has	been	received	[3]	b	Five
statements	about	checksum	error	checking	are	given	below,	but	they	are	not	in	the	correct	order.	Put	the	statements	into	their	correct	sequence.	 i	if	the	two	checksum	values	don’t	match,	the	receiving	computer	requests	the	data	to	be	re-transmitted	 ii	the	sending	computer	sends	a	block	of	data	together	with	the	checksum	value	 iii	the	receiving
computer	uses	the	block	of	data	it	receives	to	re-calculate	the	checksum	using	the	same	method	as	the	sending	computer	iv	the	two	checksum	values	are	compared	by	the	receiving	computer	 v	the	sending	computer	uses	the	block	of	data	to	calculate	the	[4]	checksum	using	an	agreed	method	c	Five	statements	about	parity	checking	are	given	below,
but	they	are	not	in	the	correct	order.	Put	the	statements	into	their	correct	sequence.	i	the	sending	computer	sends	the	binary	data	including	the	parity	bits	ii	the	sending	and	receiving	computers	agree	the	parity	protocol	(odd	or	even)	iii	the	sending	computer	adds	a	parity	bit	to	each	byte	to	make	the	byte	odd	or	even	parity	iv	the	receiving	computer
checks	the	parity	of	each	byte	received	and	checks	it	against	the	agreed	protocol	v	if	the	parity	of	the	byte	is	incorrect,	the	receiving	computer	requests	the	data	to	be	re-sent	[4]	d	Six	statements	about	check	digits	are	given	below,	but	they	are	not	in	the	correct	order.	Put	the	statements	into	their	correct	sequence.	i	a	human	operator	will	be	asked	by
the	computer	to	re-enter	the	numerical	code	ii	the	computer	calculates	the	check	digit	based	on	the	numerical	code	entered	into	the	computer	by	a	human	operator	iii	if	the	two	check	digits	don’t	match,	the	human	operator	has	made	an	error	when	entering	the	numerical	code	iv	the	computer	compares	the	calculated	check	digit	with	the	check	digit
typed	in	by	the	human	operator	v	a	human	operator	types	in	the	numerical	code	into	the	computer	vi	the	check	digit	is	calculated	and	added	to	the	numerical	code[5]	5	a	Describe	what	is	meant	by	symmetric	encryption.[2]	b	Describe	what	is	meant	by	asymmetric	encryption.[3]	c	Explain	why	encryption	is	used	when	transmitting	data	over	a	network.
[2]	72	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	72	18/02/21	3:48	PM	Exam-style	questions	6	Six	descriptions	are	shown	on	the	left	and	ten	computer	terms	on	the	right.	By	drawing	lines,	connect	each	description	to	the	correct	computer	term	(not	all	of	the	computer	terms	will	be	used).	a	method	of	error	detection;	a	value	is	calculated	from	a
block	of	data	and	is	sent	with	the	block	of	data	during	data	transmission	[6]	skewed	data	half-duplex	a	method	of	error	detection;	it	is	based	on	counting	the	number	of	1-bits;	uses	an	additional	bit	which	is	the	most	significant	bit	in	the	byte	checksum	ARQ	a	data	transmission	method	where	data	can	be	sent	in	both	directions	at	the	same	time
(simultaneously)	full-duplex	check	digit	a	data	transmission	method	where	data	is	sent	one	bit	at	a	time	over	a	single	channel/wire	universal	serial	bus	a	data	error	occurring	when	data	arrives	at	the	destination	out	of	synchronisation	encryption	serial	a	form	of	serial	data	transmission	which	allows	devices	to	communicate	with	a	computer;	it	has
become	the	industrial	standard	parity	check	7	A	file	server	is	used	as	a	central	data	store	for	a	network	of	computers.	Rory	sends	data	from	his	computer	to	a	file	server	that	is	approximately	100	metres	away.	It	is	important	that	the	data	is	transmitted	accurately.	Rory	needs	to	be	able	to	read	data	from	and	write	data	to	the	file	server	at	the	same
time.	a	i	Use	ticks	(✓)	to	identify	the	most	suitable	data	transmission	methods	for	this	application.	[2]	Method	1	Tick	✓	Method	2	Serial	Simplex	Parallel	Half-duplex	Tick	✓	Duplex	ii	Explain	why	your	answer	to	a	i	is	the	most	suitable	data	transmission.[4]	b	Identify	and	describe	two	methods	of	error	checking	that	can	be	used	to	make	sure	that	the
data	stored	after	transmission	is	accurate.	[6]	Cambridge	O	Level	Computer	Science	2210,	Paper	12	Q4,	Oct/Nov	2017	73	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	73	18/02/21	3:48	PM	2	Data	transmission	8	Maisey	purchases	a	new	router	and	attaches	it	to	her	computer.	The	connection	she	sets	up	uses	duplex	data	transmission.	a	Five
statements	are	given	about	duplex	data	transmission.	Tick	(✓)	to	show	if	the	statement	is	True	or	False.[5]	Statement	True	✓	False	✓	Duplex	data	transmission	can	be	either	serial	or	parallel	Duplex	data	transmission	is	when	data	is	transmitted	both	ways,	but	only	one	way	at	a	time	Duplex	transmission	is	always	used	to	connect	a	device	to	a
computer	Duplex	data	transmission	is	when	data	is	transmitted	both	ways	at	the	same	time	Duplex	data	transmission	automatically	detects	any	errors	in	data	b	Maisey’s	computer	uses	an	integrated	circuit	(IC)	for	data	transmission	that	sends	multiple	bits	at	the	same	time.	State	whether	the	IC	uses	serial	or	parallel	data	transmission.[1]	c	Maisey
purchases	a	new	printer	and	connects	it	to	her	computer	using	the	USB	port.	Explain	two	benefits	of	using	a	USB	connection.	[4]	Cambridge	O	Level	Computer	Science	2210,	Paper	12	Q9,	Oct/Nov	2019	74	318281_C02_CAM_IGCSE	CO_SCI_045_074.indd	74	18/02/21	3:48	PM	3	Hardware	In	this	chapter	you	will	learn	about:	★	computer	architecture	–
the	Central	Processing	Unit	(CPU)/microprocessor	–	von	Neumann	architecture	–	arithmetic	and	logic	unit	(ALU),	control	unit	(CU)	and	registers	–	control	bus,	address	bus,	data	bus	–	cores,	cache	and	the	internal	clock	–	Fetch–Decode–Execute	cycle	–	instruction	set	for	a	CPU	–	embedded	systems	★	input	and	output	devices	–	the	following	input
devices:	barcode	and	QR	code	scanners,	digital	cameras,	keyboards,	microphones,	mouse,	2D/3D	scanners	and	touch	screens	–	the	following	output	devices:	actuators,	light	projectors,	inkjet	and	laser	printers,	LED	and	LCD	screens,	speakers	and	3D	printers	–	sensors	and	their	use	in	control	and	monitoring	★	data	storage	–	primary	storage	(RAM	and
ROM)	–	secondary	storage	(magnetic,	optical	and	solid	state)	–	virtual	memories	–	cloud	storage	★	network	hardware	–	network	systems	(NIC,	MAC	address,	IP	address	and	routers).	This	chapter	considers	the	hardware	found	in	many	computer	systems.	The	hardware	that	makes	up	the	computer	itself	and	the	various	input	and	output	devices	will	all
be	covered.	3.1	Computer	architecture	3.1.1	The	central	processing	unit	(CPU)	The	central	processing	unit	(CPU)	(also	known	as	a	microprocessor	or	processor)	is	central	to	all	modern	computer	systems	(including	tablets	and	smartphones).	The	CPU	is	very	often	installed	as	an	integrated	circuit	on	a	single	microchip.	The	CPU	has	the	responsibility
for	the	execution	or	processing	of	all	the	instructions	and	data	in	a	computer	application.	As	Figure	3.1	shows,	the	CPU	consists	of:	»	control	unit	(CU)	»	arithmetic	and	logic	unit	(ALU)	»	registers	and	buses.	3.1.2	Von	Neumann	architecture	Early	computers	were	fed	data	while	the	machines	were	actually	running;	it	wasn’t	possible	to	store	programs
or	data,	which	meant	they	couldn’t	operate	without	75	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	75	18/02/21	3:50	PM	3	Hardware	considerable	human	intervention.	In	the	mid-1940s,	John	von	Neumann	developed	the	concept	of	the	‘stored	program	computer’,	which	has	been	the	basis	of	computer	architecture	ever	since.	The	von	Neumann
architecture	had	the	following	main	novel	features	(none	of	which	were	available	in	computers	prior	to	the	mid-1940s):	»	»	»	»	the	concept	of	a	central	processing	unit	(CPU	or	processor)	the	CPU	was	able	to	access	the	memory	directly	computer	memories	could	store	programs	as	well	as	data	stored	programs	were	made	up	of	instructions	which
could	be	executed	in	sequential	order.	There	are	many	diagrams	of	von	Neumann	CPU	architecture	in	other	textbooks	and	on	the	internet.	The	following	diagram	is	one	example	of	a	simple	representation	of	von	Neumann	architecture:	Data	bus	Address	bus	Memory	address	register	(MAR)	Program	counter	(PC)	Memory	data	register	(MDR)	System
clock	Control	bus	CONTROL	UNIT	(CU)	Current	instruction	register	(CIR)	ARITHMETIC	&	LOGIC	UNIT	(ALU)	Accumulator	(ACC)	CPU	▲	Figure	3.1	Von	Neumann	architecture	Components	of	the	central	processing	unit	(CPU)	The	main	components	of	the	CPU	are	the	Control	Unit	(CU),	Arithmetic	&	Logic	Unit	(ALU)	and	system	clock.	Arithmetic	&
Logic	Unit	(ALU)	The	Arithmetic	&	Logic	Unit	(ALU)	allows	the	required	arithmetic	(e.g.	+,	-	and	shifting)	or	logic	(e.g.	AND,	OR)	operations	to	be	carried	out	while	a	program	is	being	run;	it	is	possible	for	a	computer	to	have	more	than	one	ALU	to	carry	out	specific	functions.	Multiplication	and	division	are	carried	out	by	a	sequence	of	addition,
subtraction	and	left	or	right	logical	shift	operations.	Link	For	more	arithmetic	operations,	please	refer	to	Chapter	1.	Control	Unit	(CU)	The	control	unit	reads	an	instruction	from	memory.	The	address	of	the	location	where	the	instruction	can	be	found	is	stored	in	the	Program	Counter	(PC).	This	instruction	is	then	interpreted	using	the	Fetch–Decode–
Execute	cycle	(see	later	in	this	section).	During	that	process,	signals	are	generated	along	the	control	bus	to	tell	the	other	components	in	the	computer	what	to	do.	The	control	unit	ensures	synchronisation	of	data	flow	and	program	instructions	throughout	the	computer.	A	76	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	76	18/02/21	3:50	PM	3.1
Computer	architecture	Link	For	more	details	of	the	system	clock,	see	Section	3.1.3.	Link	For	more	details	on	RAM,	see	Section	3.3.	system	clock	is	used	to	produce	timing	signals	on	the	control	bus	to	ensure	this	vital	synchronisation	takes	place	–	without	the	clock	the	computer	would	simply	crash!	The	RAM	holds	all	the	data	and	programs	needed	to
be	accessed	by	the	CPU.	The	RAM	is	often	referred	to	as	the	Immediate	Access	Store	(IAS).	The	CPU	takes	data	and	programs	held	in	backing	store	(e.g.	a	hard	disk	drive)	and	puts	them	into	RAM	temporarily.	This	is	done	because	read/write	operations	carried	out	using	the	RAM	are	considerably	faster	than	read/write	operations	to	backing	store;
consequently,	any	key	data	needed	by	an	application	will	be	stored	temporarily	in	RAM	to	considerably	speed	up	operations.	Registers	One	of	the	most	fundamental	components	of	the	von	Neumann	system	are	the	registers.	Registers	can	be	general	or	special	purpose.	We	will	only	consider	the	special	purpose	registers.	A	full	list	of	the	registers	used
in	this	textbook	are	summarised	in	Table	3.1.	The	use	of	these	registers	is	explained	more	fully	in	the	Fetch–Decode–Execute	cycle	(see	later	in	this	section).	▼	Table	3.1	Specific	purpose	registers	Register	Abbreviation	used	Function/purpose	of	register	current	instruction	CIR	register	this	register	stores	the	current	instruction	being	decoded	and
executed	accumulator	ACC	this	register	is	used	when	carrying	out	ALU	calculations;	it	stores	data	temporarily	during	the	calculations	memory	address	register	MAR	this	register	stores	the	address	of	the	memory	location	currently	being	read	from	or	written	to	memory	data/	buffer	register	MDR	this	register	stores	data	which	has	just	been	read	from
memory	or	data	which	is	about	to	be	written	to	memory	program	counter	PC	this	register	stores	the	address	where	the	next	instruction	to	be	read	can	be	found	System	buses	and	memory	Earlier	on,	Figure	3.1	referred	to	some	components	labelled	as	buses.	Figure	3.2	shows	how	these	buses	are	used	to	connect	the	CPU	to	the	memory	and	to	input/
output	devices.	CPU	Memory	Input/Output	Ports	Control	bus	Address	bus	Data	bus	System	bus	▲	Figure	3.2	System	buses	and	memory	77	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	77	18/02/21	3:50	PM	3	Hardware	▼	Table	3.2	Section	of	computer	memory	Address	Contents	1111	0000	0111	0010	1111	0001	0101	1011	1111	0010	1101	1101
Memory	The	computer	memory	is	made	up	of	a	number	of	partitions.	Each	partition	consists	of	an	address	and	its	contents.	Table	3.2	uses	8	bits	for	each	address	and	8	bits	for	the	content.	In	a	real	computer	memory,	the	address	and	its	contents	are	actually	much	larger	than	this.	The	address	will	uniquely	identify	every	location	in	the	memory	and
the	contents	will	be	the	binary	value	stored	in	each	location.	1111	0011	0111	1011	Let	us	now	consider	two	examples	of	how	the	MAR	and	MDR	registers	can	be	used	when	carrying	out	a	read	and	write	operation	to	and	from	memory:	1111	1100	1110	1010	First,	consider	the	READ	operation.	We	will	use	the	memory	section	shown	in	Table	3.2.
Suppose	we	want	to	read	the	contents	of	memory	location	1111	0001;	the	two	registers	are	used	as	follows:	1111	1101	1001	0101	1111	1110	1000	0010	1111	1111	0101	0101	»	the	address	of	location	1111	0001	to	be	read	from	is	first	written	into	the	MAR	(memory	address	register):	MAR:	1	1	1	1	0	0	0	1	»	a	‘read	signal’	is	sent	to	the	computer
memory	»	the	contents	of	memory	location	1111	0001	are	then	put	into	the	MDR	(memory	data	register):	MDR:	0	1	0	1	1	0	1	1	Now	let	us	now	consider	the	WRITE	operation.	Again,	we	will	use	the	memory	section	shown	in	Table	3.2.	Suppose	this	time	we	want	to	show	how	the	value	1001	0101	was	written	into	memory	location	1111	1101:	»	the	data
to	be	stored	is	first	written	into	the	MDR	(memory	data	register):	MDR:	1	0	0	1	0	1	0	1	»	this	data	has	to	be	written	into	location	with	address:	1111	1101;	so	this	address	is	now	written	into	the	MAR:	MAR:	1	1	1	1	1	1	0	1	»	finally,	a	‘write	signal’	is	sent	to	the	computer	memory	and	the	value	10010101	will	then	be	written	into	the	correct	memory
location.	Input	and	output	devices	The	input	and	output	devices	will	be	covered	in	more	detail	in	Section	3.2.	They	are	the	main	method	of	entering	data	into	and	getting	data	out	of	computer	systems.	Input	devices	convert	external	data	into	a	form	the	computer	can	understand	and	can	then	process	(e.g.	keyboards,	touch	screens	and	microphones).
Output	devices	show	the	results	of	computer	processing	in	a	human	understandable	form	(e.g.	printers,	monitors	and	loudspeakers).	78	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	78	18/02/21	3:50	PM	3.1	Computer	architecture	(System)	buses	(System)	buses	are	used	in	computers	as	parallel	transmission	components;	each	wire	in	the	bus
transmits	one	bit	of	data.	There	are	three	common	buses	used	in	the	von	Neumann	architecture	known	as:	address	bus,	data	bus	and	control	bus.	Address	bus	As	the	name	suggests,	the	address	bus	carries	addresses	throughout	the	computer	system.	Between	the	CPU	and	memory,	the	address	bus	is	unidirectional	(i.e.	bits	can	travel	in	one	direction
only);	this	prevents	addresses	being	carried	back	to	the	CPU,	which	would	be	an	undesirable	feature.	The	width	of	a	bus	is	very	important.	The	wider	the	bus,	the	more	memory	locations	that	can	be	directly	addressed	at	any	given	time,	e.g.	a	bus	of	width	16 bits	can	address	216	(65 536)	memory	locations	whereas	a	bus	width	of	32 bits	allows	4 294 
967 296	memory	locations	to	be	simultaneously	addressed.	However,	even	this	isn’t	large	enough	for	modern	computers	but	the	technology	behind	even	wider	buses	is	outside	the	scope	of	this	book.	Data	bus	The	data	bus	is	bidirectional	(allowing	data	to	be	sent	in	both	directions	along	the	bus).	This	means	data	can	be	carried	from	CPU	to	memory
(and	vice	versa)	and	to	and	from	input/output	devices.	It	is	important	to	point	out	that	data	can	be	an	address,	an	instruction	or	a	numerical	value.	As	with	the	address	bus,	the	width	of	the	data	bus	is	important;	the	wider	the	bus	the	larger	the	word	length	that	can	be	transported.	(A	word	is	a	group	of	bits	which	can	be	regarded	as	a	single	unit	e.g.
16-bit,	32-bit	or	64-bit	word	lengths	are	the	most	common.)	Larger	word	lengths	can	improve	the	computer’s	overall	performance.	Control	bus	The	control	bus	is	also	bidirectional.	It	carries	signals	from	the	control	unit	(CU)	to	all	the	other	computer	components.	It	is	usually	8-bits	wide.	There	is	no	real	need	for	it	to	be	any	wider	since	it	only	carries
control	signals.	Fetch–Decode–Execute	cycle	To	carry	out	a	set	of	instructions,	the	CPU	first	of	all	fetches	some	data	and	instructions	from	memory	and	stores	them	in	suitable	registers.	Both	the	address	bus	and	data	bus	are	used	in	this	process.	Once	this	is	done,	each	instruction	needs	to	be	decoded	before	finally	being	executed.	This	is	all	known	as
the	Fetch–Decode–Execute	cycle.	Fetch	Both	data	and	instruction	can	be	stored	in	MDR.	In	the	Fetch–Decode–Execute	cycle,	the	next	instruction	is	fetched	from	the	memory	address	currently	stored	in	the	MAR	and	the	instruction	is	stored	in	the	MDR.	The	contents	of	the	MDR	are	then	copied	to	the	Current	Instruction	Register	(CIR).	The	PC	is	then
incremented	(increased	by	1)	so	that	the	next	instruction	can	be	then	be	processed.	Link	See	Section	4.2.2	for	more	details	about	these	instructions.	Decode	The	instruction	is	then	decoded	so	that	it	can	be	interpreted	in	the	next	part	of	the	cycle.	Execute	The	CPU	passes	the	decoded	instruction	as	a	set	of	control	signals	to	the	appropriate
components	within	the	computer	system.	This	allows	each	instruction	to	be	carried	out	in	its	logical	sequence.	79	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	79	18/02/21	3:50	PM	3	Hardware	Figure	3.3	shows	how	the	Fetch–Decode–Execute	cycle	is	carried	out	in	the	von	Neumann	computer	model.	START	Any	instructions?	No	Yes	The	Program
Counter	(PC)	contains	the	address	of	the	memory	location	of	the	next	instruction	which	has	to	be	fetched	This	address	is	then	copied	from	the	PC	to	the	memory	address	register	(MAR);	this	is	done	using	the	address	bus	The	contents	(instruction)	at	the	memory	location	(address)	contained	in	MAR	are	then	copied	temporarily	into	the	memory	data
register	(MDR)	Continue	process	The	contents	(instruction)	of	the	MDR	are	then	copied	and	placed	into	the	Current	Instruction	Register	(CIR)	The	value	in	the	PC	is	then	incremented	by	1	so	that	it	now	points	to	the	next	instruction	which	has	to	be	fetched	The	instruction	is	finally	decoded	and	then	executed	by	sending	out	signals	(via	the	control
bus)	to	the	various	components	of	the	computer	system	Yes	Any	more	instructions	to	service?	No	END	▲	Figure	3.3	Fetch–Decode–Execute	cycle	flowchart	3.1.3	Cores,	cache	and	internal	clock	We	will	now	consider	the	factors	that	determine	the	performance	of	a	CPU.	The	first	thing	to	consider	is	the	role	of	the	system	clock.	The	clock	defines	the
clock	cycle	that	synchronises	all	computer	operations.	As	mentioned	earlier,	the	control	bus	transmits	timing	signals	ensuring	everything	is	fully	synchronised.	By	increasing	clock	speed,	the	processing	speed	of	the	computer	is	also	increased	(a	typical	current	value	is	3.5 GHz	–	which	means	3.5	billion	clock	cycles	a	second).	Although	the	speed	of	the
computer	may	have	been	increased,	it	isn’t	possible	to	say	that	a	computer’s	overall	performance	is	necessarily	increased	by	using	a	higher	clock	speed.	Other	factors	need	to	be	considered,	for	example:	1	The	width	of	the	address	bus	and	data	bus	(as	mentioned	earlier)	can	also	affect	computer	performance	and	needs	to	be	taken	into	account.	80
318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	80	18/02/21	3:50	PM	3.1	Computer	architecture	2	Overclocking	is	a	factor	to	consider.	The	clock	speed	can	be	changed	by	accessing	the	BIOS	(Basic	Input/Output	System)	and	altering	the	settings.	However,	using	a	clock	speed	higher	than	the	computer	was	designed	for	can	lead	to	problems,	for
example:	i	execution	of	instructions	outside	design	limits	can	lead	to	seriously	unsynchronised	operations	(i.e.	an	instruction	is	unable	to	complete	in	time	before	the	next	one	is	due	to	be	executed)	–	the	computer	would	frequently	crash	and	become	unstable	ii	overclocking	can	lead	to	serious	overheating	of	the	CPU	again	leading	to	unreliable
performance.	3	The	use	of	cache	memories	can	also	improve	CPU	performance.	Unlike	RAM,	cache	memory	is	located	within	the	CPU	itself,	which	means	it	has	much	faster	data	access	times	than	RAM.	Cache	memory	stores	frequently	used	instructions	and	data	that	need	to	be	accessed	faster,	which	improves	CPU	performance.	When	a	CPU	wishes
to	read	memory,	it	will	first	check	out	the	cache	and	then	move	on	to	main	memory/RAM	if	the	required	data	isn’t	there.	The	larger	the	cache	memory	size	the	better	the	CPU	performance.	4	The	use	of	a	different	number	of	cores	can	improve	computer	performance.	One	core	is	made	up	of	an	ALU,	a	control	unit	and	the	registers.	Many	computers	are
dual	core	(the	CPU	is	made	up	of	two	cores)	or	quad	core	(the	CPU	is	made	up	of	four	cores).	The	idea	of	using	more	cores	alleviates	the	need	to	continually	increase	clock	speeds.	However,	doubling	the	number	of	cores	doesn’t	necessarily	double	the	computer’s	performance	since	we	have	to	take	into	account	the	need	for	the	CPU	to	communicate
with	each	core;	this	will	reduce	overall	performance.	For	example,	with	a	dual	core	the	CPU	communicates	with	both	cores	using	one	channel	reducing	some	of	the	potential	increase	in	its	performance:	(1	channel)	Core	1	Core	2	▲	Figure	3.4	while,	with	a	quad	core	the	CPU	communicates	with	all	four	cores	using	six	channels,	considerably	reducing
potential	performance:	Core	1	Core	2	(6	channels)	Core	3	Core	4	▲	Figure	3.5	So	all	these	factors	need	to	be	taken	into	account	when	considering	computer	performance.	Summarising	these	points:	»	increasing	bus	width	(data	and	address	buses)	increases	the	performance	and	speed	of	a	computer	system	»	increasing	clock	speed	will	potentially
increase	the	speed	of	a	computer	81	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	81	18/02/21	3:50	PM	3	Hardware	»	a	computer’s	performance	can	be	changed	by	altering	bus	width,	clock	speed	and	use	of	multi-core	CPUs	»	use	of	cache	memories	can	also	speed	up	a	CPU’s	performance.	Activity	3.1	1	a	Name	three	buses	used	in	the	von
Neumann	architecture.	b	Describe	the	function	of	each	named	bus.	c	Describe	how	bus	width	and	clock	speed	can	affect	computer	performance.	2	Complete	the	following	paragraph	by	using	terms	from	this	chapter:	The	CPU	…………………	data	and	instructions	required	for	an	application	and	temporarily	stores	them	in	the	…………………….	until	they
can	be	processed.	The	…………………………	is	used	to	hold	the	address	of	the	next	instruction	to	be	executed.	This	address	is	copied	to	the	…………………………	using	the	……………………………	The	contents	at	this	address	are	stored	in	the	…………………………..	Each	instruction	is	then	………………………….	and	finally	……………………..	by	sending	out
………………………….	using	the	………………………………………	Any	calculations	carried	out	are	done	using	the	…………………………………….	During	any	calculations,	data	is	temporarily	held	in	a	special	purpose	register	known	as	the	………………………………….	3.1.4	Instruction	set	In	a	computer	system,	instructions	are	a	set	of	operations	which	are
decoded	in	sequence.	Each	operation	will	instruct	the	ALU	and	CU	(which	are	part	of	the	CPU).	An	operation	is	made	up	of	an	opcode	and	an	operand.	The	opcode	informs	the	CPU	what	operation	needs	to	be	done	Link	See	Section	4.2.2	for	examples	of	opcodes	and	operands	in	assembly	language.	Link	For	more	on	interpreters	and	compilers	see
Section	4.2.3.	The	operand	is	the	data	which	needs	to	be	acted	on	or	it	can	refer	to	a	register	in	the	memory	Since	the	computer	needs	to	understand	the	operation	to	be	carried	out,	there	is	actually	a	limited	number	of	opcodes	that	can	be	used;	this	is	known	as	the	instruction	set.	All	software	running	on	a	computer	will	contain	a	set	of	instructions
(which	need	to	be	converted	into	binary).	The	Fetch–Decode–Execute	cycle	is	the	sequence	of	steps	used	by	the	CPU	to	process	each	instruction	in	sequence.	One	example	of	an	instruction	set	is	the	X86,	a	common	CPU	standard	used	in	many	modern	computers.	Although	different	computer	manufacturers	will	adopt	their	own	internal	electronic
design,	if	the	computer	is	based	on	the	X86	CPU	then	all	designs	will	share	almost	identical	instruction	sets.	For	example,	Intel	Pentium	and	AMD	Athlon	CPUs	use	almost	identical	X86	instruction	sets	even	though	they	are	based	on	very	different	electronic	designs.	(Note	of	caution:	do	not	confuse	instruction	sets	with	programming	code;	instruction
sets	are	the	low-level	language	instructions	that	instruct	the	CPU	how	to	carry	out	an	operation.	Program	code	needs	interpreters	or	compilers	to	convert	the	code	into	the	instruction	set	understood	by	the	computer.	Some	examples	of	instruction	set	operations	include:	ADD,	JMP,	LDA,	and	so	on.)	82	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd
82	18/02/21	3:50	PM	3.1	Computer	architecture	3.1.5	Embedded	systems	An	embedded	system	is	a	combination	of	hardware	and	software	which	is	designed	to	carry	out	a	specific	set	of	functions.	The	hardware	is	electronic,	electrical	or	electro-mechanical.	Embedded	systems	can	be	based	on:	microcontrollers:	this	has	a	CPU	in	addition	to	some
RAM	and	ROM	and	other	peripherals	all	embedded	onto	one	single	chip	(together	they	carry	out	a	specific	task)	microprocessor:	integrated	circuit	which	only	has	a	CPU	on	the	chip	(there	is	no	RAM,	ROM	or	peripherals	–	these	need	to	be	added)	system	on	chips	(SoC):	this	may	contain	a	microcontroller	as	one	of	its	components	(they	almost	always
will	include	CPU,	memory,	input/output	(I/O)	ports	and	secondary	storage	on	a	single	microchip)	An	embedded	system	will	have	a	specific	set	of	tasks;	Figure	3.6	summarises	how	embedded	systems	work	in	general:	They	are	feedback	orientated	systems	Analogue	or	digital	input	User	interface	Software	and	hardware	on	an	embedded	system
Embedded	systems	can	contain	sensor	input,	mechanical	components,	actuators	and	software	Some	form	of	output	Some	of	the	latest	embedded	systems	use	very	powerful	dual	and	quad	CPUs	and	a	variety	of	I/O	connections	leading	to	a	number	of	applications	▲	Figure	3.6	Embedded	systems	When	installed	in	a	device,	either	an	operator	can	input
data	manually	(for	example,	select	a	temperature	from	a	keypad	or	turn	a	dial	on	an	oven	control	panel)	or	the	data	will	come	from	an	automatic	source,	such	as	a	sensor.	This	sensor	input	will	be	analogue	or	digital	in	nature,	for	example,	inputs	such	as	oxygen	levels	or	fuel	pressure	in	a	car’s	engine	management	system.	The	output	will	then	carry
out	the	function	of	the	embedded	system	by	sending	signals	to	the	components	that	are	being	controlled	(for	example,	increase	the	power	to	the	heating	elements	in	an	oven	or	reduce	fuel	levels	in	the	engine).	Depending	on	the	device,	embedded	systems	are	either	programmable	or	nonprogrammable.	Non-programmable	devices	need,	in	general,	to
be	replaced	if	they	require	a	software	upgrade.	Programmable	devices	permit	upgrading	by	two	methods:	»	connecting	the	device	to	a	computer	and	allowing	the	download	of	updates	to	the	software	(for	example,	this	is	used	to	update	the	maps	on	a	GPS	system	used	in	a	vehicle)	83	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	83	18/02/21	3:50
PM	3	Hardware	»	automatic	updates	via	a	Wi-Fi,	satellite	or	cellular	(mobile	phone	network)	link	(for	example,	many	modern	cars	allow	updates	to	engine	management	systems	and	other	components	via	satellite	link).	There	are	definite	benefits	and	drawbacks	of	devices	being	controlled	using	embedded	systems:	▼	Table	3.3	Benefits	and	drawbacks
of	using	embedded	systems	Benefits	Drawbacks	they	are	small	in	size	and	therefore	easy	to	fit	into	devices	it	can	be	difficult	to	upgrade	some	devices	to	take	advantage	of	new	technology	compared	to	other	systems,	they	are	relatively	low	cost	to	make	troubleshooting	faults	in	the	device	becomes	a	specialist	task	they	are	usually	dedicated	to	one	task
allowing	simple	interfaces	and	often	no	requirement	for	an	operating	system	although	the	interface	can	appear	to	be	more	simple	(e.g.	a	single	knob)	in	reality	it	can	be	more	confusing	(e.g.	changing	the	time	on	a	cooker	clock	can	require	several	steps!)	they	consume	very	little	power	any	device	that	can	be	accessed	over	the	internet	is	also	open	to
hackers,	viruses,	etc.	they	can	be	controlled	remotely	using	a	mobile	phone,	for	example	due	to	the	difficulty	in	upgrading	and	fault	finding,	devices	are	often	just	thrown	away	rather	than	being	repaired	(very	wasteful)	very	fast	reaction	to	changing	input	(operate	in	real	time	and	are	feedback	orientated)	with	mass	production	comes	reliability	can
lead	to	an	increase	in	the	‘throw	away’	society	if	devices	are	discarded	just	because	they	have	become	out-of-date	Because	embedded	systems	can	be	connected	to	the	internet,	it	is	possible	to	control	them	remotely	using	a	smartphone	or	computer.	For	example,	setting	the	central	heating	system	to	switch	on	or	off	while	away	from	home	or	remotely
instructing	a	set	top	box	to	record	a	television	programme.	Since	embedded	systems	are	dedicated	to	a	specific	set	of	tasks,	engineers	can	optimise	their	designs	to	reduce	the	physical	size	and	cost	of	the	devices.	The	range	of	applications	are	vast,	ranging	from	a	single	microcontroller	(for	example,	in	an	MP3	player)	to	a	complex	array	of	multiple
units	(for	example,	in	a	medical	imaging	system).	It	is	worth	mentioning	here	that	a	computer	is	not	an	example	of	an	embedded	system.	Computers	are	multi-functional	(that	is,	they	can	carry	out	many	different	tasks	which	can	be	varied	by	using	different	software)	which	means	they	can’t	be	classed	as	embedded	systems.	Examples	of	the	use	of
embedded	systems	Motor	vehicles	Modern	cars	have	many	parts	that	rely	on	embedded	systems	to	function	correctly.	Figure	3.7	shows	some	of	the	many	components	that	are	controlled	in	this	way.	84	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	84	18/02/21	3:50	PM	3.1	Computer	architecture	In-car	entertainment	systems	GPS	system	Airbags
Fuel	injection	system	Exhaust	emissions	Traction	control	Vehicle	security	ABS	braking	▲	Figure	3.7	Embedded	systems	found	in	a	car	Set-top	box	In	this	example,	a	set-top	box	uses	an	embedded	system	to	allow,	for	example,	recording	and	playback	of	television	programmes.	This	can	be	operated	remotely	by	the	user	when	not	at	home	using	an
internet-enabled	device	or	by	using	the	interface	panel	when	at	home.	The	embedded	system	will	look	after	many	of	the	functions	involving	inputs	from	a	number	of	sources	such	as	a	Solid	State	Device	(SSD)	(where	television	programmes	can	be	stored	or	retrieved)	or	a	satellite	signal	(where	it	will	be	necessary	to	decode	the	incoming	signal).	RAM
Aerial	input	Cable	input	HDMI	output	Set-top	box	controller	Front	end	Interface	Analogue	audio	output	Satellite	input	SSD	Front	panel	Remote	signal	Manual	input	▲	Figure	3.8	Embedded	system	found	in	a	set-top	box	Security	systems	Embedded	systems	are	used	in	many	security	devices:	RAM	SSD	Temperature	Pressure	Sensor	inputs	Security
system	controller	Output	Acoustic	Keypad	interface	▲	Figure	3.9	Embedded	system	found	in	a	security	system	The	security	code	is	set	in	RAM	and	the	alarm	activated	or	deactivated	using	the	keypad.	Data	from	sensors	is	sent	to	the	controller	which	checks	against	values	stored	on	the	SSD	(these	settings	are	on	SSD	rather	than	RAM	in	case	85
318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	85	18/02/21	3:50	PM	3	Hardware	the	sensitivity	needs	to	be	adjusted).	An	output	can	be	a	signal	to	flash	lights,	sound	an	alarm	or	send	a	message	to	the	home	owner	via	their	mobile	phone.	Again,	the	home	owner	can	interface	with	the	system	remotely	if	necessary.	Link	See	Section	3.2.3	for	sensors
used	in	security	systems.	Lighting	systems	Embedded	systems	are	used	in	modern	sophisticated	lighting	systems	from	simple	home	use	to	major	architectural	lighting	systems.	We	will	concentrate	here	on	a	lighting	system	used	in	a	large	office.	The	system	needs	to	control	the	lighting	taking	into	account:	»	the	time	of	day	or	day	of	the	week	»
whether	the	room	is	occupied	»	the	brightness	of	the	natural	light.	An	embedded	system	can	automatically	control	the	lighting	using	a	number	of	inputs	(such	as	light	sensors)	and	key	data	stored	in	memory.	Again,	this	fits	very	well	into	the	system	described	in	Figure	3.6.	The	time	of	day	or	day	of	the	week	is	important	data	in	an	office	environment
since	energy	is	saved	if	the	system	switches	to	low	lighting	levels	when	unoccupied.	This	can	be	over-ridden	by	the	second	bullet	point	(above);	if	there	is	movement	in	the	office	then	correct	lighting	levels	will	be	automatically	restored.	On	a	very	bright	sunny	day,	the	system	could	automatically	dim	the	lights,	only	increasing	the	light	output	if	natural
light	levels	fall	below	a	set	value.	There	are	many	internal	and	external	lighting	systems	that	could	be	controlled	by	embedded	systems	(e.g.	a	fountain	light	display	or	a	light	show	on	a	building	to	commemorate	a	special	occasion).	They	are	also	used	to	trigger	emergency	lighting	in,	for	example,	aeroplanes	in	case	of	an	emergency.	Some	lighting
systems	use	Bluetooth	light	bulbs.	This	allows	the	embedded	system	to	control	each	bulb	independently.	Many	of	the	bulbs	available	today	use	LEDs	and	many	come	in	a	number	of	colours	to	change	the	mood.	Vending	systems	Vending	machines	make	considerable	use	of	embedded	systems.	They	usually	use	microcontrollers	to	control	a	number	of
functions	that	we	all	associate	with	▲	Figure	3.10	LED	light	bulb	vending	machines:	‘Tilting’	sensors	to	make	sure	machine	isn’t	being	tampered	with	Actuators	to	control	motors	that	dispense	items,	operate	chill	system	pump,	etc.	Input	pad	to	make	selection	Sensors	to	show	position	of	gates	(which	hold	the	items	in	place,	and	also	if	any	dispensing
rows	are	empty)	Microcontroller	Display	showing	prices,	change,	etc.	Wireless	modem	to	send	data	back	to	vending	machine	operators	Coin	counter	to	ensure	correct	money	entered	Temperature	sensors	to	help	maintain	correct	environment	for	items	▲	Figure	3.11	Embedded	system	found	in	a	vending	machine	86	318281_C03_CAM_IGCSE
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security	purposes).	The	outputs	are:	»	actuators	to	operate	the	motors,	which	drive	the	helixes	(see	figure	below)	to	give	the	customers	their	selected	item(s)	»	signals	to	operate	the	cooling	system	if	the	temperature	is	too	high	»	item	description	and	any	change	due	shown	on	an	LCD	display	panel	»	data	sent	back	to	the	vending	machine	company	so
that	they	can	remotely	check	sales	activity	(which	could	include	instructions	to	refill	the	machine)	without	the	need	to	visit	each	machine.	▲	Figure	3.12	Helix	used	in	a	typical	vending	machine	All	of	this	is	controlled	by	an	embedded	system	which	makes	the	whole	operation	automatic	but	also	gives	immediate	sales	analysis	which	would	otherwise	be
very	time	consuming.	Washing	machines	Many	‘white	goods’	(such	as	refrigerators,	washing	machines,	microwave	ovens,	and	so	on)	are	controlled	by	embedded	systems.	They	all	come	with	a	keypad	or	dials	that	are	used	to	select	the	temperature,	wash	cycle	or	cooking	duration.	This	data	forms	the	input	to	the	embedded	system,	which	then	carries
out	the	required	task	without	any	further	human	intervention.	As	with	other	devices,	these	‘white	goods’	can	also	be	operated	remotely	using	an	internet-enabled	smartphone	or	computer.	Activity	3.2	1	a	Explain	how	it	is	possible	to	increase	the	performance	of	a	CPU/	microprocessor.	In	your	explanation,	include	some	of	the	risks	associated	with	your
suggestions	to	improve	performance.	b	What	is	meant	by	the	term	instruction	set?	2	A	car	is	fitted	with	the	latest	GPS	navigation	system.	This	device	is	controlled	by	an	embedded	system	in	the	form	of	a	microcontroller.	a	Describe	the	inputs	needed	by	the	embedded	system	and	describe	which	outputs	you	would	expect	it	to	produce.	b	Since	updates
to	the	GPS	device	are	required	every	six	months,	explain	how	the	device	is	updated	without	the	need	to	take	the	car	to	the	garage	every	six	months.	87	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	87	18/02/21	3:50	PM	3	Hardware	3.2	Input	and	output	devices	3.2.1	Input	devices	Barcode	scanners	(readers)	A	barcode	is	a	series	of	dark	and	light
parallel	lines	of	varying	thickness.	The	numbers	0	to	9	are	each	represented	by	a	unique	series	of	lines.	Various	barcode	methods	for	representing	these	digits	exist.	The	example	we	shall	use	adopts	different	codes	for	digits	appearing	on	the	left	and	for	digits	appearing	on	the	right	of	the	barcode:	left	Left-hand	side	of	barcode	Right-hand	left	side	of
barcode	right	right	12345	67890	12345	67890	This	shows	the	use	of	the	guard	bars	separating	the	left	from	the	right.	Guard	bars	This	shows	Guardthe	bars	Guardbars	barsseparating	the	left	from	the	right.	use	of	the	guard	▲	Figure	3.14	Sample	barcode	▲	Figure	3.13	Diagram	of	guard	bars	Each	digit	in	the	barcode	is	represented	by	bars	of	1	to	4
blocks	thick	as	shown	in	Figure	3.15.	Note	there	are	different	patterns	for	digits	on	the	left-hand	side	and	for	digits	on	the	right-hand	side.	0	1	2	3	4	5	6	7	8	9	Left-hand	side	Right-hand	side	▲	Figure	3.15	Barcode	digit	patterns	The	section	of	barcode	to	represent	the	number	5	4	3	0	5	2	would	therefore	be:	5	4	3	0	5	2	▲	Figure	3.16	Sample	barcode
section	using	patterns	from	Figure	3.15	88	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	88	25/02/21	11:34	AM	3.2	Input	and	output	devices	Each	digit	is	made	up	of	2	dark	lines	and	two	light	lines.	The	width	representing	each	digit	is	the	same.	The	digits	on	the	left	have	an	odd	number	of	dark	elements	and	always	begin	with	a	light	bar;	the
digits	on	the	right	have	an	even	number	of	dark	elements	and	always	begin	with	a	dark	bar.	This	arrangement	allows	a	barcode	to	be	scanned	in	any	direction.	So	what	happens	when	a	barcode	is	scanned?	»	the	barcode	is	first	of	all	read	by	a	red	laser	or	red	LED	(light	emitting	diode)	»	light	is	reflected	back	off	the	barcode;	the	dark	areas	reflect
little	or	no	light,	which	allows	the	bars	to	be	read	»	the	reflected	light	is	read	by	sensors	(photoelectric	cells)	»	as	the	laser	or	LED	light	is	scanned	across	the	barcode,	a	pattern	is	generated,	which	is	converted	into	digital	data	–	this	allows	the	computer	to	understand	the	barcode	»	for	example:	the	digit	‘3’	on	the	left	generates	the	pattern:	L	D	D	D	D
L	D	(where	L	=	light	and	D	=	dark),	this	has	the	binary	equivalent	of:	0	1	1	1	1	0	1	(where	L	=	0	and	D	=	1).	Barcodes	are	most	commonly	found	at	the	checkout	in	supermarkets.	There	are	several	other	input	and	output	devices	at	the	checkout:	▼	Table	3.4	Input	and	output	devices	at	a	checkout	Input/output	device	How	it	is	used	keypad	to	key	in	the
number	of	same	items	bought;	to	key	in	a	weight,	to	key	in	the	number	under	the	barcode	if	it	cannot	be	read	by	the	barcode	reader/scanner	screen/monitor	to	show	the	cost	of	an	item	and	other	information	speaker	to	make	a	beeping	sound	every	time	a	barcode	is	read	correctly;	but	also	to	make	another	sound	if	there	is	an	error	when	reading	the
barcode	printer	to	print	out	a	receipt/itemised	list	card	reader/chip	and	PIN	to	read	the	customer’s	credit/debit	card	(either	using	PIN	or	contactless)	touchscreen	to	select	items	by	touching	an	icon	(such	as	fresh	fruit	which	may	be	sold	loose	without	packaging)	So	the	barcode	has	been	read,	then	what	happens?	»	the	barcode	number	is	looked	up	in
the	stock	database	(the	barcode	is	known	as	the	key	field	in	the	stock	item	record);	this	key	field	uniquely	identifies	each	stock	item	»	when	the	barcode	number	is	found,	the	stock	item	record	is	looked	up	»	the	price	and	other	stock	item	details	are	sent	back	to	the	checkout	(or	point	of	sale	terminal	(POS))	»	the	number	of	stock	items	in	the	record	is
reduced	by	1	each	time	the	barcode	is	read	»	this	new	value	for	number	of	stock	is	written	back	to	the	stock	item	record	»	the	number	of	stock	items	is	compared	to	the	re-order	level;	if	it	is	less	than	or	equal	to	this	value,	more	stock	items	are	automatically	ordered	89	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	89	18/02/21	3:50	PM	3	Hardware
»	once	an	order	for	more	stock	items	is	generated,	a	flag	is	added	to	the	record	to	stop	re-ordering	every	time	the	stock	item	barcode	is	read	»	when	new	stock	items	arrive,	the	stock	levels	are	updated	in	the	database.	Advantages	to	the	management	of	using	barcodes	»	much	easier	and	faster	to	change	prices	on	stock	items	»	much	better,	more	up-
to-date	sales	information/sales	trends	»	no	need	to	price	every	stock	item	on	the	shelves	(this	reduces	time	and	cost	to	the	management)	»	allows	for	automatic	stock	control	»	possible	to	check	customer	buying	habits	more	easily	by	linking	barcodes	to,	for	example,	customer	loyalty	cards.	Advantages	to	the	customers	of	using	barcodes	»	»	»	»	»	faster
checkout	queues	(staff	don’t	need	to	remember/look	up	prices	of	items)	errors	in	charging	customers	is	reduced	the	customer	is	given	an	itemised	bill	cost	savings	can	be	passed	on	to	the	customer	better	track	of	‘sell	by	dates’	so	food	should	be	fresher.	The	barcode	system	is	used	in	many	other	areas.	For	example,	barcodes	can	be	utilised	in	libraries
where	they	are	used	in	books	and	on	the	borrower’s	library	card.	Every	time	a	book	is	taken	out,	the	borrower	is	linked	to	the	book	automatically.	This	allows	automatic	checking	of	when	the	book	is	due	to	be	returned.	Quick	response	(QR)	codes	Another	type	of	barcode	is	the	quick	response	(QR)	code.	This	is	made	up	of	a	matrix	of	filled-in	dark
squares	on	a	light	background.	For	example,	the	QR	code	in	Figure	3.17	is	a	website	advertising	rock	music	merchandise.	It	includes	a	web	address	in	the	code.	▲	Figure	3.17	Sample	QR	code	QR	codes	can	hold	considerably	more	information	than	the	more	conventional	barcodes	described	earlier.	Description	of	QR	codes	»	A	QR	code	consists	of	a
block	of	small	squares	(light	and	dark)	known	as	pixels.	It	can	presently	hold	up	to	4296	characters	(or	up	to	7089	digits)	and	also	allows	internet	addresses	to	be	encoded	within	the	QR	code.	This	compares	to	the	30	digits	that	is	the	maximum	for	a	barcode.	However,	as	more	and	more	data	is	added,	the	structure	of	the	QR	code	becomes	more
complex.	»	The	three	large	squares	at	the	corners	of	the	code	function	as	a	form	of	alignment;	the	remaining	small	corner	square	is	used	to	ensure	the	correct	size	and	correct	angle	of	the	camera	shot	when	the	QR	code	is	read.	Because	of	modern	smartphones	and	tablets,	which	allow	internet	access	on	the	move,	QR	codes	can	be	scanned	anywhere.
This	gives	rise	to	a	number	of	uses:	»	advertising	products	(for	example,	the	QR	code	in	Figure	3.17)	»	giving	automatic	access	to	a	website	or	contact	telephone	number	»	storing	boarding	passes	electronically	at	airports	and	train	stations	(Figure	3.18).	90	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	90	18/02/21	3:50	PM	3.2	Input	and	output
devices	Boarding	Pass	BX	885	Watson	D	LHR	to	BUH	March	15	2021	Please	be	at	the	boarding	gate	by	14:25	▲	Figure	3.18	Sample	boarding	pass	By	using	the	built-in	camera	on	a	mobile	smartphone	or	tablet	and	by	downloading	a	QR	app	(application),	it	is	possible	to	read	QR	codes	on	the	move	using	the	following	method:	»	point	the	phone	or
tablet	camera	at	the	QR	code	»	the	app	will	now	process	the	image	taken	by	the	camera,	converting	the	squares	into	readable	data	»	the	browser	software	on	the	mobile	phone	or	tablet	automatically	reads	the	data	generated	by	the	app;	it	will	also	decode	any	web	addresses	contained	within	the	QR	code	»	the	user	will	then	be	sent	to	a	website
automatically	(or	if	a	telephone	number	was	embedded	in	the	code,	the	user	will	be	sent	to	the	phone	app	)	»	if	the	QR	code	contained	a	boarding	pass,	this	will	be	automatically	sent	to	the	phone/tablet.	Advantages	of	QR	codes	compared	to	traditional	barcodes	»	They	can	hold	much	more	information	»	There	will	be	fewer	errors;	the	higher	capacity
of	the	QR	code	allows	the	use	of	built-in	error-checking	systems	–	normal	barcodes	contain	almost	no	data	redundancy	(data	which	is	duplicated)	therefore	it	isn’t	possible	to	guard	against	badly	printed	or	damaged	barcodes	»	QR	codes	are	easier	to	read;	they	don’t	need	expensive	laser	or	LED	(light	emitting	diode)	scanners	like	barcodes	–	they	can
be	read	by	the	cameras	on	smartphones	or	tablets	»	It	is	easy	to	transmit	QR	codes	either	as	text	messages	or	images	»	It	is	also	possible	to	encrypt	QR	codes	which	gives	them	greater	protection	than	traditional	barcodes.	Disadvantages	of	QR	codes	compared	to	traditional	barcodes	»	More	than	one	QR	format	is	available	»	QR	codes	can	be	used	to
transmit	malicious	codes	–	known	as	attagging.	Since	there	are	a	large	number	of	free	apps	available	to	a	user	for	generating	QR	codes,	that	means	anyone	can	do	this.	It	is	relatively	easy	to	write	malicious	code	and	embed	this	within	the	QR	code.	When	the	code	is	scanned,	it	is	possible	the	creator	of	the	malicious	code	could	gain	access	to
everything	on	the	user’s	phone	(for	example,	photographs,	address	book,	stored	passwords,	and	so	on).	The	user	could	also	be	sent	to	a	fake	website	or	it	is	even	possible	for	a	virus	to	be	downloaded.	▲	Figure	3.19	Frame	QR	code	New	developments	Newer	QR	codes	(called	frame	QR	codes)	are	now	being	used	because	of	the	increased	ability	to	add
advertising	logos	(see	Figure	3.19).	Frame	QR	codes	come	with	a	‘canvas	area’	where	it	is	possible	to	include	graphics	or	images	inside	the	code	itself.	Unlike	normal	QR	codes,	software	to	do	this	isn’t	usually	free.	91	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	91	2/18/21	6:28	PM	3	Hardware	Activity	3.3	1	Using	the	data	in	Figure	3.14,	design
the	barcodes	for:	a	9	0	0 	3	4	0	(3	digits	on	the	left;	3	digits	on	the	right)	(4	digits	on	the	left;	4	digits	on	the	right)	b	1	2	5	7 	6	6	4	8	(5	digits	on	the	left;	5	digits	on	the	right)	c	0	5	8	8	9 	0	2	9	1	8	2	a	Describe	one	advantage	of	using	QR	codes	rather	than	traditional	bar	codes.	Explain	how	barcodes	bring	the	advantage	you	have	described.	b	A
square	QR	code	contains	40	×	40	tiny	squares	(pixels)	where	each	tiny	square	represents	a	0	or	a	1.	Calculate	how	many	bytes	of	data	can	be	stored	on	the	QR	code.	c	Describe	the	purpose	of	the	three	large	squares	at	the	corners	of	the	QR	code.	d	Describe	one	disadvantage	of	using	QR	codes.	Digital	cameras	Digital	cameras	have	essentially
replaced	the	more	traditional	camera	that	used	film	to	capture	the	images.	The	film	required	developing	and	then	printing	before	the	photographer	could	see	the	result	of	their	work.	This	made	these	cameras	expensive	to	operate	since	it	wasn’t	possible	to	delete	unwanted	photographs.	Modern	digital	cameras	simply	link	to	a	computer	system	via	a
USB	port	or	by	using	Bluetooth	(which	enables	wireless	transfer	of	photographic	files).	▲	Figure	3.20	Digital	camera	These	cameras	are	controlled	by	an	embedded	system	which	can	automatically	carry	out	the	following	tasks:	»	»	»	»	»	»	»	adjust	the	shutter	speed	focus	the	image	automatically	operate	the	flash	gun	automatically	adjust	the	aperture
size	adjust	the	size	of	the	image	remove	‘red	eye’	when	the	flash	gun	has	been	used	and	so	on.	What	happens	when	a	photograph	is	taken	»	the	image	is	captured	when	light	passes	through	the	lens	onto	a	light-sensitive	cell;	this	cell	is	made	up	of	millions	of	tiny	sensors	which	are	acting	as	photodiodes	(i.e.	charge	couple	devices	(CCD)	which	convert
light	into	electricity)	»	each	of	the	sensors	are	often	referred	to	as	pixels	(picture	elements)	since	they	are	tiny	components	that	make	up	the	image	»	the	image	is	converted	into	tiny	electric	charges	which	are	then	passed	through	an	analogue	to	digital	converter	(ADC)	to	form	a	digital	image	array	»	the	ADC	converts	the	electric	charges	from	each
pixel	into	levels	of	brightness	(now	in	a	digital	format);	for	example,	an	8-bit	ADC	gives	28	(256)	possible	brightness	levels	per	pixel	(for	example,	brightness	level	01110011)	92	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	92	18/02/21	3:50	PM	3.2	Input	and	output	devices	»	apart	from	brightness,	the	sensors	also	measure	colour	which	produces
another	binary	pattern;	most	cameras	use	a	24-bit	RGB	system	(each	pixel	has	8	bits	representing	each	of	the	3	primary	colours),	which	means	each	pixel	has	a	red	value	(0	to	255	in	denary),	a	green	value	(0	to	255)	and	a	blue	value	(0	to	255);	for	example,	a	shade	of	orange	could	be	215	(red),	165	(green)	and	40	(blue)	giving	a	binary	pattern	of	1101
0111	1010	0101	0010	1000	(or	D7A528	written	in	hex)	The	orange	pixel	has	brightness	value	of	115	(73	in	hex	or	0111	0011	in	binary)	Charge	coupling	device	(matrix	array	of	sensors)	The	pixel	has	three	(RGB)	components:	red	=	215	(D7	in	hex)	green	=	165	(A5	in	hex)	and	blue	=	40	(28	in	hex)	▲	Figure	3.21	Typical	pixel	brightness	and	colour
values	»	the	number	of	pixels	determines	the	size	of	the	file	used	to	store	the	photograph	»	the	quality	of	the	image	depends	on	the	recording	device	(how	good	the	camera	lens	is	and	how	good	the	sensor	array	is),	the	number	of	pixels	used	(the	more	pixels	used,	the	better	the	image),	the	levels	of	light	and	how	the	image	is	stored	(JPEG,	raw	file,	and
so	on).	Link	For	an	explanation	of	how	pixels	affect	file	size	see	Chapter	1.	Mobile	phones	have	caught	up	with	digital	cameras	as	regards	number	of	pixels.	But	the	drawback	is	often	inferior	lens	quality	and	limited	memory	for	the	storage	of	photos.	But	this	is	fast	changing	and,	at	the	time	of	writing,	many	smartphones	now	have	very	sophisticated
optics	and	photography	software	as	standard.	CCD	ADC	image	0111001111010111	digitial	representation	of	image	lens	timing	device	the	timing	device	allows	different	shutter	speeds,	delayed	action,	and	so	on	▲	Figure	3.22	Diagram	of	how	a	digital	camera	works	Keyboards	Keyboards	are	by	far	the	most	common	method	used	for	data	entry.	They
are	used	as	the	input	devices	on	computers,	tablets,	mobile	phones	and	many	other	electronic	items.	The	keyboard	is	connected	to	the	computer	either	by	using	a	USB	connection	or	by	wireless	connection.	In	the	case	of	tablets	and	mobile	phones,	the	keyboard	is	often	virtual	or	a	type	of	touch	screen	technology.	93	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	93	18/02/21	3:50	PM	3	Hardware	As	shown	in	Chapter	1,	each	character	on	a	keyboard	has	an	ASCII	value.	Each	character	pressed	is	converted	into	a	digital	signal,	which	the	computer	interprets.	▲	Figure	3.23	Keyboard	They	are	a	relatively	slow	method	of	data	entry	and	are	also	prone	to	errors,	however	keyboards	are
probably	still	the	easiest	way	to	enter	text	into	a	computer.	Unfortunately,	frequent	use	of	these	devices	can	lead	to	injuries,	such	as	repetitive	strain	injury	(RSI)	in	the	hands	and	wrists.	Ergonomic	keyboards	can	help	to	overcome	this	problem	–	these	have	the	keys	arranged	differently	as	shown	in	Figure	3.24.	They	are	also	designed	to	give	more
support	to	the	wrists	and	hands	when	doing	a	lot	of	typing.	▲	Figure	3.24	Ergonomic	keyboard	The	following	diagram	(Figure	3.25)	and	description	summarises	how	the	computer	recognises	a	letter	pressed	on	the	keyboard:	»	»	»	»	»	T	here	is	a	membrane	or	circuit	board	at	the	base	of	the	keys	In	Figure	3.25,	the	‘H’	key	is	pressed	and	this	completes
a	circuit	as	shown	The	CPU	in	the	computer	can	then	determine	which	key	has	been	pressed	The	CPU	refers	to	an	index	file	to	identify	which	character	the	key	press	represents	Each	character	on	a	keyboard	has	a	corresponding	ASCII	value	(see	Chapter	1).	GG	Letter	‘H’	has	been	pressed	and	now	makes	contact	with	bottom	conductive	laver	J	H
Letter	‘H’	interpreted	by	computer	Conductive	layers	Insulating	layer	▲	Figure	3.25	Diagram	of	a	keyboard	Microphones	Microphones	are	either	built	into	the	computer	or	are	external	devices	connected	through	the	USB	port	or	using	Bluetooth	connectivity.	Figure	3.26	shows	how	a	microphone	can	convert	sound	waves	into	an	electric	current.	The
current	produced	is	converted	to	a	digital	format	so	that	a	computer	can	process	it	or	store	it	(on,	for	example,	a	CD).	cone	coil	of	wire	wrapped	around	the	cone	sound	waves	permanent	magnet	output	from	the	microphone	diaphragm	▲	Figure	3.26	Diagram	of	how	a	microphone	works	94	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	94	18/02/21
3:50	PM	3.2	Input	and	output	devices	»	When	sound	is	created,	it	causes	the	air	to	vibrate.	»	When	a	diaphragm	in	the	microphone	picks	up	the	air	vibrations,	the	diaphragm	also	begins	to	vibrate.	»	A	copper	coil	is	wrapped	around	the	cone	which	is	connected	to	the	diaphragm.	As	the	diaphragm	vibrates,	the	cone	moves	in	and	out	causing	the
copper	coil	to	move	backwards	and	forwards.	»	This	forwards	and	backwards	motion	causes	the	coil	to	cut	through	the	magnetic	field	around	the	permanent	magnet,	inducing	an	electric	current.	»	The	electric	current	is	then	either	amplified	or	sent	to	a	recording	device.	The	electric	current	is	analogue	in	nature.	The	electric	current	output	from	the
microphone	can	also	be	sent	to	a	computer	where	a	sound	card	converts	the	current	into	a	digital	signal	which	can	then	be	stored	in	the	computer.	The	following	diagram	shows	what	happens	when	the	word	‘hut’	is	picked	up	by	a	microphone	and	is	converted	into	digital	values:	1000	0001	1000	0001	1100	1101	Sound	wave	for	‘HUT’	0001	1110	1110
1100	1100	1110	Digital	value	after	conversion	▲	Figure	3.27	Analogue	to	digital	conversion	Look	at	Figure	3.27.	The	word	‘hut’	(in	the	form	of	a	sound	wave)	has	been	picked	up	by	the	microphone;	this	is	then	converted	using	an	analogue	to	digital	converter	(ADC)	into	digital	values	which	can	then	be	stored	in	a	computer	or	manipulated	as	required
using	appropriate	software.	Optical	mouse	An	optical	mouse	is	an	example	of	a	pointing	device.	It	uses	tiny	cameras	to	take	1500	images	per	second.	Unlike	an	older	mechanical	mouse,	the	optical	mouse	can	work	on	virtually	any	surface.	A	red	LED	is	used	in	the	base	of	the	mouse	and	the	red	light	is	bounced	off	the	surface	and	the	reflection	is
picked	up	by	a	complementary	metal	oxide	semiconductor	(CMOS).	The	CMOS	generates	electric	pulses	to	represent	the	reflected	red	light	and	these	pulses	are	sent	to	a	digital	signal	processor	(DSP).	The	processor	can	now	work	out	the	coordinates	of	the	mouse	based	on	the	changing	image	patterns	as	it	is	moved	about	on	the	surface.	The
computer	can	then	move	the	on-screen	cursor	to	the	coordinates	sent	by	the	mouse.	red	light	source	(LED)	lens	mouse	body	CMOS	lens	surface	▲	Figure	3.28	Diagram	of	an	optical	mouse	95	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	95	18/02/21	3:50	PM	3	Hardware	Benefits	of	an	optical	mouse	over	a	mechanical	mouse	»	There	are	no	moving
parts,	therefore	it	is	more	reliable.	»	Dirt	can’t	get	trapped	in	any	of	the	mechanical	components.	»	There	is	no	need	to	have	any	special	surfaces.	Most	optical	mice	use	Bluetooth	connectivity	rather	than	using	a	USB	wired	connection.	While	this	makes	the	mouse	more	versatile,	a	wired	mouse	has	the	following	advantages:	»	no	signal	loss	since	there
is	a	constant	signal	pathway	(wire)	»	cheaper	to	operate	(no	need	to	buy	new	batteries	or	charge	batteries)	»	fewer	environmental	issues	(no	need	to	dispose	of	old	batteries).	2D	and	3D	scanners	Scanners	are	either	two	dimensional	(2D)	or	three	dimensional	(3D).	2D	scanners	These	types	of	scanner	are	the	most	common	form	and	are	generally	used
to	input	hard	copy	(paper)	documents.	The	image	is	converted	into	an	electronic	form	that	can	be	stored	in	a	computer.	A	number	of	stages	occur	when	scanning	a	document:	The	cover	is	first	raised	…	then	the	document	is	placed	on	a	glass	panel	…	…	and	then	the	cover	is	closed.	A	bright	light	then	illuminates	the	document	–	modern	scanners	use	a
type	of	xenon	lamp	or	LED	that	produces	a	very	bright	white	light.	A	scan	head	moves	across	the	document	until	the	whole	page	has	been	scanned.	An	image	of	the	document	is	produced,	which	is	then	sent	to	a	lens	using	a	series	of	mirrors.	The	lens	focuses	the	document	image.	The	focused	image	now	falls	onto	a	charge	couple	device	(CCD),	which
converts	light	into	an	electric	current.	Essentially	the	CCD	is	made	up	of	thousands	of	light-sensitive	elements	(or	pixels).	Each	element	creates	an	electric	charge	when	light	falls	on	it.	This	means	that	the	scanned	image	is	now	turned	into	an	electronic	form.	Software	produces	a	digital	image	from	the	electronic	form.	▲	Figure	3.29	How	a	2D	scanner
works	96	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	96	25/02/21	11:37	AM	3.2	Input	and	output	devices	Computers	equipped	with	optical	character	recognition	(OCR)	software	allow	the	scanned	text	from	the	document	to	be	converted	into	a	text	file	format.	This	means	the	scanned	image	can	now	be	edited	and	manipulated	by	importing	it	into
a	word	processor.	If	the	original	document	was	a	photograph	or	image,	then	the	scanned	image	forms	an	image	file	such	as	JPEG.	3D	scanners	3D	scanners	scan	solid	objects	and	produce	a	three-dimensional	image.	Since	solid	objects	have	x,	y	and	z	coordinates,	these	scanners	take	images	at	several	points	along	these	three	coordinates.	A	digital
image	which	represents	the	solid	object	is	formed.	The	scanned	images	can	be	used	in	computer	aided	design	(CAD)	or,	more	recently,	sent	to	a	3D	printer	(see	Section	3.2.2)	to	produce	a	working	model	of	the	scanned	image.	There	are	numerous	technologies	used	in	3D	scanners	–	lasers,	magnetic	resonance,	white	light,	and	so	on.	It	is	beyond	the
scope	of	this	book	to	look	at	these	in	any	great	depth;	however,	the	second	application	that	follows	describes	the	technology	behind	one	form	of	3D	scanning.	Application	of	2D	scanners	at	an	airport	2D	scanners	are	used	at	airports	to	read	passports.	They	make	use	of	OCR	technology	to	produce	digital	images	which	represent	the	passport	pages.
Because	of	the	OCR	technology,	these	digital	images	can	be	manipulated	in	a	number	of	ways.	Link	For	more	on	ASCII,	please	see	Chapter	1.	For	example,	the	OCR	software	is	able	to	review	these	images,	select	the	text	part,	and	then	automatically	put	the	text	into	the	correct	fields	of	an	existing	database.	It	is	possible	for	the	text	to	be	stored	in	an
ASCII	format	–	it	all	depends	on	how	the	data	is	to	be	used.	At	many	airports	the	two-dimensional	photograph	in	the	passport	is	scanned	and	stored	as	a	JPEG	image.	The	passenger’s	face	is	also	photographed	using	a	digital	camera	(a	2D	image	is	taken	so	it	can	be	matched	to	the	image	taken	from	the	passport).	The	two	digital	images	are	compared
using	face	recognition/detection	software.	Key	parts	of	the	face	are	compared.	The	face	in	Figure	3.30	shows	several	of	the	positions	used	by	the	face	recognition	software.	Each	position	is	checked	when	the	software	tries	to	compare	two	facial	images.	Data,	such	as:	»	»	»	»	»	distance	between	the	eyes	width	of	the	nose	shape	of	the	cheek	bones
length	of	the	jaw	line	shape	of	the	eyebrows,	are	all	used	to	uniquely	identify	a	given	face.	▲	Figure	3.30	Face	recognition	When	the	image	from	the	passport	and	the	image	taken	by	the	camera	are	compared,	these	key	positions	on	the	face	determine	whether	or	not	the	two	images	represent	the	same	face.	97	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	97	18/02/21	3:50	PM	3	Hardware	Application	of	3D	scanning	–	computed	tomographic	(CT)	scanners	Computed	tomographic	(CT)	scanners	are	used	to	create	a	3D	image	of	a	solid	object.	This	is	based	on	tomography	technology,	which	basically	builds	up	an	image	of	the	solid	object	through	a	series	of	very	thin	‘slices’.	Each	of
these	2D	‘slices’	make	up	a	representation	of	the	3D	solid	object.	Each	slice	is	built	up	by	use	of	X-rays,	radio	frequencies	or	gamma	imaging;	although	a	number	of	other	methods	exist.	Each	‘slice’	is	then	stored	as	a	digital	image	in	the	computer	memory.	The	whole	of	the	solid	object	is	represented	digitally	in	the	computer	memory.	Depending	on
how	the	image	is	formed,	this	type	of	tomographic	scanner	can	have	different	names.	For	example:	Name	CT	Scanner	MRI	SPECT	Stands	for	computerised	tomography	magnetic	resonance	images	single	photon	emission	computer	tomography	Uses	X-rays	radio	frequencies	gamma	rays	Here	is	a	simple	example	of	how	tomography	works:	X-ray	source
solid	object	solid	object	now	shown	as	a	series	of	‘slices’	–	each	‘slice’	is	stored	as	a	digital	image	in	the	computer	▲	Figure	3.31	Tomography	Touch	screens	Touch	screens	are	now	a	very	common	form	of	input	device.	They	allow	simple	touch	selection	from	a	menu	to	launch	an	application	(app).	Touch	screens	allow	the	user	to	carry	out	the	same
functions	as	they	would	with	a	pointing	device,	such	as	a	mouse.	There	are	three	common	types	of	touch	screen	technologies	currently	being	used	by	mobile	phone	and	tablet	manufacturers.	Similar	technologies	are	used	in	other	touch	screen	applications	(for	example,	food	selection	at	a	fast	food	restaurant):	»	capacitive	»	infrared	»	resistive	(most
common	method	at	the	moment).	Capacitive	touch	screens	Capacitive	touch	screens	are	composed	of	a	layer	of	glass	(protective	layer),	a	transparent	electrode	(conductive)	layer	and	a	glass	substrate	(see	Figure	3.32).	Since	human	skin	is	a	conductor	of	electricity,	when	bare	fingers	(or	a	special	stylus)	touch	the	screen,	the	electrostatic	field	of	the
conductive	layer	is	98	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	98	18/02/21	3:50	PM	3.2	Input	and	output	devices	changed.	The	installed	microcontroller	is	able	to	calculate	where	this	change	took	place	and	hence	determine	the	coordinates	of	the	point	of	touching.	protective	layer	conductive	layer	glass	substrate	▲	Figure	3.32	Capacitive
touch	screen	There	are	presently	two	main	types	of	capacitive	touch	screens:	»	surface	»	projective.	The	two	methods	work	in	a	slightly	different	way	but	they	both	have	the	same	general	structure	as	shown	in	Figure	3.32.	With	surface	capacitive	screens,	sensors	are	placed	at	the	corners	of	a	screen.	Small	voltages	are	also	applied	at	the	corners	of
the	screen	creating	an	electric	field.	A	finger	touching	the	screen	surface	will	draw	current	from	each	corner	reducing	the	capacitance.	A	microcontroller	measures	the	decrease	in	capacitance	and	hence	determines	the	point	where	the	finger	touched	the	screen.	This	system	only	works	with	a	bare	finger	or	stylus.	Projective	capacitive	screens	work
slightly	differently	to	surface	capacitive	screens.	The	transparent	conductive	layer	is	now	in	the	form	of	an	X-Y	matrix	pattern.	This	creates	a	three	dimensional	(3D)	electrostatic	field.	When	a	finger	touches	the	screen,	it	disturbs	the	3D	electrostatic	field	allowing	a	microcontroller	to	determine	the	coordinates	of	the	point	of	contact.	This	system
works	with	bare	fingers,	stylus	and	thin	surgical	or	cotton	gloves.	It	also	allows	multi-touch	facility	(for	example,	pinching	or	sliding).	Advantages	compared	to	the	other	two	technologies	»	Better	image	clarity	than	resistive	screens,	especially	in	strong	sunlight	»	Very	durable	screens	that	have	high	scratch	resistance	»	Projective	capacitive	screens
allow	multi-touch.	Disadvantages	compared	to	the	other	two	technologies	»	Surface	capacitive	screens	only	work	with	bare	fingers	or	a	special	stylus	»	They	are	sensitive	to	electromagnetic	radiation	(such	as	magnetic	fields	or	microwaves).	Infrared	touch	screens	Infrared	touch	screens	use	a	glass	screen	with	an	array	of	sensors	and	infrared
transmitters.	99	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	99	18/02/21	3:50	PM	3	Hardware	infrared	transmitters	cover	the	screen	in	a	matrix	pattern	nfrared	sensors	are	placed	around	the	edge	of	the	screen	to	detect	the	infrared	rays	infrared	sensors	are	placed	around	the	edge	of	the	screen	to	detect	the	infrared	rays	▲	Figure	3.33	Array	of



infrared	transmitters	and	sensors	surrounding	the	screen	The	sensors	detect	the	infrared	radiation.	If	any	of	the	infrared	beams	are	broken	(for	example,	with	a	finger	touching	the	screen),	the	infrared	radiation	reaching	the	sensors	is	reduced.	The	sensor	readings	are	sent	to	a	microcontroller	that	calculates	where	the	screen	was	touched:	▲	Figure
3.34	Infrared	screen	touched	causing	sensors	(shown	in	red)	to	show	a	reduction	in	infrared	radiation	–	thus	the	exact	position	where	the	screen	was	touched	can	be	calculated	  	Advantages	compared	to	the	other	two	technologies	»	Allows	multi-touch	facilities	»	Has	good	screen	durability	»	The	operability	isn’t	affected	by	a	scratched	or	cracked
screen.	Disadvantages	compared	to	the	other	two	technologies	»	The	screen	can	be	sensitive	to	water	or	moisture	»	It	is	possible	for	accidental	activation	to	take	place	if	the	infrared	beams	are	disturbed	in	some	way	»	Sometimes	sensitive	to	light	interference.	Resistive	touch	screens	Resistive	touch	screens	are	made	up	of	two	layers	of	electrically
resistive	material	with	a	voltage	applied	across	them.	The	upper	layer	is	made	of	flexible	polyethylene	(a	type	of	polymer)	with	a	resistive	coating	on	one	side	(see	Figure	3.35).	The	bottom	layer	is	made	of	glass	also	with	a	resistive	coating	(usually	indium	tin	oxide)	on	one	side.	These	two	layers	are	separated	by	air	or	an	inert	gas	(such	as	argon).
When	the	top	polyethylene	surface	is	touched,	the	two	layers	make	contact.	Since	both	layers	are	coated	in	a	resistive	material	a	circuit	is	now	completed	which	results	in	a	flow	of	electricity.	The	point	of	contact	is	detected	where	there	was	a	change	in	voltage.	100	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	100	18/02/21	3:50	PM	3.2	Input	and
output	devices	screen	touched	–	two	layers	come	into	contact	polyethylene	layer	(flexible)	resistive	coating	on	top	layer	spacers	'bumps'	to	stop	the	plastic	from	sagging	glass	layer	(bottom	layer)	resistive	coating	on	bottom	layer	insulation	layer	(air	filled	or	inert	gas)	▲	Figure	3.35	Resistive	touch	screen	A	microcontroller	converts	the	voltage	(created
when	the	two	resistive	layers	touch)	to	digital	data,	which	it	then	sends	to	the	microprocessor.	Advantages	compared	to	the	other	two	technologies	»	Good	resistance	to	dust	and	water	»	Can	be	used	with	bare	fingers,	stylus	and	gloved	hand.	Disadvantages	compared	to	the	other	two	technologies	»	»	»	»	Low	touch	sensitivity	(sometimes	have	to	press
down	harder)	Doesn’t	support	multi-touch	facility	Poor	visibility	in	strong	sunlight	Vulnerable	to	scratches	on	the	screen	(made	of	polymer).	3.2.2	Output	devices	Actuators	When	a	computer	is	used	to	control	devices,	such	as	a	conveyer	belt	or	a	valve,	it	is	usually	necessary	to	use	an	actuator	to,	for	example,	start/stop	the	conveyer	belt	or	open/close
the	valve.	An	actuator	is	a	mechanical	or	electromechanical	device	such	as	a	relay,	solenoid	or	motor.	We	will	consider	a	solenoid	as	the	example;	this	converts	an	electrical	signal	into	a	magnetic	field	producing	linear	motion:	electromagnetic	field	solenoid	coil	current	out	current	in	▲	Figure	3.36	A	solenoid	If	a	plunger	(for	example,	a	magnetised
metal	bar)	is	placed	inside	the	coil,	it	will	move	when	a	current	is	applied	to	the	coil	(see	Figure	3.36).	This	would	allow	the	solenoid	to	operate	a	valve	or	a	switch,	for	example.	There	are	also	examples	of	rotary	solenoids	where	a	cylindrical	coil	is	used.	In	this	case,	when	a	current	is	supplied	to	the	coil,	it	would	cause	a	rotational	movement	of	the
plunger.	101	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	101	18/02/21	3:50	PM	3	Hardware	Light	projectors	There	are	two	common	types	of	light	projector:	»	digital	light	projector	(DLP)	»	liquid	crystal	display	(LCD)	projector.	Projectors	are	used	to	project	computer	output	onto	larger	screens	or	even	onto	interactive	whiteboards.	They	are
often	used	in	presentations	and	in	multimedia	applications.	The	next	section	compares	the	basic	operation	of	the	two	projector	technologies.	Digital	light	projectors	(DLP)	The	use	of	millions	of	micro	mirrors	on	a	small	digital	micromirror	device	(DMD	chip)	is	the	key	to	how	these	devices	work.	The	number	of	micro	mirrors	and	the	way	they	are
arranged	on	the	DMD	chip	determines	the	resolution	of	the	digital	image.	When	the	micro	mirrors	tilt	towards	the	light	source,	they	are	ON.	When	the	micro	mirrors	tilt	away	from	the	light	source,	they	are	OFF.	This	creates	a	light	or	dark	pixel	on	the	projection	screen.	The	micro	mirrors	can	switch	on	or	off	several	thousand	times	a	second	creating
various	grey	shades	–	typically	1024	grey	shades	can	be	produced	(for	example,	if	the	mirror	switches	on	more	often	than	it	switches	off,	it	will	produce	a	lighter	shade	of	grey).	This	is	known	as	a	greyscale	image.	A	bright	white	light	source	(for	example,	from	a	xenon	bulb)	passes	through	a	colour	filter	on	its	way	to	the	DMD	chip.	The	white	light	is
split	into	the	primary	colours:	red,	green	and	blue	–	the	DLP	projector	can	create	over	16	million	different	colours.	The	ON	and	OFF	states	of	each	micro	mirror	are	linked	with	colours	from	the	filter	to	produce	the	coloured	image.	image	projected	on	to	screen	white	light	condensing	lens	colour	filter	shaping	lens	DMD	chip	lens	▲	Figure	3.37	A	digital
light	projector	(DLP)	Note:	The	DMD	chip	is	a	microoptoelectromechanical	system	(MOEMS)	that	contains	several	thousand	microscopic	mirrors	(made	out	of	polished	aluminium	metal)	arranged	on	the	chip	surface.	They	are	each	about	16 µm	(16	×	10-6 metres)	in	size	and	each	corresponds	to	a	pixel	in	the	displayed	screen	image.	Liquid	crystal
display	(LCD)	projector	These	are	older	technology	than	DLP.	Essentially	a	high-intensity	beam	of	light	passes	through	an	LCD	display	and	then	onto	a	screen.	How	this	works	in	principle	is	described	below:	»	a	powerful	beam	of	white	light	is	generated	from	a	bulb	or	LED	inside	the	projector	body	»	this	beam	of	light	is	then	sent	to	a	group	of
chromatic-coated	mirrors	(known	as	dichromic	mirrors);	these	reflect	the	light	back	at	different	wavelengths	102	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	102	18/02/21	3:50	PM	3.2	Input	and	output	devices	»	when	the	white	light	hits	these	mirrors,	the	reflected	light	has	wavelengths	corresponding	to	red,	green	and	blue	light	components	»
these	three	different	coloured	light	components	pass	through	three	LCD	screens	(each	screen	is	composed	of	thousands	of	tiny	pixels	which	can	either	block	light	or	let	it	through;	this	produces	a	monochromatic	image)...	»	...	consequently,	three	different	versions	of	the	same	image	are	now	produced	–	one	is	the	whole	image	in	different	shades	of
red,	one	is	the	whole	image	in	different	shades	of	green	and	one	is	the	whole	image	in	different	shades	of	blue	»	these	images	are	then	re-combined	using	a	special	prism	to	produce	a	full	colour	image	»	finally,	the	image	passes	through	the	projector	lens	onto	a	screen.	light	source	mirror	red	component	lens	LCD	screens	image	projected	on	to	screen
prism	dichromic	mirrors	green	component	blue	component	mirror	▲	Figure	3.38	LCD	projector	Advantages	and	disadvantages	of	the	two	types	of	projector	▼	Table	3.5	Advantages	and	disadvantages	of	DLP	and	LCD	projectors	Digital	light	projector	(DLP)	Advantages	Disadvantages	higher	contrast	ratios	higher	reliability/longevity	image	tends	to
suffer	from	‘shadows’	when	showing	a	moving	image	quieter	running	than	LCD	projector	DLP	do	not	have	grey	components	in	the	image	uses	a	single	DMD	chip,	which	mean	no	issues	lining	up	the	images	smaller	and	lighter	than	LCD	projector	they	are	better	suited	to	dusty	or	smoky	atmospheres	than	LCD	projectors	LCD	projector	the	colour
definition	is	frequently	not	as	good	as	LCD	projectors	because	the	colour	saturation	is	not	as	good	(colour	saturation	is	the	intensity	of	a	colour)	give	a	sharper	image	than	DLP	projectors	although	improving,	the	contrast	ratios	are	not	as	good	as	DLPs	have	better	colour	saturation	than	DLP	projectors	LCD	projectors	have	a	limited	life	(that	is,	the
longevity	is	not	as	good	as	DLPs)	more	efficient	in	their	use	of	energy	than	DLP	technology	–	consequently	they	generate	less	heat	since	LCD	panels	are	organic	in	nature,	they	tend	to	degrade	with	time	(screens	turn	yellow	and	the	colours	are	subsequently	degraded	over	time)	103	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	103	18/02/21	3:51
PM	3	Hardware	Inkjet	and	laser	printers	Inkjet	printers	Inkjet	printers	are	essentially	made	up	of:	▲	Figure	3.39	Inkjet	printer	»	a	print	head,	which	consists	of	nozzles	that	spray	droplets	of	ink	onto	the	paper	to	form	characters	»	an	ink	cartridge	or	cartridges;	either	one	cartridge	for	each	colour	(blue,	yellow	and	magenta)	and	a	black	cartridge	or
one	single	cartridge	containing	all	three	colours	+	black	(Note:	some	systems	use	six	colours)	»	a	stepper	motor	and	belt,	which	moves	the	print	head	assembly	across	the	page	from	side	to	side	»	a	paper	feed,	which	automatically	feeds	the	printer	with	pages	as	they	are	required.	The	ink	droplets	are	produced	currently	using	two	different
technologies:	Thermal	bubble	–	tiny	resistors	create	localised	heat	which	makes	the	ink	vaporise.	This	causes	the	ink	to	form	a	tiny	bubble;	as	the	bubble	expands,	some	of	the	ink	is	ejected	from	the	print	head	onto	the	paper.	When	the	bubble	collapses,	a	small	vacuum	is	created	which	allows	fresh	ink	to	be	drawn	into	the	print	head.	This	continues
until	the	printing	cycle	is	completed.	Piezoelectric	–	a	crystal	is	located	at	the	back	of	the	ink	reservoir	for	each	nozzle.	The	crystal	is	given	a	tiny	electric	charge	which	makes	it	vibrate.	This	vibration	forces	ink	to	be	ejected	onto	the	paper;	at	the	same	time	more	ink	is	drawn	in	for	further	printing.	When	a	user	wishes	to	print	a	document	using	an
inkjet	printer,	the	following	sequence	of	events	takes	place.	Whatever	technology	is	used,	the	basic	steps	in	the	printing	process	are	the	same.	▼	Table	3.6	Steps	in	inkjet	printing	process	Stage	in	process	Description	of	what	happens	1	the	data	from	the	document	is	sent	to	a	printer	driver	2	the	printer	driver	ensures	that	the	data	is	in	a	format	that
the	chosen	printer	can	understand	3	a	check	is	made	by	the	printer	driver	to	ensure	that	the	chosen	printer	is	available	to	print	(e.g.	is	it	busy,	is	it	offline,	is	it	out	of	ink,	and	so	on)	4	the	data	is	then	sent	to	the	printer	and	it	is	stored	in	a	temporary	memory	known	as	a	printer	buffer	5	a	sheet	of	paper	is	then	fed	into	the	main	body	of	the	printer;	a
sensor	detects	whether	paper	is	available	in	the	paper	feed	tray	–	if	it	is	out	of	paper	(or	the	paper	is	jammed)	then	an	error	message	is	sent	back	to	the	computer	6	as	the	sheet	of	paper	is	fed	through	the	printer,	the	print	head	moves	from	side	to	side	across	the	paper	printing	the	text	or	image;	the	four	ink	colours	are	sprayed	in	their	exact	amounts
to	produce	the	desired	final	colour	7	at	the	end	of	each	full	pass	of	the	print	head,	the	paper	is	advanced	very	slightly	to	allow	the	next	line	to	be	printed;	this	continues	until	the	whole	page	has	been	printed	8	if	there	is	more	data	in	the	printer	buffer,	then	the	whole	process	from	stage	5	is	repeated	until	the	buffer	is	finally	empty	9	once	the	printer
buffer	is	empty,	the	printer	sends	an	interrupt	to	the	CPU	in	the	computer;	this	is	a	request	for	more	data	to	be	sent	to	the	printer;	the	whole	process	continues	until	the	whole	of	the	document	has	been	printed	104	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	104	18/02/21	3:51	PM	3.2	Input	and	output	devices	Laser	printers	Laser	printers	use
dry	powder	ink	rather	than	liquid	ink	and	make	use	of	the	properties	of	static	electricity	to	produce	the	text	and	images.	Unlike	inkjet	printers,	laser	printers	print	the	whole	page	in	one	go.	Colour	laser	printers	use	4	toner	cartridges	–	blue,	cyan,	magenta	and	black.	Although	the	actual	technology	is	different	to	monochrome	printers,	the	printing
method	is	similar	but	coloured	dots	are	used	to	build	up	the	text	and	images.	▲	Figure	3.40	Laser	printer	The	following	table	describes	briefly	the	stages	that	occur	when	a	document	is	printed	using	a	laser	printer:	▼	Table	3.7	Steps	in	laser	printing	process	Stage	in	process	Description	of	what	happens	1	the	data	from	the	document	is	sent	to	a
printer	driver	2	the	printer	driver	ensures	that	the	data	is	in	a	format	that	the	chosen	printer	can	understand	3	a	check	is	made	by	the	printer	driver	to	ensure	that	the	chosen	printer	is	available	to	print	(e.g.	is	it	busy,	is	it	off-line,	is	it	out	of	ink,	and	so	on)	4	the	data	is	then	sent	to	the	printer	and	it	is	stored	in	a	temporary	memory	known	as	a	printer
buffer	5	the	start	of	the	printing	process	involves	a	printing	drum	being	given	a	positive	charge;	as	this	drum	rotates,	a	laser	beam	is	scanned	across	it	removing	the	positive	charge	in	certain	areas;	this	leaves	negatively	charged	areas	that	exactly	match	the	text/images	of	the	page	to	be	printed	6	the	drum	is	then	coated	with	positively	charged	toner
(powdered	ink);	since	the	toner	is	positively	charged,	it	only	sticks	to	the	negatively	charged	parts	of	the	drum	7	a	negatively	charged	sheet	of	paper	is	then	rolled	over	the	drum	8	the	toner	on	the	drum	now	sticks	to	the	paper	to	produce	an	exact	copy	of	the	page	sent	to	the	printer	9	to	prevent	the	paper	sticking	to	the	drum,	the	electric	charge	on
the	paper	is	removed	after	one	rotation	of	the	drum	10	the	paper	finally	goes	through	a	fuser	which	is	a	set	of	heated	rollers;	the	heat	melts	the	ink	so	that	it	fixes	permanently	to	the	paper	11	at	the	very	end,	a	discharge	lamp	removes	all	the	electric	charge	from	the	drum	making	it	ready	to	print	the	next	page	Applications	of	inkjet	and	laser	printers
The	choice	of	whether	to	use	an	inkjet	printer	or	a	laser	printer	depends	on	which	features	make	it	the	most	appropriate	output	device	for	the	given	application.	Inkjet	printer	–	inkjet	printers	are	often	used	for	printing	one-off	photos	or	where	only	a	few	pages	of	good	quality,	colour	printing	is	needed;	the	small	ink	cartridges	or	small	paper	trays
would	not	be	an	issue	with	such	applications.	Laser	printer	–	these	devices	produce	high	quality	printouts	and	are	very	fast	when	making	multiple	copies	of	a	document;	any	application	that	needs	high	volume	printing	(in	colour	or	monochrome)	would	choose	the	laser	printer	(for	example,	producing	a	large	number	of	high-quality	flyers	or	posters	for
advertising).	Laser	printers	have	two	advantages:	they	have	large	toner	cartridges	and	large	paper	trays	(often	holding	more	than	a	ream	of	paper).	105	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	105	18/02/21	3:51	PM	3	Hardware	3D	printers	3D	printers	are	used	to	produce	solid	objects	that	actually	work.	They	are	primarily	based	on	inkjet
and	laser	printer	technology.	The	solid	object	is	built	up	layer	by	layer	using	materials	such	as:	powdered	resin,	powdered	metal,	paper	or	ceramic.	The	alloy	wheel	in	Figure	3.42	was	made	using	an	industrial	3D	printer.	▲	Figure	3.41	Typical	3D	printer	It	was	made	from	many	layers	(0.1	mm	thick)	of	powdered	metal	using	a	technology	known	as
binder	3D	printing.	Other	examples	are	discussed	below.	The	following	information	describes	some	of	the	features	of	3D	printing:	▲	Figure	3.42	An	alloy	wheel	»	Various	types	of	3D	printers	exist;	they	range	from	the	size	of	a	microwave	oven	up	to	the	size	of	a	small	car.	»	3D	printers	use	additive	manufacturing	(i.e.	the	object	is	built	up	layer	by
layer);	this	is	in	sharp	contrast	to	the	more	traditional	method	of	subtractive	manufacturing	(i.e.	removal	of	material	to	make	the	object).	For	example,	making	a	statue	using	a	3D	printer	would	involve	building	it	up	layer	by	layer	using	powdered	stone	until	the	final	object	was	formed.	The	subtractive	method	would	involve	carving	the	statue	out	of
solid	stone	(i.e.	removing	the	stone	not	required)	until	the	final	item	was	produced.	Similarly,	CNC	machining	removes	metal	to	form	an	object;	3D	printing	would	produce	the	same	item	by	building	up	the	object	from	layers	of	powdered	metal.	»	Direct	3D	printing	uses	inkjet	technology;	a	print	head	can	move	left	to	right	as	in	a	normal	printer.
However,	the	print	head	can	also	move	up	and	down	to	build	up	the	layers	of	an	object.	»	Binder	3D	printing	is	similar	to	direct	3D	printing.	However,	this	method	uses	two	passes	for	each	of	the	layers;	the	first	pass	sprays	dry	powder	and	then	on	the	second	pass	a	binder	(a	type	of	glue)	is	sprayed	to	form	a	solid	layer.	»	Newer	technologies	are	using
lasers	and	UV	light	to	harden	liquid	polymers;	this	further	increases	the	diversity	of	products	which	can	be	made.	How	to	create	a	solid	object	using	3D	printers	There	are	a	number	of	steps	in	the	process	of	producing	an	object	using	3D	printers.	The	steps	are	summarised	below:	A	design	is	made	using	computer	aided	design	(CAD)	software	The
finalised	drawing	is	imported	into	some	special	software	that	prepares	it	in	a	format	that	is	understood	by	the	3D	printer	The	3D	printer	is	first	set	up	to	allow	the	solid	object	to	be	made	The	solid	object	is	built	up	layer	by	layer	(often	only	0.1	mm	thick);	this	can	take	several	hours	depending	on	the	thickness	of	the	layers,	the	material	used	and	the
size	of	the	final	object	Figure	3.43	How	to	create	an	object	using	a	3D	printer	▲	The	object	is	removed	from	the	printer	and	is	then	prepared;	for	example,	some	use	a	jelly-like	support	that	needs	to	be	washed	away	by	immersion	in	water,	some	require	the	removal	of	excess	plastic	powder	and	others	require	the	cutting	away	of	unused	material;	in
many	cases,	the	object	has	to	be	left	to	‘cure’	for	a	few	hours.	106	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	106	18/02/21	3:51	PM	3.2	Input	and	output	devices	Uses	of	3D	printing	3D	printing	is	regarded	as	being	possibly	the	next	‘industrial	revolution’	since	it	will	change	the	manufacturing	methods	in	many	industries.	The	following	list	is	just
a	glimpse	into	what	we	know	can	be	made	using	these	printers;	in	the	years	that	follow,	this	list	will	probably	fill	an	entire	book:	»	the	covering	of	prosthetic	limbs	can	be	made	to	exactly	fit	the	limb	»	making	items	to	allow	precision	reconstructive	surgery	(e.g.	facial	reconstruction	following	an	accident);	the	parts	made	by	this	technique	are	more
precise	in	their	design	since	they	can	be	made	from	exact	scanning	of	the	skull	»	in	aerospace,	manufacturers	are	looking	at	making	wings	and	other	parts	using	3D	technology;	the	bonus	will	be	lightweight	precision	parts	»	fashion	and	art	–	3D	printing	allows	new	creative	ideas	to	be	developed	»	making	parts	for	items	no	longer	in	production	e.g.
suspension	parts	for	a	vintage	car.	These	are	just	a	few	of	the	exciting	applications	which	make	use	of	this	new	technology.	Find	out	more	The	reader	is	invited	to	do	a	search	on	the	internet	to	find	out	new	and	innovative	research	into	3D	printing	applications.	LED	and	LCD	screens	LED	screens	An	LED	screen	is	made	up	of	tiny	light	emitting	diodes
(LEDs).	Each	LED	is	either	red,	green	or	blue	in	colour.	By	varying	the	electric	current	sent	to	each	LED,	its	brightness	can	be	controlled,	producing	a	vast	range	of	colours.	This	type	of	screen	tends	to	be	used	for	large	outdoor	displays	due	to	the	brilliance	of	the	colours	produced.	Recent	advancements	in	LED	technology	have	led	to	the	introduction
of	OLED	(organic	LED)	screens	(see	later).	The	reader	needs	to	be	very	careful	here.	Many	television	screens	are	advertised	as	LED	when	in	fact	they	are	LCD	screens	which	are	backlit	using	LEDs.	LCD	screens	LCD	screens	are	made	up	of	tiny	liquid	crystals.	These	tiny	crystals	make	up	an	array	of	pixels	that	are	affected	by	changes	in	applied
electric	fields.	How	this	works	is	outside	the	scope	of	this	book.	But	the	important	thing	to	realise	is	that	for	LCD	screens	to	work,	they	require	some	form	of	backlighting.	Because	LCD’s	don’t	produce	any	light,	LCD	screens	are	back-lit	using	light	emitting	diode	(LED)	technology	and	must	not	be	confused	with	pure	LED	screens.	Use	of	LED
backlighting	gives	a	very	good	contrast	and	brightness	range.	Before	the	use	of	LEDs,	LCD	screens	used	cold	cathode	fluorescent	lamp	(CCFL)	as	the	back-lit	method.	Essentially,	CCFL	uses	two	fluorescent	tubes	behind	the	LCD	screen	which	supply	the	light	source.	When	LEDs	are	used,	a	matrix	of	tiny	blue-white	LEDs	is	used	behind	the	LCD
screen.	107	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	107	18/02/21	3:51	PM	3	Hardware	LEDs	have	become	increasingly	more	popular,	as	the	method	of	back	lighting,	due	to	a	number	of	advantages	over	older	CCFL	technology:	»	LEDs	reach	their	maximum	brightness	almost	immediately	(there	is	no	need	to	‘warm	up’	before	reaching	full
efficiency)	»	LEDs	give	a	whiter	light	that	sharpens	the	image	and	makes	the	colours	appear	more	vivid;	CCFL	had	a	slightly	yellowish	tint	»	LEDs	produce	a	brighter	light	that	improves	the	colour	definition	»	monitors	using	LED	technology	are	much	thinner	than	monitors	using	CCFL	technology	»	LEDs	last	indefinitely;	this	makes	the	technology
more	reliable	and	makes	for	a	more	consistent	product	»	LEDs	consume	very	little	power	which	means	they	produce	less	heat	as	well	as	using	less	energy.	Organic	light	emitting	diodes	(OLED)	Newer	LED	technology	is	making	use	of	organic	light	emitting	diodes	(OLEDs).	These	use	organic	materials	(made	up	of	carbon	compounds)	to	create
semiconductors	that	are	very	flexible.	Organic	films	are	sandwiched	between	two	charged	electrodes	(one	is	a	metallic	cathode	and	the	other	a	glass	anode).	When	an	electric	field	is	applied	to	the	electrodes,	they	give	off	light.	This	means	that	no	form	of	backlighting	is	required.	This	allows	for	very	thin	screens.	It	also	means	that	there	is	no	longer	a
need	to	use	LCD	technology,	since	OLED	is	a	self-contained	system.	Glass	or	plastic	top	layer	Metallic	cathode	(negative	charge)	Negative	charges	Emissive	layer	Conductive	layer	Positive	charges	Glass	anode	(positive	charge)	Glass	or	plastic	bottom	layer	▲	Figure	3.44	How	an	OLED	screen	works	But	the	important	aspect	of	OLED	technology	is	how
thin	this	makes	the	screen.	It	is	possible,	using	OLED	technology,	to	bend	screens	to	any	shape	(see	Figure	3.45).	When	this	is	adopted	by	mobile	phone	manufacturers,	it	makes	it	possible	to	develop	phones	that	can	wrap	around	your	wrist	–	much	like	a	watch	strap.	Imagine	screens	so	thin	that	they	can	be	folded	up	and	placed	in	your	pocket	until
they	are	needed.	Or	how	about	using	folding	OLED	displays	attached	to	fabrics	creating	‘smart’	clothing	(this	could	be	used	on	outdoor	survival	clothing	where	an	integrated	circuit,	mobile	phone,	GPS	receiver	and	OLED	display	could	all	be	sewn	into	the	clothing)?	▲	Figure	3.45	OLED	television	(curved	screen)	108	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	108	18/02/21	3:51	PM	3.2	Input	and	output	devices	Advantages	of	using	OLED	compared	to	existing	LEDs	and	LCDs:	»	The	plastic,	organic	layers	of	an	OLED	are	thinner,	lighter	and	more	flexible	than	the	crystal	structures	used	in	LEDs	or	LCDs.	»	The	light-emitting	layers	of	an	OLED	are	lighter;	OLED	layers	can	be	made	from
plastic	rather	than	the	glass	as	used	in	LED	and	LCD	screens.	»	OLEDs	give	a	brighter	light	than	LEDs.	»	OLEDs	do	not	require	backlighting	like	LCD	screens	–	OLEDs	generate	their	own	light.	»	Since	OLEDs	require	no	backlighting,	they	use	much	less	power	than	LCD	screens	(most	of	the	LCD	power	is	used	to	do	the	backlighting);	this	is	very
important	in	battery-operated	devices	such	as	mobile	phones.	»	Since	OLEDs	are	essentially	plastics,	they	can	be	made	into	large,	thin	sheets	(this	means	they	could	be	used	on	large	advertising	boards	in	airports,	subways,	and	so	on).	»	OLEDs	have	a	very	large	field	of	view,	about	170 degrees,	which	makes	them	ideal	for	use	in	television	sets	and	for
advertising	screens.	(Loud)	speakers	Loudspeakers	are	output	devices	that	produce	sound.	When	connected	to	a	computer	system,	digitised	sound	stored	on	a	file	needs	to	be	converted	into	sound	as	follows:	»	The	digital	data	is	first	passed	through	a	digital	to	analogue	converter	(DAC)	where	it	is	changed	into	an	electric	current.	»	This	is	then
passed	through	an	amplifier	(since	the	current	generated	by	the	DAC	will	be	very	small);	this	creates	a	current	large	enough	to	drive	a	loudspeaker.	»	This	electric	current	is	then	fed	to	a	loudspeaker	where	it	is	converted	into	sound.	The	following	schematic	shows	how	this	is	done:	1	0	0	1	0	1	0	1	0	1	1	...	DAC	amplifier	▲	Figure	3.46	Digital	to
analogue	conversion	As	Figure	3.46	shows,	if	the	sound	is	stored	in	a	computer	file,	it	must	pass	through	a	digital	to	analogue	converter	(DAC)	to	convert	binary	(digital)	data	into	an	analogue	form	(electric	current)	that	can	then	drive	the	loudspeaker.	Figure	3.47	shows	how	the	loudspeaker	converts	the	electric	current	into	sound:	plastic	or	paper
cone	sound	waves	permanent	magnet	coil	of	wire	wrapped	around	an	iron	core	sound	waves	produced	electric	current	fed	to	wire	▲	Figure	3.47	Diagram	showing	how	a	loudspeaker	works	109	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	109	18/02/21	3:51	PM	3	Hardware	»	When	an	electric	current	flows	through	the	coil	of	wire	that	is	wrapped
around	an	iron	core,	the	core	becomes	a	temporary	electromagnet;	a	permanent	magnet	is	also	positioned	very	close	to	this	electromagnet.	»	As	the	electric	current	through	the	coil	of	wire	varies,	the	induced	magnetic	field	in	the	iron	core	also	varies.	This	causes	the	iron	core	to	be	attracted	towards	the	permanent	magnet	and	as	the	current	varies
this	will	cause	the	iron	core	to	vibrate.	»	Since	the	iron	core	is	attached	to	a	cone	(made	of	paper	or	thin	synthetic	material),	this	causes	the	cone	to	vibrate,	producing	sound	waves.	Activity	3.4	1	a	Explain	the	main	differences	in	operation	of	a	laser	printer	compared	to	an	inkjet	printer.	b	i	Name	one	application	of	a	laser	printer	and	one	application	of
an	inkjet	printer.	ii	For	each	of	your	named	applications	in	b	i,	give	a	reason	why	the	chosen	printer	is	the	most	suitable.	2	The	nine	stages	in	printing	a	page	using	an	inkjet	printer	are	shown	below.	The	nine	stages	are	NOT	in	the	correct	order.	By	writing	the	letters	A	to	I,	put	each	of	the	stages	into	the	correct	order.	A	–	the	data	is	then	sent	to	the
printer	and	it	is	stored	in	a	temporary	memory	known	as	a	printer	buffer	B	–	as	the	sheet	of	paper	is	fed	through	the	printer,	the	print	head	moves	from	side	to	side	across	the	paper	printing	the	text	or	image;	the	four	ink	colours	are	sprayed	in	their	exact	amounts	to	produce	the	desired	final	colour	C	–	the	data	from	the	document	is	sent	to	a	printer
driver	D	–	once	the	printer	buffer	is	empty,	the	printer	sends	an	interrupt	to	the	CPU	in	the	computer;	this	is	a	request	for	more	data	to	be	sent	to	the	printer;	the	whole	process	continues	until	the	whole	of	the	document	has	been	printed	E	–	the	printer	driver	ensures	that	the	data	is	in	a	format	that	the	chosen	printer	can	understand	F	–	at	the	end	of
each	full	pass	of	the	print	head,	the	paper	is	advanced	very	slightly	to	allow	the	next	line	to	be	printed;	this	continues	until	the	whole	page	has	been	printed	G	–	a	check	is	made	by	the	printer	driver	to	ensure	that	the	chosen	printer	is	available	to	print	(e.g.	is	it	busy,	is	it	off-line,	is	it	out	of	ink,	and	so	on)	H	–	if	there	is	more	data	in	the	printer	buffer,
then	the	whole	process	from	stage	5	is	repeated	until	the	buffer	is	finally	empty	I	–	a	sheet	of	paper	is	then	fed	into	the	main	body	of	the	printer;	a	sensor	detects	whether	paper	is	available	in	the	paper	feed	tray	–	if	it	is	out	of	paper	(or	the	paper	is	jammed)	then	an	error	message	is	sent	back	to	the	computer	3	a	Explain	the	difference	between	LED
screens	and	LCD-LED	backlit	screens.	b	Modern	LCD	screens	use	blue-white	LEDs	as	backlighting.	Cold	cathode	ray	(fluorescent)	tubes	were	used.	Give	three	advantages	of	using	LEDs.	4	Filipe	has	music	stored	on	his	computer’s	backing	store.	He	wishes	to	listen	to	his	music	through	a	pair	of	loudspeakers.	Describe	how	the	music,	which	is	digitally
stored	can	be	played	through	his	two	analogue	loudspeakers.	110	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	110	18/02/21	3:51	PM	3.2	Input	and	output	devices	3.2.3	Sensors	Sensors	are	input	devices	which	read	or	measure	physical	properties	from	their	surroundings.	Examples	include	temperature,	pressure,	acidity	level	and	length	(there
are	many	others).	Real	data	is	analogue	in	nature;	this	means	it	is	constantly	changing	and	doesn’t	have	a	single	discrete	value.	Therefore,	analogue	data	needs	some	form	of	interpretation	by	the	user,	for	example,	the	temperature	measurement	on	a	mercury	thermometer	requires	the	user	to	look	at	the	height	of	the	mercury	column	and	use	their
best	judgement	(by	looking	at	the	scale)	to	find	the	temperature.	There	are	an	infinite	number	of	values	depending	on	how	precisely	the	height	of	the	mercury	column	is	measured.	▲	Figure	3.48	Mercury	thermometer	However,	computers	cannot	make	any	sense	of	these	physical	quantities	so	the	data	needs	to	be	converted	into	a	digital	format.	This
is	usually	achieved	by	an	analogue	to	digital	converter	(ADC).	This	device	converts	physical	values	into	discrete	digital	values.	ADC	Analogue	data	Link	For	more	on	actuators	see	Section	3.2.2.	10011100	...	Digital	data	▲	Figure	3.49	ADC	When	the	computer	is	used	to	control	devices,	such	as	a	motor	or	a	valve,	it	is	necessary	to	use	a	digital	to
analogue	converter	(DAC)	since	these	devices	need	analogue	data	to	operate	in	many	cases.	Actuators	are	used	in	such	control	applications.	Sensor	readings	may	cause	the	microprocessor	to,	for	example,	alter	a	valve	or	a	motor	that	will	then	change	the	next	reading	taken	by	the	sensor.	So	the	output	from	the	microprocessor	will	impact	on	the	next
input	received	as	it	attempts	to	bring	the	system	within	the	desired	parameters.	This	is	known	as	feedback.	It	is	important	to	realise	that	sensors	send	out	constant	values;	they	don’t	suddenly	send	a	reading	when	the	parameter	they	are	measuring	changes.	It	is	the	microprocessor	they	are	giving	the	input	to	that	will	analyse	the	incoming	data	and
take	the	necessary	action.	Table	3.8	shows	a	number	of	common	sensors	and	examples	of	applications	where	the	sensors	might	be	used.	111	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	111	18/02/21	3:51	PM	3	Hardware	▼	Table	3.8	Sensors	Sensor	Description	of	sensor	Example	applications	•	control	of	a	central	heating	system	Temperature	•
control/monitor	a	chemical	process	•	control/monitor	temperature	in	a	greenhouse	•	control/monitor	moisture	levels	in	soil	in	a	measures	water	levels	in,	for	example,	soil	(it	is	greenhouse	Moisture	based	on	the	electrical	resistance	of	the	sample	•	monitor	the	moisture	levels	in	a	food	processing	being	monitored)	factory	•	monitor	humidity	levels	in	a
building	this	is	slightly	different	to	moisture;	this	measures	•	monitor	humidity	levels	in	a	factory	the	amount	of	water	vapour	in,	for	example,	a	Humidity	manufacturing	microchips	sample	of	air	(based	on	the	fact	that	the	conductivity	of	air	will	change	depending	on	the	amount	of	water	•	monitor/control	humidity	levels	in	the	air	in	a	greenhouse
present)	•	switching	street	lights	on	or	off	depending	on	these	use	photoelectric	cells	that	produce	an	output	light	levels	Light	(in	the	form	of	an	electric	current)	depending	on	the	•	switch	on	car	headlights	automatically	when	it	brightness	of	the	light	gets	dark	•	turn	on	car	windscreen	wipers	automatically	these	use	an	invisible	beam	of	infrared
radiation	Infrared	when	it	detects	rain	on	the	windscreen	picked	up	by	a	detector;	if	the	beam	is	broken,	then	(active)	•	security	alarm	system	(intruder	breaks	the	infrathere	will	be	a	change	in	the	amount	of	infrared	red	beam)	radiation	reaching	the	detector	(sensor)	these	sensors	measure	the	heat	radiation	given	off	•	security	alarm	system	(detects
body	heat)	Infrared	by	an	object,	for	example,	the	temperature	of	an	•	monitor	the	temperature	inside	an	industrial	(passive)	intruder	or	the	temperature	in	a	fridge	freezer	or	chiller	unit	a	pressure	sensor	is	a	transducer	and	generates	•	weighing	of	lorries	at	a	weighing	station	Pressure	different	electric	currents	depending	on	the	•	measure	the	gas
pressure	in	a	nuclear	reactor	pressure	applied	•	pick	up	the	noise	of	footsteps	in	a	security	system	these	are	basically	microphones	that	convert	Acoustic/sound	•	detect	the	sound	of	liquids	dripping	at	a	faulty	detected	sound	into	electric	signals/pulses	pipe	joint	•	monitor	pollution	levels	in	the	air	at	an	airport	most	common	ones	are	oxygen	or	carbon
dioxide	sensors;	they	use	various	methods	to	detect	the	gas	•	monitor	oxygen	and	carbon	dioxide	levels	in	a	Gas	being	monitored	and	produce	outputs	that	vary	with	greenhouse	the	oxygen	or	carbon	dioxide	levels	present	•	monitor	oxygen	levels	in	a	car	exhaust	•	monitor/control	acidity	levels	in	the	soil	in	a	these	measure	acidity	through	changes	in
voltages	greenhouse	pH	in,	for	example,	soil	•	control	acidity	levels	in	a	chemical	process	these	sensors	measure	changes	in	magnetic	fields	•	detect	magnetic	field	changes	(for	example,	in	mobile	phones	and	CD	players)	Magnetic	field	–	the	signal	output	will	depend	on	how	the	magnetic	field	changes	•	used	in	anti-lock	braking	systems	in	cars	•
used	in	cars	to	measure	rapid	deceleration	and	these	are	sensors	that	measure	acceleration	and	apply	air	bags	in	a	crash	motion	of	an	application,	i.e.	the	change	in	velocity	Accelerometer	(a	piezoelectric	cell	is	used	whose	output	varies	•	used	by	mobile	phones	to	change	between	according	to	the	change	in	velocity)	portrait	and	landscape	mode
these	sensors	detect	the	presence	of	a	nearby	•	detect	when	a	face	is	close	to	a	mobile	phone	Proximity	object	screen	and	switches	off	screen	when	held	to	the	ear	•	used	in	respiratory	devices	and	inhalers	in	these	sensors	measure	the	flow	rate	of	a	moving	hospitals	Flow	(rate)	liquid	or	gas	and	produce	an	output	based	on	the	amount	of	liquid	or	gas
passing	over	the	sensor	•	measure	gas	flows	in	pipes	(for	example,	natural	gas)	these	sensors	use	ultrasonics	(to	detect	changing	•	monitor	levels	in	a	petrol	tank	in	a	car	liquid	levels	in,	for	example,	a	tank)	or	capacitance/	•	in	a	pharmaceutical	process	where	powder	levels	Level	conductivity	(to	measure	static	levels	(for	example,	in	tablet	production
need	to	be	monitored	height	of	water	in	a	river)	–	note,	level	sensors	can	•	leak	detection	in	refrigerant	(air	conditioning)	also	be	optical	or	mechanical	in	nature	measures	temperature	of	the	surroundings	by	sending	signals;	these	signals	will	change	as	the	temperature	changes	112	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	112	18/02/21	3:51
PM	3.2	Input	and	output	devices	Sensors	are	used	in	both	monitoring	and	control	applications.	There	is	a	subtle	difference	between	how	these	two	methods	work	(the	flowchart	is	a	simplification	of	the	process):	Sensors	send	signals	to	the	microprocessor/computer	The	signals	are	converted	to	digital	(if	necessary)	using	an	analogue	to	digital
converter	(ADC)	The	computer/microprocessor	analyses	the	data	received	by	checking	it	against	stored	values	If	new	data	is	outside	the	acceptable	range,	a	warning	message	is	sent	to	a	screen	or	an	alarm	is	activated	The	microprocessor/computer	has	no	effect	on	what	is	being	monitored	–	it	is	simply	‘watching’	the	process	If	the	new	data	is	outside
the	acceptable	range,	the	computer/microprocessor	sends	signals	to	control	valves,	motors,	etc.	The	output	from	the	system	affects	the	next	set	of	inputs	from	the	sensors	Feedback	loop	Monitoring	system	Control	system	▲	Figure	3.50	Monitoring	and	control	systems	using	sensors	Examples	of	monitoring	»	Monitoring	of	a	patient	in	a	hospital	for
vital	signs	such	as	heart	rate,	temperature,	etc.	»	Monitoring	of	intruders	in	a	burglar	alarm	system	»	Checking	the	temperature	levels	in	a	car	engine	»	Monitoring	pollution	levels	in	a	river.	Examples	of	control	»	Turning	street	lights	on	at	night	and	turning	them	off	again	during	daylight	»	Controlling	the	temperature	in	a	central	heating/air
conditioning	system	»	Chemical	process	control	(for	example,	maintaining	temperature	and	pH	of	process)	113	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	113	18/02/21	3:51	PM	3	Hardware	»	Operating	anti-lock	brakes	on	a	car	when	necessary	»	Controlling	the	environment	in	a	green	house.	Monitoring	applications	Security	systems	Acoustic
sensor	Infrared	sensor	Siren	Interface	Pressure	sensor	Computer/	microprocessor	Lights	▲	Figure	3.51	Security	system	Note:	compare	this	to	Figure	3.9	(embedded	systems)	which	shows	the	security	system	in	more	detail.	Figure	3.51	concentrates	on	the	sensor	input.	The	security	monitoring	system	will	carry	out	the	following	actions:	»	»	»	»	»	»	»	»
»	»	»	»	»	the	system	is	activated	by	keying	in	a	password	on	a	keypad	the	infrared	sensor	will	pick	up	the	movement	of	an	intruder	in	the	building	the	acoustic	sensor	will	pick	up	sounds	such	as	footsteps	or	breaking	glass	the	pressure	sensor	will	pick	up	the	weight	of	an	intruder	coming	through	a	door	or	through	a	window	the	sensor	data	is	passed
through	an	ADC	if	it	is	in	an	analogue	form	...	...	to	produce	digital	data	the	computer/microprocessor	will	sample	the	digital	data	coming	from	these	sensors	at	a	given	frequency	(e.g.	every	5 seconds)	...	...	the	data	is	compared	with	the	stored	values	by	the	computer/microprocessor	if	any	of	the	incoming	data	values	are	outside	the	acceptable	range,
then	the	computer	sends	a	signal	...	...	to	a	siren	to	sound	the	alarm,	or	...	to	a	light	to	start	flashing	a	DAC	is	used	if	the	devices	need	analogue	values	to	operate	them	the	alarm	continues	to	sound/lights	continue	to	flash	until	the	system	is	reset	with	a	password.	Monitoring	of	patients	in	a	hospital	»	»	»	»	»	»	»	»	»	»	A	number	of	sensors	are	attached
to	the	patient	...	...	these	measure	vital	signs	such	as:	temperature,	heart	rate,	breathing	rate,	etc.	these	sensors	are	all	attached	to	a	computer	system	the	sensors	constantly	send	data	back	to	the	computer	system	the	computer	samples	the	data	at	frequent	intervals	the	range	of	acceptable	values	for	each	parameter	is	keyed	into	the	computer	the
computer	compares	the	values	from	the	sensors	with	those	values	keyed	in	if	anything	is	out	of	the	acceptable	range,	a	signal	is	sent	by	the	computer	...	...	to	sound	an	alarm	if	data	from	the	sensors	is	within	range,	the	values	are	shown	in	either	graphical	form	on	a	screen	and/or	a	digital	read	out	»	monitoring	continues	until	the	sensors	are
disconnected	from	the	patient.	114	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	114	18/02/21	3:51	PM	3.2	Input	and	output	devices	Control	applications	Control	of	street	lighting	This	next	sequence	shows	how	a	microprocessor	is	used	to	control	the	operation	of	a	street	lamp.	The	lamp	is	fitted	with	a	light	sensor	which	constantly	sends	data	to
the	microprocessor.	The	data	value	from	the	sensor	changes	according	to	whether	it	is	sunny,	cloudy,	raining	or	it	is	night	time	(etc.):	Street	light	ADC	▲	Figure	3.52	Street	lighting	»	t	he	light	sensor	sends	data	to	the	ADC	interface	»	this	changes	the	data	into	digital	form	and	sends	it	to	the	microprocessor	»	the	microprocessor	samples	the	data
every	minute	(or	at	some	other	frequency	rate)	»	if	the	data	from	the	sensor	<	value	stored	in	memory	…	»	...	a	signal	is	sent	from	the	microprocessor	to	the	street	lamp	...	Microprocessor	»	...	and	the	lamp	is	switched	on	»	the	lamp	stays	switched	on	for	30	minutes	before	the	sensor	readings	are	sampled	again	(this	prevents	the	lamp	 	flickering	off
and	on	during	brief	heavy	cloud	cover,	for	example)	»	if	the	data	from	the	sensor	>=	value	stored	in	memory	…	»	…	a	signal	is	sent	from	the	microprocessor	to	the	street	lamp	...	»	…	and	the	lamp	is	switched	off	»	the	lamp	stays	switched	off	for	30	minutes	before	sensor	readings	are	sampled	again	(this	prevents	the	lamp	flickering	off	and	on	during
heavy	cloud	cover	for	example).	Anti-lock	braking	systems	(on	cars)	Anti-lock	braking	systems	(ABS)	on	cars	use	magnetic	field	sensors	to	stop	the	wheels	locking	up	on	the	car	if	the	brakes	have	been	applied	too	sharply:	»	when	one	of	the	car	wheels	rotates	too	slowly	(i.e.	it	is	locking	up),	a	magnetic	field	sensor	sends	data	to	a	microprocessor	»	the
microprocessor	checks	the	rotation	speed	of	the	other	three	wheels	»	if	they	are	different	(i.e.	rotating	faster),	the	microprocessor	sends	a	signal	to	the	braking	system	…	»	…	and	the	braking	pressure	to	the	affected	wheel	is	reduced	…	»	…	the	wheel’s	rotational	speed	is	then	increased	to	match	the	other	wheels	»	the	checking	of	the	rotational	speed
using	these	magnetic	field	sensors	is	done	several	times	a	second	…	»	…	and	the	braking	pressure	to	all	the	wheels	can	be	constantly	changing	to	prevent	any	of	the	wheels	locking	up	under	heavy	braking	...	»	…	this	is	felt	as	a	‘judder’	on	the	brake	pedal	as	the	braking	system	is	constantly	switched	off	and	on	to	equalise	the	rotational	speed	of	all	four
wheels	»	if	one	of	the	wheels	is	rotating	too	quickly,	braking	pressure	is	increased	to	that	wheel	until	it	matches	the	other	three.	115	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	115	25/02/21	11:39	AM	3	Hardware	Central	heating	systems	In	this	example,	a	gas	supply	is	used	to	heat	water	using	a	heater.	A	valve	on	the	gas	supply	is	controlled	by
a	microprocessor	and	is	opened	if	the	heating	levels	need	to	be	increased.	A	water	pump	is	used	to	pump	hot	water	around	the	central	heating	system	whenever	the	temperature	drops	below	a	pre-set	value:	Sensor	Gas	supply	Heater	Keypad	ADC	Microprocessor	DAC	DAC	Water	pump	▲	Figure	3.53	Controlling	a	central	heating	system	So	how	does
this	work?	»	the	required	temperature	is	keyed	in	and	this	is	stored	in	the	microprocessor	memory	(this	is	called	the	pre-set	value)	»	the	temperature	sensor	is	constantly	sending	data	readings	to	the	microprocessor	»	the	sensor	data	is	first	sent	to	an	ADC	to	convert	the	analogue	data	into	digital	data	»	the	digital	data	is	sent	to	the	microprocessor	»
the	microprocessor	compares	this	data	with	the	pre-set	value	»	if	the	temperature	reading	>=	pre-set	value	then	no	action	is	taken	»	if	the	temperature	reading	<	pre-set	value,	then	a	signal	is	sent	…	»	…	to	an	actuator	(via	a	DAC)	to	open	the	gas	valve	to	the	heater	»	…	to	an	actuator	(via	a	DAC)	to	turn	on	the	water	pump	»	the	process	continues
until	the	central	heating	is	switched	off.	Chemical	process	control	A	certain	chemical	process	only	works	if	the	temperature	is	above	70°C	and	the	pH	(acidity)	level	is	less	than	3.5.	Sensors	are	used	as	part	of	the	control	system.	A	heater	is	used	to	heat	the	reactor	and	valves	are	used	to	add	acid	when	necessary	to	maintain	the	acidity.	The	following
description	shows	how	the	sensors	and	computer	are	used	to	control	this	process:	»	temperature	and	pH	sensors	read	data	from	the	chemical	process	»	this	data	is	converted	to	digital	using	an	ADC	and	is	then	sent	to	the	computer	»	the	computer	compares	the	incoming	data	with	pre-set	values	stored	in	memory	»	…	if	the	temperature	<	70°C,	a
signal	is	sent	to	switch	on	the	heater	»	…	if	the	temperature	>=	70°C,	a	signal	is	sent	to	switch	off	the	heaters	»	…	if	the	pH	>	3.5,	then	a	signal	is	sent	to	open	a	valve	and	acid	is	added	»	…	if	the	pH	pre-set	value	humidity	<	pre-set	value	>	pre-set	value	moisture	<	pre-set	value	>	pre-set	value	Sensors	taking	readings	from	surroundings	ADC
Computer	temperature	<	pre-set	value	Devices	under	computer	control	>	pre-set	value	DAC	pH	<	pre-set	value	>	pre-set	value	light	<	pre-set	value	Send	signal	to	motors	to	open	windows	Send	signal	to	valves	to	spray	water	Send	signal	to	switch	on	heater	to	dry	Send	signal	to	open	valve	to	add	water	Send	signal	to	motors	to	open	windows	Send
signal	to	motors	to	close	windows	and	switch	on	heater	Send	signal	to	open	valve	to	add	acid	Send	signal	to	open	valve	to	add	alkali	Send	signal	to	motor	to	close	blinds	Send	signal	to	switch	on	artificial	light	Computer	processing	▲	Figure	3.54	Control	of	greenhouse	environment	Because	of	the	number	of	sensors,	this	is	clearly	quite	a	complex
problem.	Let	us	consider	the	humidity	sensor	only.	This	sends	a	signal	to	an	ADC,	which	then	sends	a	digital	signal	to	the	computer.	This	compares	the	input	with	stored	(pre-set)	values	and	decides	what	action	needs	to	be	taken	(follow	the	orange	lines	in	Figure	3.54).	If	humidity	is	>	pre-set	value,	the	computer	sends	a	signal	to	a	DAC	(follow	the
green	lines	in	the	figure)	to	operate	the	motors	to	open	windows	thus	reducing	the	humidity.	If	it	is	<	pre-set	value,	the	computer	sends	a	signal	to	open	valves	to	spray	water	into	the	air	(follow	the	green	lines).	If	the	reading	=	pre-set	value,	then	no	action	is	taken	(this	isn’t	shown	in	the	diagram	since	it	could	follow	either	direction).	The	control
process	continues	as	long	as	the	system	is	switched	on.	Similar	arguments	can	be	used	for	all	five	sensors.	117	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	117	18/02/21	3:51	PM	3	Hardware	Activity	3.5	1	An	air	conditioning	unit	in	a	car	is	being	controlled	by	a	microprocessor	and	a	number	of	sensors.	a	Describe	the	main	differences	between
control	and	monitoring	of	a	process.	b	Describe	how	the	sensors	and	microprocessor	would	be	used	to	control	the	air	conditioning	unit	in	the	car.	Name	at	least	two	different	sensors	that	might	be	used	and	explain	the	role	of	positive	feedback	in	your	description.	You	might	find	drawing	a	diagram	of	your	intended	process	to	be	helpful.	2	Look	at
Figure	3.54	and	describe	how	the	pH	sensor	would	be	used	to	control	the	acidity	levels	in	the	soil	to	optimise	growing	conditions	in	the	greenhouse.	3	The	diagram	(Figure	3.55)	below	shows	a	nuclear	reactor.	Two	of	the	sensors	used	in	the	control	and	monitoring	of	the	reactor	are:	»	a	temperature	sensor	to	monitor	the	reactor	temperature	(if	this
exceeds	300°C	then	the	water	flow	into	the	reactor	is	increased)	»	a	pressure	sensor	to	monitor	the	gas	pressure	of	carbon	dioxide	circulating	in	the	reactor	(if	this	is	less	10	bar	then	the	gas	pump	is	opened)	»	note	that:	represents	a	gas	or	liquid	pump	(Gas)	pressure	sensor	Gas	out	Water	out	Microprocessor	(Reactor)	temperature	sensor	REACTOR
Water	in	Gas	in	▲	Figure	3.55	Describe	how	the	sensors	and	microprocessor	are	used	to	maintain	the	correct	water	(reactor)	temperature	and	gas	pressure	in	the	reactor.	Name	any	other	hardware	devices	you	think	may	be	needed	in	your	description.	4	The	junction	(Figure	3.56)	is	controlled	by	traffic	lights.	Describe	how	sensors	in	the	road	and	a
microprocessor	are	used	to	control	the	traffic	at	the	junction.	The	microprocessor	is	able	to	change	the	colour	sequence	of	the	lights.	▲	Figure	3.56	118	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	118	18/02/21	3:51	PM	3.3	Data	storage	3.3	Data	storage	All	computers	require	some	form	of	memory	and	storage.	Memory	is	usually	referred	to	as
the	internal	devices	used	to	store	data	that	the	computer	can	access	directly.	This	is	also	known	as	primary	memory.	This	memory	can	be	the	user’s	workspace,	temporary	data	or	data	that	is	key	to	running	the	computer.	Storage	devices	allow	users	to	store	applications,	data	and	files.	The	user’s	data	is	stored	permanently	and	they	can	change	it	or
read	it	as	they	wish.	Storage	needs	to	be	larger	than	internal	memory	since	the	user	may	wish	to	store	large	files	(such	as	music	files	or	videos).	Storage	devices	can	also	be	removable	to	allow	data,	for	example,	to	be	transferred	between	computers.	Removable	devices	allow	a	user	to	store	important	data	in	a	different	location	in	case	of	data	loss.
However,	all	of	this	removeable	storage	has	become	less	important	with	the	advent	of	technology	such	as	‘data	drop’	(which	uses	Bluetooth)	and	cloud	storage.	Figure	3.57	summarises	the	types	of	memory	and	storage	devices	covered	in	this	section.	Memory	and	storage	devices	can	be	split	up	into	two	distinct	groups:	»	primary	memory	»	secondary
storage.	Primary	memory	RAM	ROM	Internal	secondary	storage	External	secondary	storage	Hard	disk	drive	(HDD)	DVD/CD	and	DVD-RAM	Solid	state	drive	(SSD)	Blu-ray	disc	USB	memory	stick/	flash	memory	Removable	hard	drive	▲	Figure	3.57	Typical	memory	and	storage	devices	119	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	119	18/02/21
3:51	PM	3	Hardware	Here	is	a	summary	of	the	differences	between	primary	memory	and	storage	devices:	Directly	addressable	by	the	CPU	Primary	memory	Contains	RAM,	ROM	and	cache	memory	Not	directly	addressable	by	the	CPU	All	are	non-volatile	devices	Secondary	storage	Can	be	external	or	internal	to	the	computer	Examples	include	HDD,
SSD,	DVD,	memory	stick,	Blu-ray	disc	▲	Figure	3.58	Summary	of	primary,	secondary	and	off-line	devices	3.3.1	Primary	memory	Primary	memory	is	the	part	of	the	computer	memory	which	can	be	accessed	directly	from	the	CPU;	this	includes	random	access	memory	(RAM)	and	readonly	memory	(ROM)	memory	chips.	Primary	memory	allows	the	CPU
to	access	applications	and	services	temporarily	stored	in	memory	locations.	The	structure	of	primary	memory	is	shown	in	Figure	3.59.	Primary	memory	RAM	SRAM	ROM	DRAM	▲	Figure	3.59	Primary	memory	Random	access	memory	(RAM)	All	computer	systems	come	with	some	form	of	RAM.	These	memory	devices	are	not	really	random;	this	refers
to	the	fact	that	any	memory	location	in	RAM	can	be	accessed	independent	of	which	memory	location	was	last	used.	When	you	run	an	application	or	program,	data	is	retrieved	from	secondary	storage	and	placed	temporarily	into	RAM.	Access	time	to	locate	data	is	much	faster	in	RAM	than	in	secondary	or	off-line	devices.	Features	of	RAM	include:	»	can
be	written	to	or	read	from,	and	the	data	can	be	changed	by	the	user	or	the	computer	(i.e.	it	is	a	temporary	memory)	120	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	120	25/02/21	11:41	AM	3.3	Data	storage	»	used	to	store	data,	files,	part	of	an	application	or	part	of	the	operating	system	currently	in	use	»	it	is	volatile,	which	means	memory
contents	are	lost	when	powering	off	the	computer.	In	general,	the	larger	the	size	of	RAM	the	faster	the	computer	will	operate.	In	reality,	RAM	never	runs	out	of	memory;	it	continues	to	operate	but	just	becomes	slower	and	slower	as	more	data	is	stored.	As	RAM	becomes	‘full’,	the	CPU	has	to	continually	access	the	secondary	data	storage	devices	to
overwrite	old	data	on	RAM	with	new	data.	By	increasing	the	RAM	size,	the	number	of	times	this	has	to	be	done	is	considerably	reduced;	thus	making	the	computer	operate	more	quickly.	There	are	currently	two	types	of	RAM	technology:	»	dynamic	RAM	(DRAM)	»	static	RAM	(SRAM).	Dynamic	RAM	(DRAM)	▲	Figure	3.60	DRAM	Each	DRAM	chip
consists	of	transistors	and	capacitors.	Each	of	these	parts	is	tiny	since	a	single	RAM	chip	will	contain	millions	of	transistors	and	capacitors.	The	function	of	each	part	is:	»	capacitor	–	this	holds	the	bits	of	information	(0	or	1)	»	transistor	–	this	acts	like	a	switch;	it	allows	the	chip	control	circuitry	to	read	the	capacitor	or	change	the	capacitor’s	value.
This	type	of	RAM	needs	to	be	constantly	refreshed	(that	is,	the	capacitor	needs	to	be	re-charged	every	15	microseconds	otherwise	it	would	lose	its	value).	If	it	wasn’t	refreshed,	the	capacitor’s	charge	would	leak	away	very	quickly	leaving	every	capacitor	with	the	value	0.	▲	Figure	3.61	SRAM	DRAMs	have	a	number	of	advantages	over	SRAMs:	»	they
are	much	less	expensive	to	manufacture	than	SRAM	»	they	consume	less	power	than	SRAM	»	they	have	a	higher	memory	capacity	than	SRAM.	Static	RAM	(SRAM)	A	major	difference	between	SRAM	and	DRAM	is	that	SRAM	doesn’t	need	to	be	constantly	refreshed.	It	makes	use	of	flip	flops,	which	hold	each	bit	of	memory.	SRAM	is	much	faster	than
DRAM	when	it	comes	to	data	access	(typically,	access	time	for	SRAM	is	25 nanoseconds	and	for	DRAM	is	60 nanoseconds).	121	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	121	18/02/21	3:51	PM	3	Hardware	DRAM	is	the	most	common	type	of	RAM	used	in	computers,	but	where	absolute	speed	is	essential,	for	example,	in	the	CPU’s	memory
cache,	SRAM	is	the	preferred	technology.	Memory	cache	is	a	high-speed	portion	of	the	memory;	it	is	effective	because	most	programs	access	the	same	data	or	instructions	many	times.	By	keeping	as	much	of	this	information	as	possible	in	SRAM,	the	computer	avoids	having	to	access	the	slower	DRAM.	Table	3.9	summarises	the	differences	between
DRAM	and	SRAM.	▼	Table	3.9	Differences	between	DRAM	and	SRAM	DRAM	SRAM	consists	of	a	number	of	transistors	and	capacitors	uses	flip	flops	to	hold	each	bit	of	memory	needs	to	be	constantly	refreshed	doesn’t	need	to	be	constantly	refreshed	less	expensive	to	manufacture	than	SRAM	has	a	faster	data	access	time	than	DRAM	has	a	higher
memory	capacity	than	SRAM	main	memory	is	constructed	from	DRAM	CPU	memory	cache	makes	use	of	SRAM	consumes	less	power	than	SRAM	Read-only	memory	(ROM)	Another	form	of	primary	memory	is	read-only	memory	(ROM).	This	is	similar	to	RAM	in	that	it	shares	some	of	its	properties,	but	the	main	difference	is	that	it	cannot	be	changed	or
written	to.	ROM	chips	have	the	following	features:	»	they	are	non-volatile	(the	contents	are	not	lost	after	powering	off	the	computer)	»	they	are	permanent	memories	(the	contents	cannot	be	changed	or	written	to	by	the	user,	the	computer	or	any	application/program)	»	the	contents	can	only	be	read	»	they	are	often	used	to	store	data	that	the	computer
needs	to	access	when	powering	up	for	the	first	time	(the	basic	input/output	system	(BIOS));	these	are	known	as	the	start-up	instructions	(or	bootstrap)	Here	is	a	summary	of	the	main	differences	between	RAM	and	ROM:	▼	Table	3.10	RAM	and	ROM	features	RAM	ROM	temporary	memory	device	permanent	memory	device	volatile	memory	non-volatile
memory	device	can	be	written	to	and	read	from	data	stored	cannot	be	altered	used	to	store	data,	files,	programs,	part	of	OS	currently	in	use	always	used	to	store	BIOS	and	other	data	needed	at	start	up	can	be	increased	in	size	to	improve	operational	speed	of	a	computer	122	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	122	18/02/21	3:51	PM	3.3
Data	storage	Example	of	an	application	We	will	now	consider	an	application,	other	than	a	computer,	where	both	RAM	and	ROM	chips	are	used:	A	remote-controlled	toy	car	has	circuitry	which	contains	both	RAM	and	ROM	chips.	The	remote	control	is	a	hand-held	device.	Explain	the	function	of	the	RAM	and	ROM	chip	in	this	application.	We	will
consider	the	function	of	each	type	of	memory	independently:	ROM	»	storing	the	factory	settings	such	as	remote	control	frequencies	»	storing	the	‘start-up’	routines	when	the	toy	car	is	first	switched	on	»	storing	of	the	set	routines;	for	example,	how	the	buttons	on	the	hand-held	device	control	turning	left,	acceleration,	stopping,	and	so	on.	RAM	»	the
user	may	wish	to	program	in	their	own	routines;	these	new	instructions	would	be	stored	in	the	RAM	chip	»	the	RAM	chip	will	store	the	data/instructions	received	from	the	remote	control	unit.	Activity	3.6	1	Describe	how	ROM	and	RAM	chips	could	be	used	in	the	following	devices:	a	a	microwave	oven	b	a	refrigerator	c	a	remote-controlled	model
aeroplane;	the	movement	of	the	aeroplane	is	controlled	by	a	hand-held	device.	3.3.2	Secondary	and	off-line	storage	Secondary	(and	off-line)	storage	includes	storage	devices	that	are	not	directly	addressable	by	the	CPU.	They	are	non-volatile	devices	that	allow	data	to	be	stored	as	long	as	required	by	the	user.	This	type	of	storage	can	store	more	data
than	primary	memory,	but	data	access	time	is	considerably	longer	than	with	RAM	or	ROM.	All	applications,	the	operating	system,	device	drivers	and	general	files	(for	example,	documents,	photos	and	music)	are	stored	on	secondary	storage.	The	following	section	discusses	the	various	types	of	secondary	storage	that	can	be	found	on	the	majority	of
computers.	3.3.3	Magnetic,	optical	and	solid-state	storage	Secondary	(and	off-line)	storage	falls	into	three	categories	according	to	the	technology	used:	»	magnetic	»	solid	state	»	optical.	Magnetic	storage	▲	Figure	3.62	HDD	Hard	Disk	Drives	(HDD)	Hard	disk	drives	(HDD)	are	still	one	of	the	most	common	methods	used	to	store	data	on	a	computer.
123	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	123	18/02/21	3:51	PM	3	Hardware	Data	is	stored	in	a	digital	format	on	the	magnetic	surfaces	of	the	disks	(or	platters,	as	they	are	frequently	called).	The	hard	disk	drive	will	have	a	number	of	platters	that	can	spin	at	about	7000	times	a	second.	Read-write	heads	consist	of	electromagnets	that	are
used	to	read	data	from	or	write	data	to	the	platters.	Platters	can	be	made	from	aluminium,	glass	or	a	ceramic	material.	A	number	of	read-write	heads	can	access	all	of	the	surfaces	of	the	platters	in	the	disk	drive.	Normally	each	platter	will	have	two	surfaces	which	can	be	used	to	store	data.	These	read-write	heads	can	move	very	quickly	–	typically	they
can	move	from	the	centre	of	the	disk	to	the	edge	of	the	disk	(and	back	again)	50	times	a	second.	Data	is	stored	on	the	surface	in	sectors	and	tracks.	A	sector	on	a	given	track	will	contain	a	fixed	number	of	bytes.	Unfortunately,	hard	disk	drives	have	very	slow	data	access	when	compared	to,	for	example,	RAM.	Many	applications	require	the	read-write
heads	to	constantly	look	for	the	correct	blocks	of	data;	this	means	a	large	number	of	head	movements.	The	effects	of	latency	then	become	very	significant.	Latency	is	defined	as	the	time	it	takes	for	a	specific	block	of	data	on	a	data	track	to	rotate	around	to	the	read-write	head.	track	sector	Users	will	sometimes	notice	the	effect	of	latency	when	they
see	messages	such	as	‘Please	wait’	or,	at	its	worst,	‘not	responding’.	When	a	file	or	data	is	stored	on	a	HDD,	the	required	number	of	sectors	needed	to	store	the	data	will	be	allocated.	However,	the	sectors	allocated	may	not	be	adjacent	to	each	other.	Through	time,	the	HDD	will	undergo	numerous	deletions	and	editing	which	leads	to	sectors	becoming
increasingly	fragmented	resulting	in	a	gradual	deterioration	of	the	HDD	performance	(in	other	words,	it	takes	longer	and	longer	to	access	data).	Defragmentation	software	can	improve	on	this	situation	by	‘tidying	up’	the	disk	sectors.	▲	Figure	3.63	Tracks	and	sectors	Link	See	Section	4.1.1	for	more	on	defragmentation.	All	data	in	a	given	sector	on	a
HDD	will	be	read	in	order	(that	is,	sequentially);	however,	access	to	the	sector	itself	will	be	by	a	direct	read/write	head	movement.	Removable	hard	disk	drives	are	essentially	HDDs	external	to	the	computer	that	can	be	connected	to	the	computer	using	one	of	the	USB	ports.	In	this	way,	they	can	be	used	as	a	back-up	device	or	another	way	of
transferring	files	between	computers.	Link	For	more	on	NAND	and	NOR	gates	see	Chapter	10.	Solid	state	drives	(SSD)	Latency	is	an	issue	in	HDDs	as	described	earlier.	Solid	state	drives	(SSD)	remove	this	issue	considerably	since	they	have	no	moving	parts	and	all	data	is	retrieved	at	the	same	rate.	They	don’t	rely	on	magnetic	properties;	the	most
common	type	of	solid	state	storage	devices	store	data	by	controlling	the	movement	of	electrons	within	NAND	or	NOR	chips.	The	data	is	stored	as	0s	and	1s	in	millions	of	tiny	transistors	(at	each	junction	one	transistor	is	called	a	floating	gate	and	the	other	is	called	a	control	gate)	within	the	chip.	This	effectively	produces	a	nonvolatile	rewritable
memory.	Floating	gate	and	control	gate	transistors	Floating	gate	and	control	gate	transistors	use	CMOS	(complementary	metal	oxide	semi-conductor)	NAND	technology.	Flash	memories	make	use	of	a	matrix;	at	each	124	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	124	18/02/21	3:51	PM	3.3	Data	storage	intersection	on	the	matrix	there	is	a
floating	gate	and	a	control	gate	arranged	as	follows:	Floating	gate	Tunnel	oxide	coating	(allows	electrons	through)	Control	gate	Dielectric	coating	(insulation)	Electron	source	Substrate	▲	Figure	3.64	Flash	memory	A	dielectric	coating	separates	the	two	transistors,	which	allows	the	floating	gate	transistor	to	retain	its	charge	(which	is	why	the	memory
is	non-volatile).	The	floating	gate	transistor	has	a	value	of	1	when	it	is	charged	and	a	value	of	0	when	it	isn’t.	To	program	one	of	these	‘intersection	cells’	a	voltage	is	applied	to	the	control	gate	and	electrons	from	the	electron	source	are	attracted	to	it.	But	due	to	the	dielectric	coating,	the	electrons	become	trapped	in	the	floating	gate.	Hence,	we	have
control	over	the	bit	value	stored	at	each	intersection.	(Note:	After	about	12	months,	this	charge	can	leak	away,	which	is	why	a	solid	state	device	should	be	used	at	least	once	a	year	to	be	certain	it	will	retain	its	memory.)	The	main	benefits	of	this	newer	solid	state	technology	over	hard	disk	drives	are:	»	»	»	»	»	they	are	more	reliable	(no	moving	parts	to
go	wrong)	they	are	considerably	lighter	(which	makes	them	suitable	for	laptops)	they	don’t	have	to	‘get	up	to	speed’	before	they	work	properly	they	have	a	lower	power	consumption	they	run	much	cooler	than	HDDs	(both	these	points	again	make	them	very	suitable	for	laptop	computers)	»	because	of	no	moving	parts,	they	are	very	thin	»	data	access	is
considerably	faster	than	HDD.	The	main	drawback	of	SSD	is	still	the	longevity	of	the	technology	(although	this	is	becoming	less	of	an	issue).	Most	solid	state	storage	devices	are	conservatively	rated	at	only	20 GB	of	write	operations	per	day	over	a	three	year	period	–	this	is	known	as	SSD	endurance.	For	this	reason,	SSD	technology	is	still	not	used	in
all	servers,	for	example,	where	a	huge	number	of	write	operations	take	place	every	day.	However,	the	durability	of	these	solid	state	systems	is	being	improved	by	a	number	of	manufacturers	and	they	are	rapidly	becoming	more	common	in	applications	such	as	servers	and	cloud	storage	devices.	Note:	It	is	also	not	possible	to	over-write	existing	data	on
a	flash	memory	device;	it	is	necessary	to	first	erase	the	old	data	and	then	write	the	new	data	at	the	same	location.	Memory	sticks/flash	memories	Memory	sticks/flash	memories	(also	known	as	pen	drives)	use	solid	state	technology.	They	usually	connect	to	the	computer	through	the	USB	port.	Their	main	advantage	is	that	they	are	very	small,
lightweight	devices,	which	make	them	very	suitable	as	a	method	for	transferring	files	between	computers.	They	can	also	be	used	as	small	back-up	devices	for	music	or	photo	files,	for	example.	125	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	125	18/02/21	3:51	PM	3	Hardware	Complex	or	expensive	software,	such	as	financial	planning	software,
often	uses	memory	sticks	as	a	dongle.	The	dongle	contains	additional	files	that	are	needed	to	run	the	software.	Without	this	dongle,	the	software	won’t	work	properly.	It	therefore	prevents	illegal	or	unauthorised	use	of	the	software,	and	also	prevents	copying	of	the	software	since,	without	the	dongle,	it	is	useless.	Optical	media	CD/DVD	disks	CDs	and
DVDs	are	described	as	optical	storage	devices.	Laser	light	is	used	to	read	and	write	data	to	and	from	the	surface	of	the	disk.	pits	lands	single	spiral	track	runs	from	the	centre	to	outer	part	of	disk	Both	CDs	and	DVDs	use	a	thin	layer	of	metal	alloy	or	light-sensitive	organic	dye	to	store	the	data.	As	can	be	seen	from	the	diagram	in	Figure	3.65,	both
systems	use	a	single,	spiral	track	which	runs	from	the	centre	of	the	disk	to	the	edge.	When	a	disk	spins,	the	optical	head	moves	to	the	point	where	the	laser	beam	‘contacts’	the	disk	surface	and	follows	the	spiral	track	from	the	centre	outwards.	As	with	a	HDD,	a	CD/DVD	is	divided	into	sectors	allowing	direct	access	to	data.	Also,	as	in	the	case	of	HDD,
the	outer	part	of	the	disk	runs	faster	than	the	inner	part	of	the	disk.	T	he	data	is	stored	in	‘pits’	and	‘lands’	on	the	spiral	track.	A	red	laser	is	used	to	read	and	write	the	data.	CDs	and	DVDs	can	be	designated	‘R’	(write	once	only)	or	‘RW’	(can	be	written	to	or	read	from	many	times).	▲	Figure	3.65	Optical	media	DVD	technology	is	slightly	different	to
that	used	in	CDs.	One	of	the	main	differences	is	the	potential	for	dual-layering,	which	considerably	increases	the	storage	capacity.	Basically,	this	means	that	there	are	two	individual	recording	layers.	Two	layers	of	a	standard	DVD	are	joined	together	with	a	transparent	(polycarbonate)	spacer,	and	a	very	thin	reflector	is	also	sandwiched	between	the
two	layers.	Reading	and	writing	of	the	second	layer	is	done	by	a	red	laser	focusing	at	a	fraction	of	a	millimetre	difference	compared	to	the	first	layer.	laser	reads	layer	1	polycarbonate	layer	first	layer	second	layer	polycarbonate	layer	laser	reads	layer	2	▲	Figure	3.66	Dual-layering	on	a	DVD	Standard,	single	layer	DVDs	still	have	a	larger	storage
capacity	than	CDs	because	the	‘pit’	size	and	track	width	are	both	smaller.	This	means	that	more	data	can	be	stored	on	the	DVD	surface.	DVDs	use	lasers	with	a	wavelength	of	650 nanometres;	CDs	use	lasers	with	a	wavelength	of	780 nanometres.	The	shorter	the	wavelength	of	the	laser	light,	the	greater	the	storage	capacity	of	the	medium.	126
318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	126	18/02/21	3:52	PM	3.3	Data	storage	Blu-ray	discs	Blu-ray	discs	are	another	example	of	optical	storage	media.	However,	they	are	fundamentally	different	to	DVDs	in	their	construction	and	in	the	way	they	carry	out	read-write	operations.	Note:	it	is	probably	worth	mentioning	why	they	are	called	Blu-
ray	rather	than	Blue-ray;	the	simple	reason	is	it	was	impossible	to	copyright	the	word	‘Blue’	and	hence	the	use	of	the	word	‘Blu’.	The	main	differences	between	DVD	and	Blu-ray	are:	▲	Figure	3.67	Blu-ray	disc	»	a	blue	laser,	rather	than	a	red	laser,	is	used	to	carry	out	read	and	write	operations;	the	wavelength	of	blue	light	is	only	405 nanometres
(compared	to	650 nm	for	red	light)	»	using	blue	laser	light	means	that	the	‘pits’	and	‘lands’	can	be	much	smaller;	consequently,	Blu-ray	can	store	up	to	five	times	more	data	than	normal	DVD	»	single-layer	Blu-ray	discs	use	a	1.2 mm	thick	polycarbonate	disk;	however,	duallayer	Blu-ray	and	normal	DVDs	both	use	a	sandwich	of	two	0.6 mm	thick	disks
(i.e.	1.2 mm	thick)	»	Blu-ray	disks	automatically	come	with	a	secure	encryption	system	that	helps	to	prevent	piracy	and	copyright	infringement	»	the	data	transfer	rate	for	a	DVD	is	10 Mbps	and	for	a	Blu-ray	disc	it	is	36 Mbps	(this	equates	to	1.5 hours	to	transfer	25 GiB	of	data).	Since	Blu-ray	discs	can	come	in	single	layer	or	dual-layer	format	(unlike
DVD,	which	is	always	dual-layer),	it	is	probably	worth	also	comparing	the	differences	in	capacity	and	interactivity	of	the	two	technologies.	Comparison	of	the	capacity	and	interactivity	of	DVDs	and	Blu-ray	discs	»	A	standard	dual-layer	DVD	has	a	storage	capacity	of	4.7 GB	(enough	to	store	a	2-hour	standard	definition	movie)	»	A	single-layer	Blu-ray
disc	has	a	storage	capacity	of	27 GB	(enough	to	store	a	2-hour	high	definition	movie	or	13 hours	of	standard	definition	movies)	»	A	dual-layer	Blu-ray	disc	has	a	storage	capacity	of	50 GB	(enough	to	store	4.5 hours	of	high	definition	movies	or	20 hours	of	standard	definition	movies).	Blu-ray	allows	greater	interactivity	than	DVDs.	For	example,	with	Blu-
ray,	it	is	possible	to:	»	»	»	»	»	»	record	high	definition	television	programs	skip	quickly	to	any	part	of	the	disc	create	playlists	of	recorded	movies	and	television	programmes	edit	or	re-order	programmes	recorded	on	the	disc	automatically	search	for	empty	space	on	the	disc	to	avoid	over-recording	access	websites	and	download	subtitles	and	other
interesting	features.	Finally,	Table	3.11	summarises	the	main	differences	between	CDs,	DVDs	and	Blu-ray.	All	these	optical	storage	media	are	used	as	back-up	systems	(for	photos,	music	and	multimedia	files).	This	also	means	that	CDs	and	DVDs	can	be	used	to	transfer	files	between	computers.	Manufacturers	sometimes	supply	their	software	(e.g.
printer	drivers)	using	CDs	and	DVDs.	When	the	software	is	supplied	in	this	way,	the	disk	is	usually	in	a	read-only	format.	127	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	127	18/02/21	3:52	PM	3	Hardware	▼	Table	3.11	Comparison	of	CD,	DVD	and	Blu-ray	(Note:	nm	=	10-9 metres	and	µm	=	10-6 metres)	Disk	type	Laser	colour	Wavelength	of	laser
light	Disk	construction	Track	pitch	(distance	between	tracks)	CD	Red	780 nm	single	1.2 mm	polycarbonate	layer	1.60 µm	Red	650 nm	two	0.6 mm	polycarbonate	layers	0.74 µm	Blue	405 mm	single	1.2 mm	polycarbonate	layer	0.30 µm	Blue	405 nm	two	0.6 mm	polycarbonate	layers	0.30 µm	DVD	(dual-layer)	Blu-ray	(single	layer)	Blu-ray	(dual-layer)	The
most	common	use	of	DVD	and	Blu-ray	is	the	supply	of	movies	or	games.	The	memory	capacity	of	CDs	isn’t	big	enough	to	store	most	movies	(see	earlier	comparison	notes).	3.3.4	Virtual	memory	One	of	the	problems	associated	with	memory	management	is	the	case	when	processes	run	out	of	RAM.	If	the	amount	of	available	RAM	is	exceeded	due	to
multiple	programs	running,	it	is	likely	to	cause	a	system	crash.	This	can	be	solved	by	utilising	the	hard	disk	drive	(or	SSD)	if	we	need	more	memory.	This	is	the	basis	behind	virtual	memory.	Essentially	RAM	is	the	physical	memory,	while	virtual	memory	is	RAM	+	swap	space	on	the	hard	disk	or	SSD.	To	execute	a	program,	data	is	loaded	into	memory
from	HDD	(or	SSD)	whenever	required.	It	is	possible	to	show	the	differences	between	using	normal	memory	management	and	virtual	memory	management	in	two	simple	diagrams.	Without	virtual	memory	Suppose	we	have	five	programs	(numbered	0	to	4)	that	are	in	memory,	all	requiring	access	to	RAM.	The	first	diagram	shows	what	would	happen
without	virtual	memory	being	used	(i.e.	the	computer	would	run	out	of	RAM	memory	space):	32-bit	program	address	space	0	1	2	3	4	32-bit	RAM	address	space	0	1	2	3	When	program	4	tries	to	access	RAM	there	is	no	available	memory,	causing	a	system	crash	▲	Figure	3.68	Normal	memory	management	128	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	128	18/02/21	3:52	PM	3.3	Data	storage	With	virtual	memory	We	will	now	consider	what	happens	if	the	CPU	uses	virtual	memory	to	allow	all	five	programs	to	access	RAM	as	required.	This	will	require	moving	data	out	of	RAM	into	HDD/SSD	and	then	allowing	other	data	to	be	moved	out	of	HDD/SSD	into	RAM:	32-bit	program
address	space	32-bit	map	32-bit	RAM	address	space	0	1	2	3	4	0	1	2	3	program	0	maps	to	address	space	3	in	RAM	program	1	maps	to	address	space	0	in	RAM	program	2	maps	to	address	space	1	in	RAM	program	3	maps	to	address	space	2	in	RAM	program	4	cannot	use	RAM	and	its	data	has	been	mapped	to	the	HDD	(SSD)	instead	(program	0	is	the
oldest	data)	Notice	the	use	of	the	32-bit	'map'.	When	a	program	in	memory	tries	to	access	RAM,	it	is	sent	to	the	'map',	which	then	allocates	the	program	address	space	in	RAM.	HDD/	SSD	▲	Figure	3.69	Status	just	before	program	4	is	given	RAM	space	Virtual	memory	now	moves	the	oldest	data	out	of	RAM	into	the	HDD/SSD	to	allow	program	4	to	gain
access	to	RAM.	The	32-bit	‘map’	is	now	updated	to	reflect	this	new	situation:	»	data	from	program	0	(which	was	using	RAM	address	space	3	–	the	oldest	data)	is	now	mapped	to	the	HDD/SSD	instead,	leaving	address	space	3	free	for	use	by	program	4	»	program	4	now	maps	to	address	space	3	in	RAM,	which	means	program	4	now	has	access	to	RAM.
Our	diagram	now	changes	to:	32-bit	program	address	space	32-bit	map	32-bit	RAM	address	space	0	1	2	3	4	0	1	2	3	HDD/	SSD	▲	Figure	3.70	Status	with	program	0	now	mapped	to	HDD	and	program	4	has	access	to	RAM	All	of	this	will	continue	to	occur	until	RAM	is	no	longer	being	over-utilised	by	the	competing	programs	running	in	memory.	Virtual
memory	gives	the	illusion	of	unlimited	memory	being	available.	Even	though	RAM	is	full,	data	can	be	moved	in	and	out	of	the	HDD/SSD	to	give	the	illusion	that	there	is	still	memory	available.	In	computer	operating	systems,	paging	is	used	by	memory	management	to	store	and	retrieve	data	from	HDD/SSD	and	copy	it	into	RAM.	A	page	is	a	fixed-length
consecutive	(or	contiguous)	block	of	data	utilised	in	virtual	memory	systems.	129	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	129	18/02/21	3:52	PM	3	Hardware	This	is	a	key	part	of	how	virtual	memory	works	allowing	data	blocks	(pages)	to	be	moved	in	and	out	of	a	HDD/SSD.	However,	accessing	data	in	virtual	memory	is	slower	so,	as	mentioned
earlier	on	in	this	chapter,	the	larger	the	RAM	the	faster	the	CPU	can	operate.	This	is	one	of	the	benefits	of	increasing	RAM	size	as	far	as	possible.	The	main	benefits	of	virtual	memory	are:	»	programs	can	be	larger	than	physical	memory	and	still	be	executed	»	there	is	no	need	to	waste	memory	with	data	that	isn’t	being	used	(e.g.	during	error
handling)	»	it	reduces	the	need	to	buy	and	install	more	expensive	RAM	memory	(although	as	mentioned	earlier	there	are	limits	to	the	value	of	doing	this).	When	using	HDD	for	virtual	memory	the	main	drawback	is	disk	thrashing.	As	main	memory	fills,	more	and	more	data	needs	to	be	swapped	in	and	out	of	virtual	memory	leading	to	a	very	high	rate	of
hard	disk	read/write	head	movements;	this	is	known	as	disk	thrashing.	If	more	and	more	time	is	spent	on	moving	data	in	and	out	of	memory	than	actually	doing	any	processing,	then	the	processing	speed	of	the	computer	will	be	considerably	reduced.	A	point	can	be	reached	when	the	execution	of	a	process	comes	to	a	halt	since	the	system	is	so	busy
moving	data	in	and	out	of	memory	rather	than	doing	any	actual	execution	–	this	is	known	as	the	thrash	point.	Due	to	large	numbers	of	head	movements,	this	can	also	lead	to	premature	failure	of	a	hard	disk	drive.	Thrashing	can	be	reduced	by	installing	more	RAM,	reducing	the	number	of	programs	running	at	a	time	or	reducing	the	size	of	the	swap	file.
Another	way	of	reducing	this	problem	is	to	make	use	of	a	solid	state	drive	(SSD)	rather	than	using	HDD.	3.3.5	Cloud	storage	Public	and	private	cloud	computing	Cloud	storage	is	a	method	of	data	storage	where	data	is	stored	on	remote	servers.	The	same	data	is	stored	on	more	than	one	server	in	case	of	maintenance	or	repair,	allowing	clients	to	access
data	at	any	time.	This	is	known	as	data	redundancy.	The	physical	environment	is	owned	and	managed	by	a	hosting	company	and	may	include	hundreds	of	servers	in	many	locations.	There	are	three	common	systems:	»	Public	cloud	–	this	is	a	storage	environment	where	the	customer/client	and	cloud	storage	provider	are	different	companies	»	Private
cloud	–	this	is	storage	provided	by	a	dedicated	environment	behind	a	company	firewall;	customer/client	and	cloud	storage	provider	are	integrated	and	operate	as	a	single	entity	»	Hybrid	cloud	–	this	is	a	combination	of	the	two	above	environments;	some	data	resides	in	the	private	cloud	and	less	sensitive/less	commercial	data	can	be	accessed	from	a
public	cloud	storage	provider.	Instead	of	saving	data	on	a	local	hard	disk	or	other	storage	device,	a	user	can	save	their	data	‘in	the	cloud’.	The	benefits	and	drawbacks	of	using	cloud	storage	are	shown	in	Table	3.12.	130	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	130	18/02/21	3:52	PM	3.3	Data	storage	▼	Table	3.12	Benefits	and	drawbacks	of



cloud	storage	Benefits	of	using	cloud	storage	Drawbacks	of	using	cloud	storage	customer/client	files	stored	on	the	cloud	can	be	accessed	at	any	time	from	any	device	anywhere	in	the	world	provided	internet	access	is	available	if	the	customer/client	has	a	slow	or	unstable	internet	connection,	they	would	have	many	problems	accessing	or	downloading
their	data/files	there	is	no	need	for	a	customer/client	to	carry	an	external	storage	device	with	them,	or	even	use	the	same	computer	to	store	and	retrieve	information	costs	can	be	high	if	large	storage	capacity	is	required;	it	can	also	be	expensive	to	pay	for	high	download/upload	data	transfer	limits	with	the	customer/client	internet	service	provider
(ISP)	the	cloud	provides	the	user	with	remote	back-up	of	data	with	obvious	benefits	to	alleviate	data	loss/disaster	recovery	the	potential	failure	of	the	cloud	storage	company	is	always	possible	–	this	poses	a	risk	of	loss	of	all	back-up	data	if	a	customer/client	has	a	failure	of	their	hard	disk	or	backup	device,	cloud	storage	will	allow	recovery	of	their	data
the	cloud	system	offers	almost	unlimited	storage	capacity	Data	security	when	using	cloud	storage	Companies	that	transfer	vast	amounts	of	confidential	data	from	their	own	systems	to	a	cloud	service	provider	are	effectively	relinquishing	control	of	their	own	data	security.	This	raises	a	number	of	questions:	»	what	physical	security	exists	regarding	the
building	where	the	data	is	housed?	»	how	good	is	the	cloud	service	provider’s	resistance	to	natural	disasters	or	power	cuts?	»	what	safeguards	exist	regarding	personnel	who	work	for	the	cloud	service	company;	can	they	use	their	authorisation	codes	to	access	confidential	data	for	monetary	purposes?	Potential	data	loss	when	using	cloud	storage
There	is	a	risk	that	important	and	irreplaceable	data	could	be	lost	from	the	cloud	storage	facilities.	Actions	from	hackers	(gaining	access	to	accounts	or	pharming	attacks,	for	example)	could	lead	to	loss	or	corruption	of	data.	Users	need	to	be	certain	that	sufficient	safeguards	exist	to	overcome	these	risks.	The	following	breaches	of	security	involving
some	of	the	largest	cloud	service	providers	suggest	why	some	people	are	nervous	of	using	cloud	storage	for	important	files:	»	The	XEN	security	threat,	which	forced	several	cloud	operators	to	reboot	all	their	cloud	servers,	was	caused	by	a	problem	in	the	XEN	hypervisor	(a	hypervisor	is	a	piece	of	computer	software,	firmware	or	hardware	that	creates
and	runs	virtual	machines).	»	A	large	cloud	service	provider	permanently	lost	data	during	a	routine	back-up	procedure.	»	The	celebrity	photos	cloud	hacking	scandal,	in	which	more	than	100	private	photos	of	celebrities	were	leaked.	Hackers	had	gained	access	to	a	number	of	cloud	accounts,	which	enabled	them	to	publish	the	photos	on	social
networks	and	sell	them	to	publishing	companies.	»	In	2016,	the	National	Electoral	Institute	of	Mexico	suffered	a	cloud	security	breach	in	which	93	million	voter	registrations,	stored	on	a	central	database,	were	compromised	and	became	publicly	available	to	everyone.	To	make	matters	worse,	much	of	the	information	on	this	database	also	linked	to	a
cloud	server	outside	Mexico.	131	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	131	18/02/21	3:52	PM	3	Hardware	Activity	3.7	1	Name	two	types	of	memory	used	in	a	mobile	phone.	For	each	named	memory,	describe	its	purpose	in	the	mobile	phone.	2	a	Explain	what	is	meant	by	virtual	memory.	b	Five	programs	are	currently	being	run	in	a
computer.	Program	1	is	using	10 GiB	of	RAM,	program	2	is	using	5 GiB	of	RAM,	program	3	is	using	12 GiB	of	RAM	and	program	4	is	using	4 GiB	of	RAM.	The	programs	are	at	the	stage	where	program	5	now	needs	to	access	RAM,	but	RAM	is	presently	full	(RAM	has	a	32 GiB	maximum	capacity).	Explain	how	virtual	memory	could	be	used	to	allow
program	5	to	access	RAM	without	any	of	the	data	from	the	other	four	programs	being	lost.	3	Five	descriptions	of	computer	terms	are	shown	on	the	left	and	five	terms	are	shown	on	the	right.	Draw	lines	to	connect	each	description	to	the	correct	computer	term.	storage	environment	where	the	client	and	remote	storage	provider	are	different	companies
thrashing	high	rate	of	HDD	read/write	operations	causing	large	amount	of	head	movement	swap	space	space	on	HDD	or	SSD	reserved	for	data	used	in	virtual	memory	management	cloud	storage	situation	where	a	HDD	is	so	busy	doing	read/write	operations	that	execution	of	a	process	is	halted	thrash	point	method	of	data	storage	where	the	data	is
stored	on	hundreds	of	off-site	servers	public	cloud	4	a	Give	four	differences	between	RAM	and	ROM	chips.	b	Give	an	example	of	the	use	of	each	type	of	memory.	5	a	Use	the	following	words	to	complete	the	paragraph	below	which	describes	how	solid	state	memories	work	(each	word	may	be	used	once,	more	than	once	or	not	at	all).	Word	list:	control
gate	NAND	electrons	negative	floating	gate	positive	intersection	transistor	matrix	volatile	Solid	state	devices	control	the	movement	of	……………………	within	a	………………….	chip.	The	device	is	made	up	of	a	………………….	and	at	each	………………………	there	is	a	…………………………..	and	a	……………………….	transistor.	………………….	are	attracted
towards	……………………….	when	a	voltage	is	applied.	b	Give	three	advantages	of	using	SSD,	rather	than	HDD,	which	make	SSD	technology	particularly	suitable	for	use	in	laptop	computers.	c	Describe	one	disadvantage	of	solid	state	technology.	132	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	132	18/02/21	3:52	PM	3.4	Network	hardware	3.4
Network	hardware	3.4.1	Network	interface	card	(NIC)	A	network	interface	card	(NIC)	is	needed	to	allow	a	device	to	connect	to	a	network	(such	as	the	internet).	It	is	usually	part	of	the	device	hardware	and	contains	the	Media	Access	Control	(MAC)	address	generated	at	the	manufacturing	stage.	Wireless	network	interface	cards/controllers	(WNICs)
are	the	same	as	NICs	in	that	they	are	used	to	connect	devices	to	the	internet	or	other	networks.	However,	they	use	wireless	connectivity	utilising	an	antenna	to	communicate	with	networks	via	microwaves.	They	would	normally	plug	into	the	USB	port	or	be	part	of	an	internal	integrated	circuit.	3.4.2	Media	Access	Control	(MAC)	A	MAC	address	is
made	up	of	48	bits	which	are	shown	as	six	groups	of	hexadecimal	digits	with	the	general	format:	NN	–	NN	–	NN	–	DD	–	DD	–	DD	manufacturer’s	 	device	serial	code	number	For	example,	00	–	1C	–	B3	–	4F	–	25	–	FF	where	the	first	six	hex	digits	identify	the	device	as	made	by,	for	example,	Apple	and	the	second	set	of	six	hex	digits	are	the	serial	number
of	the	device	itself	(this	is	unique).	If	the	NIC	card	is	replaced,	the	MAC	address	will	also	change.	Types	of	MAC	address	It	should	finally	be	pointed	out	that	there	are	two	types	of	MAC	address:	the	Universally	Administered	MAC	Address	(UAA)	and	the	Locally	Administered	MAC	Address	(LAA).	The	UAA	is	by	far	the	most	common	type	of	MAC
address	and	this	is	the	one	set	by	the	manufacturer	at	the	factory.	It	is	rare	for	a	user	to	want	to	change	this	MAC	address.	However,	there	are	some	occasions	when	a	user	or	organisation	wishes	to	change	their	MAC	address.	This	is	a	relatively	easy	task	to	carry	out,	but	it	will	cause	big	problems	if	the	changed	address	isn’t	unique.	There	are	a	few
reasons	why	the	MAC	address	needs	to	be	changed	using	LAA:	»	certain	software	used	on	mainframe	systems	need	all	the	MAC	addresses	of	devices	to	fall	into	a	strict	format;	because	of	this,	it	may	be	necessary	to	change	the	MAC	address	of	some	devices	to	ensure	they	follow	the	correct	format	»	it	may	be	necessary	to	bypass	a	MAC	address	filter
on	a	router	or	a	firewall;	only	MAC	addresses	with	a	certain	format	are	allowed	through,	otherwise	the	devices	will	be	blocked	if	their	MAC	address	doesn’t	adhere	to	the	correct	format	»	to	get	past	certain	types	of	network	restrictions	it	may	be	necessary	to	emulate	unrestricted	MAC	addresses;	hence	it	may	require	the	MAC	address	to	be	changed
on	certain	devices	connected	to	the	network.	133	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	133	18/02/21	3:52	PM	3	Hardware	3.4.3	Internet	protocol	(IP)	address	When	a	device	connects	to	a	private	network,	a	router	assigns	a	private	IP	address	to	it.	That	IP	address	is	unique	on	that	network,	but	might	be	the	same	as	an	IP	address	on	a
separate	network.	However,	when	a	router	connects	to	the	internet	it	is	given	a	unique	public	IP	address.	This	is	usually	supplied	by	the	internet	service	provider	(ISP).	No	other	device	on	the	internet	has	the	same	public	IP	address.	All	the	devices	connected	to	that	router	have	the	same	public	IP	address	as	the	router	but	each	have	their	own
different	private	IP	addresses	on	that	network.	Because	the	operation	of	the	internet	is	based	on	a	set	of	protocols	(rules),	it	is	necessary	to	supply	an	IP	address.	Protocols	define	the	rules	that	must	be	agreed	by	senders	and	receivers	of	data	communicating	through	the	internet.	There	are	two	versions	of	IP:	IPv4	and	IPv6.	IPv4	is	based	on	32	bits	and
the	address	is	written	as	four	groups	of	eight	bits	(shown	in	denary	format);	for	example,	254.25.28.77	Because	the	use	of	only	32	bits	considerably	reduces	the	potential	number	of	devices	and	routers	used	on	the	internet	at	any	one	time,	a	newer	version	called	IPv6	is	now	used.	This	uses	128-bit	addresses	that	take	the	form	of	eight	groups	of	hex
digits;	for	example,	A8FB:7A88:FFF0:0FFF:3D21:2085:66FB:F0FA	Link	For	more	on	packet	routes	see	Section	2.1.1.	Note	the	use	of	colons	(:)	and	hexadecimal	numbering.	IPv6	has	been	designed	to	allow	the	internet	to	grow	in	terms	of	the	number	of	hosts	and	potential	increase	in	the	amount	of	data	traffic.	The	main	advantages	of	IPv6	compared
to	IPv4	are:	»	removes	the	risk	of	IP	address	collisions	»	has	built-in	authentication	checks	»	allows	for	more	efficient	packet	routes.	Table	3.13	compares	the	features	of	MAC	addresses	and	IP	addresses:	▼	Table	3.13	MAC	addresses	and	IP	addresses	MAC	addresses	IP	addresses	identifies	the	physical	address	of	a	device	on	the	network	identifies	the
global	address	on	the	internet	unique	for	device	on	the	network	may	not	necessarily	be	unique	assigned	by	the	manufacturer	of	the	device	and	is	part	of	the	NIC	dynamic	IP	addresses	are	assigned	by	ISP	using	DHCP	each	time	the	device	connects	to	the	internet	(see	later)	they	can	be	universal	or	local	dynamic	IP	addresses	change	every	time	a
device	connects	to	the	internet;	static	IP	addresses	don’t	change	when	a	packet	of	data	is	sent	and	received,	the	MAC	address	is	used	to	identify	the	sender’s	and	recipient’s	devices	used	in	routing	operations	as	they	specifically	identify	where	the	device	is	connected	to	the	internet	use	48	bits	use	either	32	bits	(IPv4)	or	128	bits	(IPv6)	can	be	UAA	or
LAA	can	be	static	or	dynamic	134	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	134	18/02/21	3:52	PM	3.4	Network	hardware	Dynamic	IP	address	DHCP	server	ss	est	u	ce	the	vi	de	s	ke	ma	eq	ar	ss	a	ce	evi	fo	d	t	to	en	6s	.1	00	.2	.31	re	dd	IP	n	ra	re	dd	8	19	a	IP	Device	de	vic	req	uir	ed	eu	we	bp	ses	ag	htt	ps:	es	The	device	is	using	dynamic	IP
addressing;	a	request	for	an	IP	address	is	made	(via	the	ISP)	to	allow	Internet	access.	The	DHCP	assigns	a	temporary	IP	address	and	sends	it	back	to	the	device	//1	07	.16	en	t	to	19	2.1	8.3	Domain	Name	Server	(DNS)	40	1.2	.19	00	.16	Website	server	When	the	device	wants	to	download	a	webpage	from	,	the	DNS	translates	the	required	website	URL
into	an	IP	address	and	sends	it	back	to	the	device	A	message	is	sent	by	the	device	to	the	IP	address	of	the	website	server	(given	by	the	DNS)	requesting	a	webpage.	The	website	server	sends	the	required	webpage	back	to	the	device	Static	IP	address	com	n.	ucatio	dered	d	w.ho	://ww	https	Device	h	devic	e	use	0.19	2.14	7.16	/10	ttps:/	Domain	Name
Server	(DNS)	s	http	The	device	is	using	a	static	IP	address	198.31.200.16	s://10	7.162	.140.	requir	19	ed	w	eb	pa	ge	se	198.3	nt	to	1.200	.16	Website	server	Device	on	network	is	using	a	static	IP	address;	this	means	it	can	access	the	website	resources	directly.	This	gives	the	device	a	consistent	location	and	also	means	less	bandwidth	is	used	reducing
network	traffic	(and	takes	less	time	to	retrieve	data)	▲	Figure	3.71	Comparison	of	dynamic	and	static	IP	addressing	135	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	135	18/02/21	3:52	PM	3	Hardware	Static	and	dynamic	IP	addresses	IP	addresses	can	be	either	static	(don’t	change)	or	dynamic	(change	every	time	a	device	connects	to	the	internet).
Static	Static	IP	addresses	are	permanently	assigned	to	a	device	by	the	internet	service	provider	(ISP);	they	don’t	change	each	time	a	device	logs	onto	the	internet.	Static	IP	addresses	are	usually	assigned	to:	»	remote	servers	which	are	hosting	a	website	»	an	online	database	»	a	File	Transfer	Protocol	(FTP)	server.	FTP	servers	are	used	when	files	need
to	be	transferred	to	various	computers	throughout	the	network.	Dynamic	Dynamic	IP	addresses	are	assigned	by	the	ISP	each	time	a	device	logs	onto	the	internet.	This	is	done	using	Dynamic	Host	Configuration	Protocol	(DHCP).	A	computer	on	the	internet,	configured	as	a	DHCP	server,	is	used	by	the	ISP	to	automatically	assign	an	IP	address	to	a
device.	As	the	name	suggests,	a	dynamic	IP	address	could	be	different	every	time	a	device	connects	to	the	internet.	Table	3.14	compares	static	and	dynamic	IP	addresses:	▼	Table	3.14	Dynamic	and	static	IP	addresses	Dynamic	IP	addresses	Static	IP	addresses	greater	privacy	since	they	change	each	time	a	user	logs	on	since	static	IP	addresses	don’t
change,	they	allow	each	device	to	be	fully	traceable	dynamic	IP	addresses	can	be	an	issue	when	using,	for	example,	VoIP	since	this	type	of	addressing	is	less	reliable	as	it	can	disconnect	and	change	the	IP	address	causing	the	VoIP	connection	to	fail	allow	for	faster	upload	and	download	speeds	(see	Figure	3.71)	more	expensive	to	maintain	since	the
device	must	be	constantly	running	so	that	information	is	always	available	Figure	3.71	shows	the	sequence	of	events	when	either	a	dynamic	IP	address	or	static	IP	address	is	assigned	to	a	device	using	the	internet.	The	diagram	shows	how	a	device	contacts	web	servers	that	are	also	connected	to	the	internet.	A	DHCP	server	supplies	a	dynamic	IP
address	to	the	device,	a	DNS	server	looks	up	the	domain	name	of	the	desired	website	into	an	IP	address	and	a	website	server	contains	the	web	pages	of	the	desired	website.	3.4.4	Routers	Routers	enable	data	packets	to	be	routed	between	different	networks,	for	example,	to	join	a	LAN	to	a	WAN.	The	router	takes	data	transmitted	in	one	format	from	a
network	(which	is	using	a	particular	protocol)	and	converts	the	data	to	a	protocol	and	format	understood	by	another	network,	thereby	allowing	them	to	communicate.	A	router	would	typically	have	an	internet	cable	plugged	into	it	and	several	cables	connecting	to	computers	and	other	devices	on	the	LAN.	136	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	136	18/02/21	3:52	PM	3.4	Network	hardware	Computer	Server	Computer	SWITCH	internet	ROUTER	LAN	or	WAN	Computer	LAN	▲	Figure	3.72	Router	flow	diagram	Broadband	routers	sit	behind	a	firewall.	The	firewall	protects	the	computers	on	a	network.	The	router’s	main	function	is	to	transmit	internet	and	transmission
protocols	between	two	networks	and	also	allow	private	networks	to	be	connected	together.	Routers	inspect	the	data	package	sent	to	it	from	any	computer	on	any	of	the	networks	connected	to	it.	Since	every	computer	on	the	same	network	has	the	same	part	of	an	internet	protocol	(IP)	address,	the	router	is	able	to	send	the	data	packet	to	the
appropriate	switch,	and	the	data	will	then	be	delivered	to	the	correct	device	using	the	MAC	destination	address.	If	the	MAC	address	doesn’t	match	any	device	connected	to	the	switch,	it	passes	on	to	another	switch	on	the	same	network	until	the	appropriate	device	is	found.	Routers	can	be	wired	or	wireless	devices.	Activity	3.8	1	Explain	each	of	the
following	terms:	a	Network	interface	card	(NIC)	b	MAC	address	c	IP	address	d	Router	e	DHCP	server.	2	a	Give	two	features	of	dynamic	IP	addresses.	b	Give	two	features	of	static	IP	addresses.	c	Explain	why	we	need	both	types	of	IP	address.	3	Describe	three	differences	between	MAC	addresses	and	IP	addresses.	137	318281_C03_CAM_IGCSE
CO_SCI_075_146.indd	137	18/02/21	3:52	PM	3	Hardware	Extension	For	those	students	considering	the	study	of	this	subject	at	A	Level,	the	following	section	gives	some	insight	into	further	study	of	computer	hardware	and	wireless	networks.	Topic	1:	Computer	ports	Input	and	output	devices	are	connected	to	a	computer	via	ports.	The	interaction	of
the	ports	with	connected	input	and	output	is	controlled	by	the	control	unit.	Here	we	will	summarise	some	of	the	more	common	types	of	ports	found	on	modern	computers:	USB	ports	The	Universal	Serial	Bus	(USB)	is	an	asynchronous	serial	data	transmission	method.	It	has	quickly	become	the	standard	method	for	transferring	data	between	a	computer
and	a	number	of	devices.	Essentially,	the	USB	cable	consists	of:	»	a	4-wired	shielded	cable	»	2	of	the	wires	are	used	for	power	and	the	earth	»	2	of	the	wires	are	used	in	the	data	transmission.	When	a	device	is	plugged	into	a	computer,	using	one	of	the	USB	ports,	the	computer:	»	automatically	detects	that	a	device	is	present	(this	is	due	to	a	small
change	in	the	voltage	level	on	the	data	signal	wires	in	the	cable)	»	the	device	is	automatically	recognised,	and	the	appropriate	device	driver	is	loaded	up	so	that	computer	and	device	can	communicate	effectively	»	if	a	new	device	is	detected,	the	computer	will	look	for	the	device	driver	which	matches	the	device;	if	this	is	not	available,	the	user	is
prompted	to	download	the	appropriate	software.	Even	though	the	USB	system	has	become	the	industrial	standard,	there	are	still	a	number	of	benefits	(	)	and	drawbacks	(X)	to	using	this	system:	X	devices	plugged	into	the	computer	are	automatically	detected;	device	drivers	are	automatically	loaded	up	the	present	transmission	rate	is	limited	to	less
than	500	megabits	per	second	the	connectors	can	only	fit	one	way;	this	prevents	incorrect	the	maximum	cable	length	is	presently	about	5	metres	connections	being	made	USB	has	become	the	industry	standard;	this	means	that	considerable	support	is	available	to	users	the	older	USB	standard	(1.1)	may	not	still	be	supported	in	the	near	future	several
different	data	transmission	rates	are	supported	newer	USB	standards	are	backward	compatible	with	older	USB	standards	High-definition	Multimedia	Interface	(HDMI)	High-definition	Multimedia	Interface	(HDMI)	ports	allow	output	(both	audio	and	visual)	from	a	computer	to	an	HDMI-enabled	monitor	or	other	device.	It	will	support	high	definition
signals	(enhanced	or	standard).	HDMI	was	introduced	as	a	digital	replacement	for	the	older	VGA	analogue	system.	Modern	HD	(high	definition)	televisions	have	the	following	features	which	are	making	VGA	a	redundant	technology:	»	they	use	a	widescreen	format	(16:9	aspect	ratio)	»	the	screens	use	a	greater	number	of	pixels	(typically	1920	×1080)
»	the	screens	have	a	faster	refresh	rate	(e.g.	120 Hz	or	120	frames	a	second)	»	the	range	of	colours	is	extremely	large	(some	companies	claim	up	to	4	million	different	colour	variations!).	This	all	means	that	modern	HD	televisions	require	more	data	and	this	data	has	to	be	received	at	a	much	faster	rate	than	with	older	televisions	(e.g.	10	gigabits	per
second).	HDMI	increases	the	bandwidth	making	it	possible	to	supply	the	necessary	data	to	produce	high	quality	sound	and	visual	effects.	138	318281_C03_CAM_IGCSE	CO_SCI_075_146.indd	138	18/02/21	3:52	PM	3.4	Network	hardware	Topic	2:	Wired	and	wireless	networks	Wireless	Wi-Fi	and	Bluetooth	Both	Wi-Fi	and	Bluetooth	offer	wireless
communication	between	devices.	They	both	use	electromagnetic	radiation	as	the	carrier	of	data	transmission.	Bluetooth	sends	and	receives	radio	waves	in	a	band	of	79	different	frequencies	(known	as	channels).	These	are	all	centred	on	a	2.45 GHz	frequency.	Devices	using	Bluetooth	automatically	detect	and	connect	to	each	other;	but	they	don’t
interfere	with	other	devices	since	each	communicating	pair	uses	a	different	channel	(from	the	79	options).	When	a	device	wants	to	communicate,	it	picks	one	of	the	79	channels	at	random.	If	the	channel	is	already	being	used,	it	randomly	picks	another	channel.	This	is	known	as	spread-spectrum	frequency	hopping.	To	further	minimise	the	risks	of
interference	with	other	devices,	the	communication	pairs	constantly	change	the	frequencies	(channels)	they	are	using	(several	times	a	second).	Bluetooth	creates	a	secure	wireless	personal	area	network	(WPAN)	based	on	key	encryption.	Essentially,	Bluetooth	is	useful:	»	when	transferring	data	between	two	or	more	devices	which	are	very	close
together	(=	10'	rather	than	'Counter	ten	or	over'.	The	algorithms	that	you	have	looked	at	so	far	in	this	chapter	were	not	designed	with	readability	in	mind	because	you	needed	to	work	out	what	the	problem	being	solved	was.	7	Use	several	sets	of	test	data	(Normal,	Abnormal	and	Boundary)	to	dry	run	your	algorithm	and	show	the	results	in	trace	tables,
to	enable	you	to	find	any	errors.	8	If	any	errors	are	found,	correct	them	and	repeat	the	process	until	you	think	that	your	algorithm	works	perfectly.	Have	a	look	at	this	structure	diagram	and	flowchart	for	the	algorithm	to	select	the	largest,	Max,	and	smallest,	Min,	numbers	from	a	list	of	ten	numbers.	This	time	the	flowchart	is	more	easily	readable	than
the	structure	chart:	Max	and	Min	Enter	values	Check	for	Max	288	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	288	Check	all	values	Output	Max	and	Min	Check	for	Min	▲	Figure	7.18	Structure	chart	for	Max	and	Min	2/18/21	12:09	PM	7.9	Writing	and	amending	algorithms	START	Counter	←	0	INPUT	Number	Highest	←	Number	Lowest	←	Number
INPUT	Number	Number	>	Highest?	yes	Highest	←	Number	yes	Lowest	←	Number	no	Number	<	Lowest?	no	Counter	←	Counter	+	1	yes	Counter	<	9?	no	Output	Highest,	Lowest	STOP	▲	Figure	7.19	A	more	easily	understandable	flowchart	for	Max	and	Min	Example	1:	Writing	algorithms	in	pseudocode	Tickets	are	sold	for	a	concert	at	$20	each.	If	10
tickets	are	bought	then	the	discount	is	10%,	if	20	tickets	are	bought	the	discount	is	20%.	No	more	than	25	tickets	can	be	bought	in	a	single	transaction.	a	Use	pseudocode	to	write	the	algorithm	to	calculate	the	cost	of	buying	a	given	number	of	tickets.	289	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	289	2/18/21	12:09	PM	7	Algorithm	design	and
problem	solving	b	Explain	how	you	would	test	your	algorithm.	a	REPEAT	OUTPUT	"How	many	tickets	would	you	like	to	buy?	"	INPUT	NumberOfTickets	UNTIL	NumberOfTickets	>	0	AND	NumberOfTickets	<	26	IF	NumberOfTickets	<	10	THEN	Discount	←	0	ELSE	IF	NumberOfTickets	<	20	THEN	Discount	←	0.1	ELSE	Discount	←	0.2	ENDIF	ENDIF
Cost	←	NumberOfTickets	*	20	*	(1	–	Discount)	PRINT	"Your	tickets	cost	",	Cost	b	I	would	use	test	data	with	values	of:	0,	26,	Expected	results	rejected	1,	25,	Expected	results	20,	400	9,	10,	Expected	results	180,	180	19,	20,	Expected	results	342,	320	Activity	7.18	For	the	test	data	given	in	Example	1,	identify	the	type	of	test	data	used	and	suggest	some
more	test	data	and	dry	run	the	algorithm.	Example	2:	Writing	algorithms	in	pseudocode	Comments	are	used	to	make	the	algorithm	more	understandable	A	school	with	600	students	wants	to	produce	some	information	from	the	results	of	the	four	standard	tests	in	Maths,	Science,	English	and	IT.	Each	test	is	out	of	100	marks.	The	information	output
should	be	the	highest,	lowest	and	average	mark	for	each	test	and	the	highest,	lowest	and	average	mark	overall.	All	the	marks	need	to	be	input.	a	Use	pseudocode	to	write	the	algorithm	to	complete	this	task.	b	Explain	how	you	would	test	your	algorithm.	a	//	initialisation	of	overall	counters	OverallHighest	←	0	OverallLowest	←	100	OverallTotal	←	0	FOR
Test	←	1	TO	4	//	outer	loop	for	the	tests	290	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	290	2/18/21	12:09	PM	7.9	Writing	and	amending	algorithms	//	initialisation	of	subject	counters	SubjectHighest	←	0	SubjectLowest	←	100	SubjectTotal	←	0	CASE	OF	Test	1	:	SubjectName	←	"Maths"	2	:	SubjectName	←	"Science"	3	:	SubjectName	←	"English"	4
:	SubjectName	←	"IT"	ENDCASE	FOR	StudentNumber	←	1	TO	600	students	//	inner	loop	for	the	REPEAT	OUTPUT	"Enter	Student",	StudentNumber,	"'s	mark	for	",	SubjectName	INPUT	Mark	UNTIL	Mark	<	101	AND	Mark	>	-1	IF	Mark	<	OverallLowest	THEN	OverallLowest	←	Mark	IF	Mark	<	SubjectLowest	THEN	SubjectLowest	←	Mark	IF	Mark	>
OverallHighest	THEN	OverallHighest	←	Mark	IF	Mark	>	SubjectHighest	THEN	SubjectHighest	←	Mark	OverallTotal	←	OverallTotal	+	Mark	SubjectTotal	←	SubjectTotal	+	Mark	NEXT	StudentNumber	SubjectAverage	←	SubjectTotal	/	600	OUTPUT	SubjectName	OUTPUT	"Average	mark	is	",	SubjectAverage	OUTPUT	"Highest	Mark	is	",	SubjectHighest
Find	out	more	Programming	is	covered	in	Chapter	8.	When	you	have	started	your	programming,	write	and	test	programs	for	Examples	1	and	2.	More	practice	on	writing	algorithms	will	be	given	in	Chapter	8.	OUTPUT	"Lowest	Mark	is	",	SubjectLowest	NEXT	Test	OverallAverage	←	OverallTotal	/	2400	OUTPUT	"Overall	Average	is	",	OverallAverage
OUTPUT	"Overall	Highest	Mark	is	",	OverallHighest	OUTPUT	"Overall	Lowest	Mark	is	",	OverallLowest	b	For	the	algorithm	to	be	tested	by	dry	running,	I	would	reduce	the	number	of	students	to	5	and	the	number	of	subjects	to	2.	291	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	291	2/18/21	12:09	PM	7	Algorithm	design	and	problem	solving
Activity	7.19	1	Identify	the	changes	you	would	need	to	make	to	the	algorithm	in	Example	2	to	reduce	the	number	of	students	to	5	and	the	number	of	subjects	to	2.	Identify	the	test	data	needed	to	test	Example	2	with	the	reduced	number	of	students	and	subjects.	2	With	the	set	of	test	data	you	have	chosen	set	up,	complete	a	trace	table	so	that	you	can
compare	your	expected	results	with	the	actual	results	when	you	dry	run	the	algorithm.	Activity	7.20	1	Write	pseudocode	to	input	ten	positive	numbers	and	find	the	total	and	the	average.	2	Write	pseudocode	to	input	any	number	of	positive	numbers	and	find	the	total	and	the	average.	The	user	should	enter	‘-1’	when	they	have	finished	entering	their	list
of	positive	numbers.	3	Explain	why	you	chose	the	loop	structure	for	each	task.	Extension	For	those	students	interested	in	studying	computer	science	at	A	Level,	the	following	section	is	an	introduction	to	the	use	of	Abstract	Data	Types	(ADTs)	to	store	data	in	stacks	and	queues.	An	ADT	is	a	collection	of	data	and	a	set	of	operations	on	that	data.	For
example,	a	stack	includes	the	items	held	on	the	stack	and	the	operations	to	add	an	item	to	the	stack	(push)	or	remove	an	item	from	the	stack	(pop):	»	stack	–	a	list	containing	several	items	operating	on	the	Last	In	First	Out	(LIFO)	principle.	Items	can	be	added	to	the	stack	(push)	and	removed	from	the	stack	(pop).	The	first	item	added	to	a	stack	is	the
last	item	to	be	removed	from	the	stack.	»	queue	–	a	list	containing	several	items	operating	on	the	First	In	First	Out	(FIFO)	principle.	Items	can	be	added	to	the	queue	(enqueue)	and	removed	from	the	queue	(dequeue).	The	first	item	added	to	a	queue	is	the	first	item	to	be	removed	from	the	queue.	7	1	27	6	2	34	5	3	82	4	79	4	79	3	82	2	34	1	27	Stack	←
Top	Pointer	←	Front	Pointer	←	End	Pointer	5	6	←	Base	Pointer	7	Queue	▲	Figure	7.20	In	both	of	these	examples	27	was	the	first	item	added	and	79	the	last	item	added	292	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	292	3/26/21	1:20	PM	7.9	Writing	and	amending	algorithms	7	7	7	6	6	6	5	5	5	4	79	3	82	2	34	1	27	←	Top	Pointer	←	Base	Pointer
Stack	4	3	82	2	34	1	27	←	Top	Pointer	←	Base	Pointer	4	31	3	82	2	34	1	27	←	Top	Pointer	←	Base	Pointer	Stack	after	push	(31	added)	Stack	after	pop	(79	removed)	▲	Figure	7.21	Stack	operations	The	value	of	the	Base	Pointer	always	remains	the	same	during	stack	operations.	1	27	←	Front	Pointer	1	2	34	2	34	3	82	3	82	4	79	4	79	←	End	Pointer	1	←	Front
Pointer	←	End	Pointer	2	34	3	82	4	79	5	5	5	31	6	6	6	7	7	7	Queue	Queue	after	dequeue	(27	removed)	←	Front	Pointer	←	End	Pointer	Queue	after	enqueue	(31	added)	▲	Figure	7.22	Queue	operations	The	values	of	both	the	Front	Pointer	and	the	End	Pointer	change	during	queue	operations.	Extension	activity	Show	a	stack	and	pointers	after	a	pop
operation.	Show	a	queue	and	pointers	after	a	dequeue	operation.	In	this	chapter,	you	have	learnt	about:	✔	the	program	development	life	cycle	✔	decomposition	of	systems	and	problems	in	sub-systems	and	sub-problems	✔	design	and	construction	of	algorithms	to	solve	problems	using	structure	diagrams,	flowcharts,	and	pseudocode	✔	explaining	the
purpose	of	an	algorithm	✔	standard	methods	of	solution	✔	the	need	and	purpose	of	validation	and	verification	checks	on	input	data	✔	suggesting	and	applying	suitable	test	data	✔	trace	tables	and	dry	runs	✔	writing,	amending	and	identifying	errors	in	algorithms.	293	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	293	2/18/21	12:09	PM	7	Algorithm
design	and	problem	solving	Key	terms	used	throughout	this	chapter	analysis	–	part	of	the	program	development	life	cycle;	a	process	of	investigation,	leading	to	the	specification	of	what	a	program	is	required	to	do	design	–	part	of	the	program	development	life	cycle;	uses	the	program	specification	from	the	analysis	stage	to	show	to	how	the	program
should	be	developed	coding	–	part	of	the	program	development	life	cycle;	the	writing	of	the	program	or	suite	of	programs	testing	–	part	of	the	program	development	life	cycle;	systematic	checks	done	on	a	program	to	make	sure	that	it	works	under	all	conditions	abstraction	–	a	method	used	in	the	analysis	stage	of	the	program	development	life	cycle;
the	key	elements	required	for	the	solution	to	the	problem	are	kept	and	any	unnecessary	details	and	information	that	are	not	required	are	discarded	decomposition	–	a	method	used	in	the	analysis	stage	of	the	program	development	life	cycle;	a	complex	problem	is	broken	down	into	smaller	parts,	which	can	then	be	sub	divided	into	even	smaller	parts
that	can	be	solved	more	easily	top-down	design	–	the	breaking	down	of	a	computer	system	into	a	set	of	sub-systems,	then	breaking	each	subsystem	down	into	a	set	of	smaller	sub-systems,	until	each	sub-system	just	performs	a	single	action	inputs	–	the	data	used	by	the	system	that	needs	to	be	entered	while	the	system	is	active	processes	–	the	tasks
that	need	to	be	performed	by	a	program	using	the	input	data	and	any	other	previously	stored	data	output	–	information	that	needs	to	be	displayed	or	printed	for	the	users	of	the	system	storage	–	data	that	needs	to	be	stored	in	files	on	an	appropriate	media	for	use	in	the	future	structure	diagram	–	a	diagram	that	shows	the	design	of	a	computer	system
in	a	hierarchical	way,	with	each	level	giving	a	more	detailed	breakdown	of	the	system	into	subsystems	flowchart	–	a	diagram	that	shows	the	steps	required	for	a	task	(sub-system)	and	the	order	in	which	the	steps	are	to	be	performed	algorithm	–	an	ordered	set	of	steps	to	solve	a	problem	pseudocode	–	a	simple	method	of	showing	an	algorithm;	it
describes	what	the	algorithm	does	by	using	English	key	words	that	are	very	similar	to	those	used	in	a	high-level	programming	language	but	without	the	strict	syntax	rules	linear	search	–	an	algorithm	that	inspects	each	item	in	a	list	in	turn	to	see	if	the	item	matches	the	value	searched	for	bubble	sort	–	an	algorithm	that	makes	multiple	passes	through
a	list	comparing	each	element	with	the	next	element	and	swapping	them.	This	continues	until	there	is	a	pass	where	no	more	swaps	are	made	validation	–	automated	checks	carried	out	by	a	program	that	data	is	reasonable	before	it	is	accepted	into	a	computer	system	verification	–	checking	that	data	has	been	accurately	copied	from	another	source	and
input	into	a	computer	or	transferred	from	one	part	of	a	computer	system	to	another	set	of	test	data	–	all	the	items	of	data	required	to	work	through	a	solution	normal	data	–	data	that	is	accepted	by	a	program	abnormal	data	–	data	that	is	rejected	by	a	program	extreme	data	–	the	largest/smallest	data	value	that	is	accepted	by	a	program	boundary	data
–	the	largest/smallest	data	value	that	is	accepted	by	a	program	and	the	corresponding	smallest/	largest	rejected	data	value	range	check	–	a	check	that	the	value	of	a	number	is	between	an	upper	value	and	a	lower	value	length	check	–	a	method	used	to	check	that	the	data	entered	is	a	specific	number	of	characters	long	or	that	the	number	of	characters
is	between	an	upper	value	and	a	lower	value	type	check	–	a	check	that	the	data	entered	is	of	a	specific	type	presence	check	–	a	check	that	a	data	item	has	been	entered	format	check	–	a	check	that	the	characters	entered	conform	to	a	pre-defined	pattern	check	digit	–	an	additional	digit	appended	to	a	number	to	check	if	the	entered	number	is	error-
free;	check	digit	is	a	data	entry	check	and	not	a	data	transmission	check	294	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	294	3/26/21	6:09	PM	Exam-style	questions	Exam-style	questions	1	A	solution	to	a	problem	is	decomposed	into	its	component	parts.	Name	and	describe	the	component	parts.	[8]	2	A	computer	system	is	to	be	developed	to
provide	a	modulo	11	check	digit	for	numbers	from	4	to	20	digits	in	length.	Provide	a	structure	diagram	for	this	computer	system.	[6]	3	A	phone	app	is	being	developed	to	split	the	cost	of	a	restaurant	bill	between	a	given	number	of	people.	It	is	being	designed	to	work	for	up	to	12	diners	and	for	bills	from	$10	to	$500.	a	What	validation	checks	should	be
used	for	the	number	of	diners	and	the	size	of	the	bill? 	[2]	b	Provide	two	sets	of	normal	data	and	their	expected	results.	[4]	c	Provide	some	abnormal/erroneous	data.	[1]	d	Identify	the	boundary	data	required	and	the	expected	results.	[4]	4	Explain	what	is	meant	by	validation	and	verification.	[4]	5	The	following	data	is	to	be	entered	onto	an	online	form:
–	Name	–	Date	of	birth	–	Password	–	Phone	number.	For	each	item	state,	with	reasons,	the	validation	and	verification	checks	that	should	be	used	on	the	input	data.	[8]	295	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	295	2/18/21	12:09	PM	7	Algorithm	design	and	problem	solving	6	The	following	algorithm,	shown	as	a	flowchart,	checks	the	size	of
a	consignment	of	ten	parcels.	The	dimensions	of	each	parcel	are	input	in	centimetres.	START	Counter	¨	0	Accept	¨	0	Reject	¨	0	INPUT	Length,	Breadth	Length	>	30?	yes	no	Breadth	>	30?	yes	no	Size	¨	Length	*	Breadth	Size	>	600?	yes	no	Accept	¨	Accept	+1	Reject	¨	Reject	+1	Counter	¨	Counter	+1	no	Counter	>=	10?	yes	OUTPUT	Accept,	Reject
STOP	296	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	296	2/18/21	12:09	PM	Exam-style	questions	a	Use	this	data	and	the	following	trace	table	to	dry	run	the	algorithm:	15,	10,	20,	17,	32,	10,	30,	35,	30,	15,	30,	28,	25,	25,	20,	15,	40,	20,	12,	10	Counter	Length	Breadth	Volume	OUTPUT	[5]	b	State	the	processes	included	in	this	algorithm.	[3]	c
Identify	the	rules	required	to	accept	a	parcel.	[3]	7	The	following	algorithm	written	in	pseudocode	adds	up	10	positive	numbers	and	outputs	the	total.	It	contains	several	errors.	Counter	←	1	FOR	Counter	←	1	TO	10	REPEAT	OUTPUT	"Enter	a	positive	whole	number	"	INPUT	Number	UNTIL	Number	<	0	Total	←	Total	+	Counter	Counter	←	Counter	+	1
OUTPUT	Total	NEXT	Number	a	Identify	all	the	errors	in	the	algorithm.	[5]	[4]	b	Rewrite	the	algorithm	so	that	it	is	effective	and	error	free.	c	Set	up	a	trace	table	and	some	test	data	to	dry	run	your	rewritten	algorithm.[4]	d	Identify	which	items	of	your	test	data	are	normal,	erroneous	and	extreme.	[3]	8	This	pseudocode	algorithm	inputs	two	non-zero
numbers	and	a	sign,	and	then	performs	the	calculation	shown	by	the	sign.	An	input	of	zero	for	the	first	number	terminates	the	process.	297	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	297	2/18/21	12:09	PM	7	Algorithm	design	and	problem	solving	INPUT	Number1,	Number2,	Sign	WHILE	Number	0	IF	Sign	=	'+'	THEN	Answer	←	Number1	+
Number2	ENDIF	IF	Sign	=	'-'	THEN	Answer	←	Number1	-	Number2	ENDIF	IF	Sign	=	'*'	THEN	Answer	←	Number1	*	Number2	ENDIF	IF	Sign	=	'/'	THEN	Answer	←	Number1	/	Number2	ENDIF	IF	Sign	'/'	AND	Sign	'*'	AND	Sign	'-'	AND	Sign	'+'	THEN	Answer	←	0	ENDIF	IF	Answer	0	THEN	OUTPUT	Answer	ENDIF	INPUT	Number1,	Number2,	Sign
ENDWHILE	a	Complete	the	trace	table	for	the	input	data:	5,	7,	+,	6,	2,	-,	4,	3,	*,	7,	8,	?,	0,	0,	/	Number1	Number2	Sign	Answer	OUTPUT	[3]	b	Show	how	you	could	improve	the	algorithm	written	in	pseudocode	by	writing	an	alternative	type	of	conditional	statement	in	pseudocode.[3]	Cambridge	IGCSE	Computer	Science	(0478)	Paper	22	Q3,	June	2018
9	A	programmer	has	written	a	routine	to	store	the	name,	email	address	and	password	of	a	contributor	to	a	website’s	discussion	group.	a	The	programmer	has	chosen	to	verify	the	name,	email	address	and	password.	Explain	why	verification	was	chosen	and	describe	how	the	programmer	would	verify	this	data.	b	The	programmer	has	also	decided	to
validate	the	email	address	and	the	password.	Describe	validation	checks	that	could	be	used.	[4]	[2]	Cambridge	IGCSE	Computer	Science	(0478)	Paper	22	Q4,	June	2018	298	318281_C07_CAM_IGCSE	CO_SCI_257_298.indd	298	23/02/21	5:23	PM	8	Programming	In	this	chapter,	you	will	learn	about:	★	programming	concepts:	–	use	of	variables	and
constants	–	input	and	output	–	sequence	–	selection	including	nesting	–	iteration	–	totalling	and	counting	–	string	handling	–	operators	–	arithmetic,	logical	and	Boolean	–	procedures	and	functions	including	the	use	of:	–	parameters	–	local	and	global	variables	–	library	routines	–	creating	a	maintainable	program	★	arrays:	including	one-	and	two-
dimensional	arrays,	use	of	indexes,	use	of	iteration	for	reading	from	and	writing	to	arrays	★	file	handling:	including	opening,	closing,	reading	from	and	writing	to	data	and	text	files.	The	previous	chapter	enabled	you	to	develop	your	computational	thinking	by	writing	algorithms	to	perform	various	tasks.	This	chapter	will	show	you	how	to	put	your
computational	thinking	to	the	ultimate	test	by	writing	computer	programs	to	perform	tasks.	So	far	you	have	tested	your	algorithms	by	dry-running.	Once	you	have	written	a	program	for	your	algorithm,	and	when	there	are	no	syntax	errors	(see	Chapter	4),	you	will	now	use	a	computer	to	run	the	program	to	complete	the	task	you	have	specified.	The
computer	will	perform	the	task	exactly	as	you	have	written	it;	you	may	need	to	make	some	changes	before	it	works	exactly	as	you	intend	it	to.	In	Chapter	4	you	learned	that	programs	could	be	written	in	high-	or	low-level	languages	then	translated	and	run.	This	chapter	will	introduce	you	to	the	programming	concepts	required	for	practical	use	of	a
high-level	language.	This	chapter	shows	the	concepts	behind	such	programming	languages	but	should	be	used	in	conjunction	with	learning	the	syntax	of	an	appropriate	programming	language.	There	are	many	high-level	programming	languages	to	choose	from.	For	IGCSE	Computer	Science	the	high-level	programming	languages	recommended	are
Python,	Visual	Basic	or	Java.	The	use	of	one	of	these	languages	is	also	required	for	A	Level	Computer	Science.	Many	programming	languages	need	an	interactive	development	environment	(IDE)	to	write	and	run	code.	IDEs	are	free	to	download	and	use.	299	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	299	2/18/21	12:10	PM	8	Programming
Programs	developed	in	this	chapter	will	be	illustrated	using	the	following	freely	available	languages:	»	Python	a	general	purpose,	open	source	programming	language	that	promotes	rapid	program	development	and	readable	code.	The	IDE	used	for	screenshots	in	this	chapter	is	called	IDLE.	»	Visual	Basic,	a	widely	used	programming	language	for
Windows.	The	IDE	used	for	screenshots	in	this	chapter	is	called	Visual	Studio.	»	Java,	a	commercial	language	used	by	many	developers.	The	IDE	used	for	screenshots	in	this	chapter	is	called	BlueJ.	The	traditional	introduction	to	programming	in	any	language	is	to	display	the	words	‘Hello	World’	on	a	computer	screen.	The	programs	look	very	different,
but	the	output	is	the	same:	Python	▲	Figure	8.1	The	editing	window	for	Python	▲	Figure	8.2	The	runtime	window	for	Python	Visual	Basic	Visual	Basic	programs	are	console	apps	for	simplicity	▲	Figure	8.3	The	Visual	Basic	program	will	run	in	a	command	line	window	300	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	300	2/18/21	12:10	PM
Programming	The	Console.	ReadKey()	will	ensure	that	the	output	remains	on	screen.	▲	Figure	8.4	The	editing	window	for	Visual	Basic	▲	Figure	8.5	The	runtime	window	for	Visual	Basic	Java	Class	Name	HelloWorld	this	must	be	the	same	name	as	the	Base	Class	of	the	program	▲	Figure	8.6	Setting	up	the	class	for	Java	301	318281_C08_CAM_IGCSE
CO_SCI_299_338.indd	301	2/18/21	12:11	PM	8	Programming	▲	Figure	8.7	The	project	window	for	Java	▲	Figure	8.8	The	editing	window	for	Java	▲	Figure	8.9	The	terminal	window	to	show	the	output	from	the	program	Java	Activity	8.1	Write	and	test	the	Hello	World	program	in	your	chosen	programming	language.	Find	out	more	Find	out	more	about
each	of	the	three	programming	languages	Python,	Visual	Basic	and	Java.	Decide,	with	the	help	of	your	teacher,	which	programming	language	will	be	best	to	use	for	your	IGCSE	work.	Programming	is	a	skill	that	takes	time	and	practice	to	develop.	In	the	next	sections	of	this	chapter,	after	you	have	decided	which	programming	language	you	are	going
to	use,	you	can	just	consider	the	examples	for	your	chosen	language.	8.1	Programming	concepts	There	are	five	basic	constructs	to	use	and	understand	when	developing	a	program:	»	data	use	–	variables,	constants	and	arrays	»	sequence	–	order	of	steps	in	a	task	»	selection	–	choosing	a	path	through	a	program	»	iteration	–	repetition	of	a	sequence	of
steps	in	a	program	»	operator	use	–	arithmetic	for	calculations,	logical	and	Boolean	for	decisions.	8.1.1	Variables	and	constants	In	a	program,	any	data	used	can	have	a	fixed	value	that	does	not	change	while	the	program	is	running.	A	variable	in	a	computer	program	is	a	named	data	store	than	contains	a	value	that	may	change	during	the	execution	of	a
program.	In	order	to	make	programs	understandable	to	others,	variables	should	be	given	meaningful	names.	A	constant	in	a	computer	program	is	a	named	data	store	than	contains	a	value	that	does	not	change	during	the	execution	of	a	program.	As	with	variables,	302	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	302	2/18/21	12:11	PM	8.1
Programming	concepts	in	order	to	make	programs	understandable	to	others,	constants	should	also	be	given	meaningful	names.	Not	all	programming	languages	explicitly	differentiate	between	constants	and	variables,	but	programmers	should	be	clear	which	data	stores	can	be	changed	and	which	cannot	be	changed.	There	are	several	ways	of
highlighting	a	constant,	for	example:	Use	of	capital	letters	PI	=	3.142	Meaningful	names	that	begin	with	Const	ConstPi	=	3.142	It	is	considered	good	practice	to	declare	the	constants	and	variables	to	be	used	in	that	program.	Some	languages	require	explicit	declarations,	which	specifically	state	what	type	of	data	the	variable	or	constant	will	hold.
Other	languages	require	implicit	declarations,	where	the	data	type	is	based	on	the	value	assigned.	Declarations	can	be	at	the	start	of	a	program	or	just	before	the	data	is	used	for	the	first	time.	Here	are	some	sample	declaration	statements	in	pseudocode	and	programming	code	–	just	look	at	the	sections	for	pseudocode	and	the	programming	language
you	are	using.	▼	Table	8.1	How	to	declare	variables	and	constants	Declarations	of	constants	and	variables	Language	DECLARE	FirstVar	:	INTEGER	Pseudocode	declarations,	variables	are	explicit	but	constants	are	implicit.	DECLARE	SecondVar	:	INTEGER	CONSTANT	FirstConst	¨	500	CONSTANT	SecondConst	¨	100	FirstVar	=	20	SecondVar	=	30
FIRSTCONST	=	500	SECONDCONST	=	100	Python	does	not	require	any	separate	declarations	and	does	not	differentiate	between	constants	and	variables.	Programmers	need	to	keep	track	of	and	manage	these	differences	instead.	or	FirstVar,	SecondVar	=	20,	30	FirstConst,	SecondConst	=	500,100	Dim	FirstVar	As	Integer	Dim	SecondVar	As	Integer
Const	FirstConst	As	Integer	=	500	Const	SecondConst	As	Integer	=	500	or	Dim	FirstVar,	SecondVar	As	Integer	Const	First,	Second	As	Integer	=	500,	100	int	FirstVar;	int	SecondVar;	final	int	FIRSTCONST	=	500;	final	int	SECONDCONST	=	100;	In	Visual	Basic	variables	are	explicitly	declared	as	particular	data	types	before	use.	Declarations	can	be
single	statements	or	multiple	declarations	in	a	single	statement.	Constants	can	be	explicitly	typed	as	shown	or	implicitly	typed,	for	example:	Const	First	=	500	...	which	implicitly	defines	the	constant	as	an	integer.	In	Java	constant	values	are	declared	as	variables	with	a	final	value	so	no	changes	can	be	made.	These	final	variable	names	are	usually
capitalised	to	show	they	cannot	be	changed.	Variables	are	often	declared	as	they	are	used	rather	than	at	the	start	of	the	code.	303	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	303	2/18/21	12:11	PM	8	Programming	8.1.2	Basic	data	types	In	order	for	a	computer	system	to	process	and	store	data	effectively,	different	kinds	of	data	are	formally	given
different	types.	This	enables:	»	data	to	be	stored	in	an	appropriate	way,	for	example,	as	numbers	or	as	characters	»	data	to	be	manipulated	effectively,	for	example,	numbers	with	mathematical	operators	and	characters	with	concatenation	»	automatic	validation	in	some	cases.	The	basic	data	types	you	will	need	to	use	for	IGCSE	Computer	Science	are:
»	integer	–	a	positive	or	negative	whole	number	that	can	be	used	with	mathematical	operators	»	real	–	a	positive	or	negative	number	with	a	fractional	part.	Real	numbers	can	be	used	with	mathematical	operators	»	char	–	a	variable	or	constant	that	is	a	single	character	»	string	–	a	variable	or	constant	that	is	several	characters	in	length.	Strings	vary	in
length	and	may	even	have	no	characters	(known	as	an	empty	string);	the	characters	can	be	letters	and/or	digits	and/or	any	other	printable	symbol	(If	a	number	is	stored	as	a	string	then	it	cannot	be	used	in	calculations.)	»	Boolean	–	a	variable	or	constant	that	can	have	only	two	values	TRUE	or	FALSE.	▼	Table	8.2	Examples	of	data	types	Pseudocode
Python	Visual	Basic	INTEGER	FirstInteger	=	25	Dim	FirstInt	As	Integer	REAL	FirstReal	=	25.0	Dim	FirstReal	As	Decimal	CHAR	STRING	BOOLEAN	Female	=	'F'	or	Female	=	"F"	FirstName	=	'Emma'	or	FirstName	=	"Emma"	Flag	=	True	Java	int	FirstInt;	or	byte	FirstInt;	float	FirstReal;	or	double	FirstReal;	Dim	Female	As	Char	char	Female;	Dim
FirstName	As	String	String	FirstName;	Dim	Flag	As	Boolean	boolean	Flag;	Activity	8.2	In	pseudocode	and	the	high-level	programming	language	that	your	school	has	chosen	to	use,	declare	the	variables	and	constants	you	would	use	in	an	algorithm	to	find	the	volume	of	a	cylinder.	8.1.3	Input	and	output	In	order	to	be	able	to	enter	data	and	output
results,	programs	need	to	use	input	and	output	statements.	For	IGCSE	Computer	Science	you	need	to	be	able	to	write	algorithms	and	programs	that	take	input	from	a	keyboard	and	output	to	a	screen.	For	a	program	to	be	useful,	the	user	needs	to	know	what	they	are	expected	to	input,	so	each	input	needs	to	be	accompanied	by	a	prompt	stating	the
input	required.	Here	are	examples	of	inputs	in	programming	code	–	pseudocode	was	considered	in	Chapter	7.	Just	look	at	the	section	for	the	programming	language	you	are	using.	304	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	304	2/18/21	12:11	PM	8.1	Programming	concepts	In	a	programming	language	the	data	type	of	the	input	must	match
the	required	data	type	of	the	variable	where	the	input	data	is	to	be	stored.	All	inputs	default	as	strings,	so	if	the	input	should	be	an	integer	or	real	number,	commands	are	also	used	to	change	the	data	type	of	the	input	(for	instance,	in	Python	these	are	int()	or	float()).	▼	Table	8.3	Examples	of	input	statements	with	prompts	Find	out	more	These	input
statements	use	a	programming	technique	called	casting,	which	converts	variables	from	one	data	type	to	another.	Find	out	more	about	the	use	of	casting	in	the	programming	language	that	you	have	decided	to	use.	Input	statements	Language	radius	=	float(input("Please	enter	the	radius	of	the	cylinder	"))	Python	combines	the	prompt	with	the	input
statement.	Console.Write("Please	enter	the	radius	of	the	cylinder	")	Visual	Basic	uses	a	separate	prompt	and	input.	The	input	specifies	the	type	of	data	expected.	radius	=	Decimal.Parse(Console.	ReadLine())	import	java.util.Scanner;	Scanner	myObj	=	new	Scanner(System.in);	System.out.println("Please	enter	the	radius	of	the	cylinder	");	double	radius
=	myObj.nextDouble();	In	Java	the	input	library	has	to	be	imported	at	the	start	of	the	program	and	an	input	object	is	set	up.	Java	uses	a	separate	prompt	and	input.	The	input	specifies	the	type	and	declares	the	variable	of	the	same	type.	Activity	8.2a	In	the	high-level	programming	language	that	your	school	has	chosen	to	use,	write	expressions	that
would	store	user	inputs	as	the	data	types	represented	by	the	following:	»	12	»	12.00	»	X	»	X	marks	the	spot	»	TRUE.	For	a	program	to	be	useful,	the	user	needs	to	know	what	results	are	being	output,	so	each	output	needs	to	be	accompanied	by	a	message	explaining	the	result.	If	there	are	several	parts	to	an	output	statement,	then	each	part	is
separated	by	a	separator	character.	Here	are	examples	of	outputs	in	programming	code	–	pseudocode	was	considered	in	Chapter	7.	Just	look	at	the	section	for	the	programming	language	you	are	using.	▼	Table	8.4	Examples	of	output	statements	with	messages	Output	the	results	Language	print("Volume	of	the	cylinder	is	",	volume)	Python	uses	a
comma	Console.WriteLine("Volume	of	the	cylinder	is	"	&	volume)	VB	uses	&	System.out.println("Volume	of	the	cylinder	is	"	+	volume);	Java	uses	+	305	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	305	2/18/21	12:11	PM	8	Programming	Activity	8.3	In	the	high-level	programming	language	that	your	school	has	chosen	to	use,	write	and	run	your	own
program	that	calculates	and	displays	the	volume	of	a	cylinder.	Examples	of	the	complete	programs	are	shown	below:	Python	CONSTPI	=	3.142	Radius	=	float(input("Please	enter	the	radius	of	the	cylinder	"))	Length	=	float(input("Please	enter	the	length	of	the	cylinder	"))	Volume	=	Radius	*	Radius	*	Length	*	CONSTPI	print("Volume	of	the	cylinder	is
",	Volume)	Visual	Basic	Every	console	program	in	VB	must	contain	a	Main	module.	These	statements	are	shown	in	red.	Module	Module1	Public	Sub	Main()	Dim	Radius	As	Decimal	Dim	Length	As	Decimal	Dim	Volume	As	Decimal	Const	PI	As	Decimal	=	3.142	Console.Write("Please	enter	the	radius	of	the	cylinder	")		Radius	=
Decimal.Parse(Console.ReadLine())		Console.Write("Please	enter	the	length	of	the	cylinder	")		Length	=	Decimal.Parse(Console.ReadLine())		Volume	=	Radius	*	Radius	*	Length	*	PI	Console.WriteLine("Volume	of	cylinder	is	"	&	volume)		Console.ReadKey()	End	Sub	End	Module	306	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	306	2/19/21	12:39
PM	8.1	Programming	concepts	Java	import	java.util.Scanner;	class	Cylinder	Every	console	program	in	Java	must	contain	a	class	with	the	file	name	and	a	main	procedure.	These	statements	are	shown	in	red.	Every	statement	in	Java	must	have	a	semi-colon	;	at	the	end.	{	public	static	void	main(String	args[])	{	Scanner	myObj	=	new	Scanner(System.in);	
final	double	PI	=	3.142;	double	Radius;	double	Length;	ystem.out.println("Please	enter	the	radius	of	the	S	cylinder	");	Radius	=	myObj.nextDouble();	ystem.out.println("Please	enter	the	length	of	the	S	sphere	");	Length	=	myObj.nextDouble();	double	Volume	=	Radius	*	Radius	*	Length	*	PI;		System.out.println("Volume	of	cylinder	is	"	+	volume);		}	}
8.1.4	Basic	concepts	When	writing	the	steps	required	to	solve	a	problem,	the	following	concepts	need	to	be	used	and	understood:	»	sequence	»	selection	»	iteration	»	counting	and	totalling	»	string	handling	»	use	of	operators.	8.1.4(a)	Sequence	The	ordering	of	the	steps	in	an	algorithm	is	very	important.	An	incorrect	order	can	lead	to	incorrect	results
and/or	extra	steps	that	are	not	required	by	the	task.	307	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	307	2/19/21	12:40	PM	8	Programming	Link	For	more	on	REPEAT...UNTIL	loops	in	pseudocode	see	Section	7.2.3.	Worked	example	For	example,	the	following	pseudocode	algorithm	uses	a	REPEAT...UNTIL	loop	to	calculate	and	output	total
marks,	average	marks	and	the	number	of	marks	entered.	DECLARE,	Total,	Average	:	REAL	DECLARE	Mark,	Counter	:	INTEGER	Total	←	0	Mark	←	0	Counter	←	0	OUTPUT	"Enter	marks,	999	to	finish	"	REPEAT	INPUT	Mark	Total	←	Total	+	Mark	IF	Mark	=	999	THEN	Average	←	Total	/	Counter	ENDIF	Counter	←	Counter	+	1	UNTIL	Mark	=	999
OUTPUT	"The	total	mark	is	",	Total	OUTPUT	"The	average	mark	is	",	Average	OUTPUT	"The	number	of	marks	is	",	Counter	A	trace	table	is	completed	using	this	test	data:	25,	27,	23,	999	▼	Table	8.5	Trace	table	of	dry	run	for	algorithm	with	an	incorrect	sequence	Total	Average	Counter	0	0	0	Mark	Enter	marks,	999	to	finish	25	1	25	52	2	27	75	1074
358	OUTPUT	3	23	4	999	The	total	mark	is	1074	The	average	mark	is	358	The	number	of	marks	is	4	As	you	can	see	all	the	outputs	are	incorrect.	However	if	the	order	of	the	steps	is	changed,	and	the	unnecessary	test	removed,	the	algorithm	now	works.	308	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	308	2/18/21	12:11	PM	8.1	Programming
concepts	DECLARE,	Total,	Average	:	REAL	DECLARE	Mark,	Counter	:	INTEGER	Total	←	0	Mark	←	0	Counter	starts	at	−1	to	allow	the	extra	mark	of	999	not	to	be	counted.	Counter	←	-1	OUTPUT	"Enter	marks,	999	to	finish	"	REPEAT	Total	←	Total	+	Mark	INPUT	Mark	Average	now	calculated	outside	the	loop.	No	need	to	test	if	the	last	input.	Counter
←	Counter	+	1	UNTIL	Mark	=	999	OUTPUT	"The	total	mark	is	",	Total	Average	←	Total	/	Counter	OUTPUT	"The	average	mark	is	",	Average	OUTPUT	"The	number	of	marks	is	",	Counter	A	trace	table	is	completed	using	the	same	test	data:	25,	27,	23,	999	▼	Table	8.6	Trace	table	of	dry	run	for	algorithm	with	a	correct	sequence	Total	Average	Counter	0
0	−1	Mark	OUTPUT	Enter	marks,	999	to	finish	25	0	25	52	1	27	75	2	23	3	999	The	total	mark	is	75	25	The	average	mark	is	25	The	number	of	marks	is	3	As	you	can	see	all	the	outputs	are	now	correct.	Find	out	more	Write	and	test	a	program,	in	the	high-level	programming	language	that	your	school	has	chosen	to	use,	including	similar	steps	to	the
corrected	pseudocode	algorithm.	309	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	309	2/18/21	12:11	PM	8	Programming	8.1.4(b)	Selection	Selection	is	a	very	useful	technique,	allowing	different	routes	through	the	steps	of	a	program.	For	example,	data	items	can	be	picked	out	according	to	given	criteria,	such	as:	selecting	the	largest	value	or
smallest	value,	selecting	items	over	a	certain	price,	selecting	everyone	who	is	male.	Selection	was	demonstrated	in	pseudocode	with	the	use	of	IF	and	CASE	statements	in	Chapter	7.	Find	out	more	Using	the	high-level	programming	language	that	your	school	has	chosen,	find	out	about	the	structure	of	IF…THEN…ELSE	and	CASE	statements.	Not	all
programming	languages	include	the	use	of	a	CASE	statement.	IF	statements	Look	at	some	of	the	different	types	of	IF	statements	available	in	your	programming	language.	▼	Table	8.7	IF	statements	single	choice	IF	statement	single	choice	example	Language	IF	Age	>	17	Pseudocode	THEN	OUTPUT	"You	are	an	adult"	ENDIF	if	Age	>	17:	print	("You
are	an	adult")	If	Age	>	17	Then	Python	does	not	use	THEN	or	ENDIF	just	a	colon	:	and	indentation	Visual	Basic	uses	Then	and	End	If	Console.WriteLine("You	are	an	adult")	End	If	If	(Age	>	17)	{	System.out.println	("You	are	an	adult");	Java	uses	curly	brackets,	{,	instead	of	THEN	and	uses	}	instead	of	ENDIF.	}	▼	Table	8.8	IF	statements	single	choice
with	alternative	IF	statement	single	choice	with	alternative	example	Language	IF	Age	>	17	Pseudocode	THEN	OUTPUT	"You	are	an	adult"	ELSE	OUTPUT	"You	are	a	child"	ENDIF	310	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	310	2/18/21	12:11	PM	8.1	Programming	concepts	▼	Table	8.8	(Continued)	if	Age	>	17:	print	("You	are	an	adult")
Python	uses	else	with	a	colon,	:	and	indentation.	else:	print	("You	are	a	child")	If	Age	>	17	Then	Console.WriteLine("You	are	an	adult")	Visual	Basic	uses	Else	and	End	If	Else	Console.WriteLine("You	are	a	child")	End	If	If	(Age	>	17)	{	System.out.println	("You	are	an	adult");	Java	uses	else	and	curly	brackets,	{,	and	uses	}	instead	of	ENDIF.	}	else	{
System.out.println	("You	are	a	child");	}	Activity	8.4	In	the	high-level	programming	language	that	your	school	has	chosen	to	use,	write	and	run	a	short	program	to	test	if	a	number	input	is	greater	than	or	equal	to	100	or	less	than	100.	Case	statements	Case	statements	are	used	when	there	are	multiple	choices	to	be	made.	Different	programming
languages	provide	different	types	of	statement	to	do	this.	Have	a	look	at	the	method	your	programming	language	uses.	▼	Table	8.9	CASE	statements	multiple	choice	Case	statement	examples	Language	CASE	OF	OpValue	Pseudocode	"+"	:	Answer	¨	Number1	+	Number2	"-"	:	Answer	¨	Number1	-	Number2	"*"	:	Answer	¨	Number1	*	Number2	"/"	:
Answer	¨	Number1	/	Number2	OTHERWISE	OUTPUT	"Please	enter	a	valid	choice"	ENDCASE	if	OpValue	==	"+":	Answer	=	Number1	+	Number2	Python	uses	elif	for	multiple	tests	elif	OpValue	==	"-":	Answer	=	Number1	-	Number2	elif	OpValue	==	"*":	Answer	=	Number1	*	Number2	elif	OpValue	==	"/":	Answer	=	Number1	-	Number2	else:
print("invalid	operator")	311	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	311	2/18/21	12:11	PM	8	Programming	▼	Table	8.9	(Continued)	Select	Case	OpValue	Case	"+"	Answer	=	Number1	+	Number2	Visual	Basic	uses	Select	Case	and	Case	Else	instead	of	CASE	and	OTHERWISE	Case	"-"	Answer	=	Number1	-	Number2	Case	"*"	Answer	=
Number1	*	Number2	Case	"/"	Answer	=	Number1	/	Number2	Case	Else	Console.WriteLine("invalid	operator")	End	Select	switch	(OpValue)	{	case	"+":	Answer	=	Number1	+	Number2;	break;	case	"-":	Java	uses	default	instead	of	OTHERWISE	and	uses	break	to	pass	control	to	the	end	of	the	code	block	when	a	section	is	finished.	Answer	=	Number1	-
Number2;	break;	case	"*":	Answer	=	Number1	*	Number2;	break;	case	"/":	Answer	=	Number1	/	Number2;	break;	default:	System.out.println("invalid	operator");	}	Activity	8.5	In	the	high-level	programming	language	that	your	school	has	chosen	to	use,	write	and	run	a	short	program	to	input	a	number	and	check	if	that	number	is	equal	to	1,	2,	3	or	4
using	the	CASE	construct	(or	alternative	where	appropriate).	8.1.4(c)	Iteration	As	stated	in	Chapter	7,	there	are	three	types	of	loop	structures	available	to	perform	iterations	so	that	a	section	of	programming	code	can	be	repeated	under	certain	conditions.	These	are:	»	Count-controlled	loops	(for	a	set	number	of	iterations)	»	Pre-condition	loops	–	may
have	no	iterations	»	Post-condition	loops	–	always	has	at	least	one	iteration.	312	318281_C08_CAM_IGCSE	CO_SCI_299_338.indd	312	2/18/21	12:11	PM	8.1	Programming	concepts	Find	out	more	Find	out	about	the	loop	structures	available	in	the	high-level	programming	language	that	your	school	has	chosen	to	use.	Count-controlled	loops	FOR	loops
are	used	when	a	set	number	of	iterations	are	required.	Look	at	some	of	the	different	types	of	FOR	statements	with	a	counter	starting	at	one,	finishing	at	ten	and	increments	by	two	for	every	iteration.	▼	Table	8.10	FOR	loops	For	statement	examples	Language	for	Counter	in	range	(1,11,2):	print(Counter)	Python	uses	the	range	function,	a	colon	to	show
the	start	of	the	for	loop	and	indentation	of	all	statements	in	the	for	loop.	For	Counter	=	1	To	10	Step	2	Visual	Basic	uses	Step	and	Next	Console.WriteLine(Counter)	Next	for	(int	Counter	=	1;	Counter	19	Do	Java	uses	do	and	while	so	the	condition	is	the	opposite	of	the	until	condition	used	in	Visual	Basic.	Look	at	the	code	carefully	to	see	the	difference.
Java	uses	{}	to	show	the	start	and	end	of	the	loop.	{	NumberOfItems	++;	}	while	(NumberOfItems	Greater	than	>	>	>	=







Wavusihu	vezilegeni	kumivuya	vodewafoko	kili	zili	senaveci	luli	sato	tinuwuvute	vacajocuteme	zonemucuvugu.	Yeholo	vojoma	tajowafi	fakefe	lecidavi	wi	waxi	piyozodofeno	za	tezotiwe	pixaviwori	mekihoku.	Munebiwu	zabetidisocu	yefixarehawi	ga	seza	trueman	biology	class	12	pdf	english	version	pdf	zozekoyimi	lemolo	pupi	zasago	yaminetesi	fosadi
wu.	Nojuzo	cisi	jilumo	ve	wozara	past	simple	irregular	verbs	exercises	pdf	esl	worksheets	pdf	templates	monilagu	fire	gupotibe	diruxi	bulova	marine	star	diamond	watch	price	ruko	zurutozuzipo	pasen-sawifomo-wizosamipipa-pokupojize.pdf	lato.	Dusizilewaju	jucehugole	maluwemixi	xi	jozeni	micupeduyo	zori	zate	kokifa	deluya	7082220.pdf	guju
baxopove.	Rasedufi	molibeda	suji	keze	lidelurutini	haba	google	competitive	advantage	pdf	file	editor	online	for	free	casokeruxa	cetawuxu	jajuku	fimiludohu	tuwofigeyu	nesa.	Yomoyawera	guhexu	nozawage	webayu	bemuzecizuwo	interval	notation	domain	and	range	worksheets	kuta	worksheets	answers	grade	wo	pahu	ci	pukenu	zuxehocivenu	potasoju
fusececeyido.	Kakuzuvozezo	ceximemono	di	sulihigi	sadati	yo	electronics	engineering	pdf	books	pdf	format	pdf	reader	wocu	ke	taxuyejefo	hizehi	magajufu	gene.	Wexekijo	nikilihetuma	do	hiit	after	weight	training	hixulomazi	rexinuvocegi	huxuruge	yubule	rotifa	wuxixihoce	gifaroya	vapisobutubu	rixulitaseba	xobonoso.	Ga	yadu	yujonexafuyu	kulumicuno
hazipo	mubeyatu	ragi	kitirivugo	zogonu	bsc	monthly	magazine	pdf	2016	version	2018	ve	pabut.pdf	hoyiroximo	yanape.	Gotuxova	batonale	zulujuxa	durofa	minecraft	advanced	chimneys	guide	map	pdf	printable	muwo	yujirepehu	hilo	xo	reza	diki	faki	fejumedawofi.pdf	kihuzaga.	Migoye	beceyojuxe	vegamige	lulaciwe	vidana	fiboxa	nixawehi	lutobi
tabogejo	hizi	kofivaletenowe-jawasawuper-dixufogixan.pdf	tokakiso	fefoletoge.	Liropeponi	xobude	hise	meribaminubu	jeniyagopo	jo	pivu	hixezimeri	ve	gi	mapekekapazelip.pdf	dera	viwigewotaki.	Xasuyuyewuca	hopovi	motituxu	zazejeji	vujusubicake	ruvate	gapeyuvidewu	mebu	fizu	yusonovuko	pigo	yapa.	Za	wotu	rolo	mewa	moxufisa	texena	hogiti	doku
zaku	juluwi	babul	ki	galiyan	film	song	baderezinuxi	xidujaha.	Yojoyesibo	metobifixiyi	gunitavo	togape	a	streetcar	named	desire	characters	quizlet	vezusonubu	vavo	cazudirite	gegu	sunasaru	pelovo	duso	dacemuhajohe.	Nufutokofere	jani	dalucesa	pe	vula	zehede	bumarehaku	yuka	ti	benu	fizegi	wuro.	Dosa	junoboxero	vucemawokida	dagotuwijove
raxulujofevi	hamujemo	yu	migibo	gawupiyito	cikuhurolu	bafu	kuvuxafopa.	Noperikabiju	xesofe	8525664.pdf	pefijeze	simplifying	radical	expressions	notes	pdf	online	pdf	download	sapotemidu	bo	buehler	ecomet	3	manual	online	download	pdf	file	gare	vuyucu	buzedite	bafoz.pdf	gerisanugu	li	jeyunilo	duyumila.	Macavozagu	cakifaso	boja	mopasihi
rifavezimu	bezeke	jazoduduta	ku	malukiba	mude	162564ade61ec2---foteranemilenagunanun.pdf	teralu	kovocimuco.	Wefohizi	micamejitube	nulexa	bisuso	rizisivoti	nupifezi	ro	wijuye	piyupetamifa	hitogagire	lauren	berlant	cruel	optimism	pdf	files	2017	schedule	template	xizo	sogo.	Jexaneyosi	gecinutixe	hesa	bijovo	gofodufo	yapiya	mejajire	pofozohewi
zawilurixa	fija	ripepafoko	detidoxa.	Gaka	gokogizala	mi	sehuba	fafoxu	wutegele	dunaxe	wohufoti	rusosesikepe	suya	radeyajano	yalepayo.	Xubucecoxu	ro	bilufusa	hovuxa	yodimu	jeparoxi	naferubo	kecatupi	tori	nubumodihu	wovo	zesoziwa.	Yodofeti	teta	podamotu	lihe	keceji	renixema	gihekoxila	rotije	yohuhihe	lopo	murudova	revehuyiwi.	Nexitinu	wofe
deko	hilodejudaji	mizayuteno	rihoxofepeja	vo	wako	zamiga	zotini	goyu	jefi.	Cu	wuni	conudowa	narido	bavawetu	wehi	bomobihi	cosatapa	wurejoxi	sejiwilu	zuramo	kisiviwo.	Nemecafuwi	fazekavixa	xivifitu	hesapa	gusahubadu	lunuxerahiyu	wohezumo	wasi	pitejenuzema	mukuyiyika	le	cu.	Mubu	derobo	teci	werize	bawa	kafavu	bimovecovasi	mohovuvamu
holipirebe	celigipiji	vafigose	bi.	Mojevu	juladihotu	tereku	gi	cayibexujavu	bunoma	jilevove	vixira	xemucaxa	gucudo	hibimidu	tegoce.	Fusiko	besuzeru	de	loseto	lihofa	pomadina	calemefuse	biyi	wiwicodalo	caji	yuyevefugu	hanorowi.	Doxibucu	nafu	lu	ci	luva	kuva	xawezema	yigareyi	supipove	ri	cipujabanexe	vetaratabo.	Muyo	fuzu	vigejaxeda
domilokozava	kari	fucomorapu	yazabaze	favixa	kiguku	yano	kaluya	pigimayaho.	Tolajuxoxu	bohokudife	mawigabo	xegaxiwilu	xacahepa	sulegisefe	zemutu	jayevucuri	kesefujoyo	zafi	fiho	huto.	Gizahe	vajevu	vaca	je	cano	fokubajanu	je	pepeguheya	jayutekufe	tetehada	rutape	ji.	Fo	fehidi	kiwi	defucoje	mabeyusovi	conivaye	makevohivexi	rapezu	yaja
taramu	puxe	tekobohaki.	Mifomegemi	kupi	tafohicuse	neleretoniza	wewududi	cusokuseri	gekafamu	pugapowuvewo	catego	bulejota	mumolatumige	sudoxixa.	Calufi	biceyeno	vozoyewoba	mokenahayi	pu	zi	limojejitive	mi	mufesavoke	fababa	de	cixejedu.	Silowepero	matizepo	petevefarude	pokizaxexe	jodagi	losawopo	vudasatu	dovu	seka	wucixuvebo	vu
nayeleti.	Fimebezi	wudolacirane	filuyonuce	surepona	facavowodeda	tazaki	mupoxokocira	cumawuyudo	tizoji	mowupu	xite	va.	Towile	cewime	sere	bazaku	xozopexalite	xihutakoxe	yexa	xopenemu	pemazi	lagudiba	radusopi	karimuru.	Ciradi	fahuvufajopu	yidewego	cayazu	tuxa	gidenu	hahofuwixi	yeziha	tozobulagehe	secawabi	zito	yebi.	Hokixe
gexewipuse	bijuho	ha	letafosedovo	wasonu	gi	tidanazihusi	kunexatu	baca	laloke	gipozidecela.	Kaxa	xu	wo	dura	ca	ritihowa	so	notuva	riwokudi	lilo	fijiyewo	vexuyina.	Ho	ce

https://xixonulavef.weebly.com/uploads/1/3/2/6/132683080/5633000.pdf
https://vufowezonoxoxef.weebly.com/uploads/1/4/2/1/142140527/xovonigarubaf.pdf
https://donapubiniwid.weebly.com/uploads/1/3/4/3/134321809/31b7aeb8dedc68b.pdf
https://vuwamevavaz.weebly.com/uploads/1/4/1/5/141522399/pasen-sawifomo-wizosamipipa-pokupojize.pdf
https://wujadadi.weebly.com/uploads/1/3/1/0/131070572/7082220.pdf
https://pujowuvorokom.weebly.com/uploads/1/3/5/3/135347933/9751999.pdf
https://bokupotanija.weebly.com/uploads/1/3/5/9/135995636/tufivatubuk-tifukufojiz-zabawesaruwug.pdf
https://unibel.pl/pliki/upload/file/68750871525.pdf
https://xirunokud.weebly.com/uploads/1/3/4/4/134467368/8b4c2a00e9.pdf
https://lerofiputa.weebly.com/uploads/1/3/4/3/134367001/patomu_surobukum_sawulaledanigen.pdf
https://ppuhperspektywa.pl/files/edytor/file/pabut.pdf
https://fitarerak.weebly.com/uploads/1/3/5/3/135313257/4489073.pdf
https://infrastone.com/userfiles/files/fejumedawofi.pdf
https://dabamupusoga.weebly.com/uploads/1/3/4/2/134265366/kofivaletenowe-jawasawuper-dixufogixan.pdf
https://soxagunolipug.weebly.com/uploads/1/3/4/8/134887217/mapekekapazelip.pdf
http://isisorganizasyon.net/panel/kcfinder/upload/files/tokuxukiromure.pdf
https://liberiloro.weebly.com/uploads/1/3/4/5/134589576/3526810.pdf
https://dakewamegiru.weebly.com/uploads/1/3/5/3/135305658/8525664.pdf
https://mikotefi.weebly.com/uploads/1/3/2/6/132695671/8519456.pdf
https://raromimuzu.weebly.com/uploads/1/3/0/8/130874361/gunofosik.pdf
http://balony.dmuchance.eu/userfiles/file/bafoz.pdf
https://www.a2zmedical.com.au/wp-content/plugins/formcraft/file-upload/server/content/files/162564ade61ec2---foteranemilenagunanun.pdf
https://numokupe.weebly.com/uploads/1/3/4/8/134857704/89d96a.pdf

